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Abstract:  Predicting terminals movements in mobile
networks is useful for more than one reason, in particular
for routing management. A way to do such prediction is to
learn the movement patterns of mobile nodes passing by an
access router. In this paper, the information (e.g. layer 2
measurements) related to the different paths followed by
mobiles are learned using a hidden Markov model. Simu-
lations have been done using this method and show it can
handle different layer 2 signals and collect statistical infor-
mation when no such signal is available.

1. Introduction

In mobile networks, mobile hosts (MHs) are allowed
to move without losing their connectivity: either they
have a wireless interface talking to the nearest access
point (AP), or they are simply plugged and unplugged at
a new location. The first router linking MHs to the wired
network is called the accessrouter (AR). In this context,
the movement prediction problem is guessing the next
access router(s) a MH will be linked to.

This prediction can be particularly useful to assure a
given level of QoS despite the typically large jitter and
error rates of wireless networks. Every handover (leav-
ing an AP to reach the next) leads to packet losses and
requests a registration (e.g. [9]) that might induce a long
delay. These shortcomings can be reduced thanks to
micro-mobility protocols ([4, 15, 2, 17]), but can’t be
eliminated.

The mobility prediction methods aim to anticipate
ressource allocation and allow proactive registrations.

In [6], the top of each MN’s web cache is sent to the
most probable next ARs guessed using a learning au-
tomaton. The same learning method is used in [7] so
as to stochastically reallocate TCP datagrams to neigh-
boring ARs, thus improving TCP performance. [5] in-
troduced a statistical method to correlate MNs’ moving
patterns characteristics (time of the day, previous AR,
time elapsed in the cell,...) with their trajectories; this
information if used to keep the handover dropping prob-
ability under a chosen threshold.

Some information can be sent by the MHs themselves
to guess their movement. [16] studies the performance
of a method based on GPS and maps to learn where and
when the handovers usually occur. Liu et al. ([12]) uses
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Figure 1: Two trajectories near an AP and the associated set of
observations and states.

each MH’s knowledge of its typical movements and sig-
nal strength measurements (via a self-adaptive extended
Kalman filter and assumptions about ATM cells geome-
try) to guess its path.

Mobility prediction is important in the context of
ad hoc networks (i.e with no fixed infrastructure) where
it’s used to estimate route stability ([11]).

As one can see, different kinds of methods can be ap-
plied; some of them rely on statistical measurements,
others on information emitted (or learned) by the MHs.

To be as generic as possible, the movement patterns
learning process presented here tries to accomodate any
type of information emitted by MHs, and gives a sim-
ple statistical result when there is none. It is based on a
simple Al technique and gives to mobiles a simple role.

It should be noticed that the method presented here-
after is, in a way, complementary to the various papers
talking about mobility models ([8, 1, 3]): whereas these
works set mobiles’ motion behaviours a priori, those be-
haviours are here taken from observed terminals’ move-
ments and directly used for prediction purposes.

The next section shows how mobiles’ motion can be
expressed in terms of Markov processes and section 3.
defines a way to model them. Section 4. explains how
path prediction can be done using these models and gives
the results of some simulations. Section 5. gives some
extensions that can easily be added to the method. The
last section concludes the paper.

2. Movement patterns
and Markov processes

Let’s consider somebody walking down a street using
a mobile device connected to a wireless IP network. This
device communicates with a given Access Point (AP)
and can regularly measure some information directly re-
lated to the path it follows (e.g. given by the layer 2



protocol or a separate apparatus such as a GPS).

Reporting these measurements at discrete time steps
t =1,2,3,..., we get a sequence of observations (re-
spectively O1, Oz, Os, .. .), each of them being a vector
of discrete or continuous values.

Since we are interested in the paths followed by mo-
biles, let’s divide the zone near an AP in small areas (or
states) @Q; and try to match those states with sequences’
observations. Let ¢, be the state matching the ¢th obser-
vation (see figure 1).

If mobiles” movements were memoryless, i.e. if:

Vi:Plg=Qilq-1=Qj,qt—2=Qk -] = 1)
Plgs = Qi | -1 = Q]

then it would be a first order Markov chain and the model
shown hereafter would be particularly well suited. Un-
fortunately, the simple example at figure 1 shows that (1)
doesn’t hold (one can’t distinguish between trajectories
T and 7" knowing g3 or ¢4 only, but can if it’s given g5 or
q5). Despite that, simulations under different conditions
show that it gives good results if it’s used as explained
later on (see section 4.1.).

Considering a walker without any a priori information
linked to an AP for a given time, we can get an observa-
tion sequence S. S is stochastic for at least two reasons:

a. each observation can be corrupted by noise or some
other kind of measurement error.

b. nobody walks randomly, but usually several paths
could be followed in an AP’s zone of influence.

Because of a., the state-to-observation matching can
only be probabilistic, so we’ll define a observation’s
probability function of a given state. Because of b,
guessing ¢; knowing ¢;_1 can’t be done exactly, so we’ll
define a state transition probability matrix.

In practice, the different states ¢; a mobile is passing
by are hidden, but can be deduced from observation se-
quences. This kind of (doubly stochastic) process can be
modelled using Hidden Markov Models (HMMs).

3. Markov processes and Hidden Markov
Models

A HMM ([14, 13]) is a model of observation se-
quences S = 01,04, 03, ... as explained in section 2..
It is characterized by:

e N sates. Q1,Qo,...
denoted ¢;

,@Qn. The state at time ¢ is
e a set of observation’s probability distibution func-
tions: B = {b;(0)}.
bi(0) =P[O att|q = Qi )
(Vi=1,2,...,N).
e adtate transition probability matrix: A = {a;;}.

aij =Plgs = Q5 | t—1 = Q4]
’ t j(vz',tj s 1,2,...,N) &)

The following properties hold:

Ogawgl (VZ,]:LQ,,N) (4)

N
2%:1 (Vi=1,2,...,N) 5)
j=1

o the probability that @; is the initial state of a se-
quence:

m = Plgn = Qi
Let 7 be the set of these probabilities: 7 = {;}.

A HMM model is usually denoted A = (A4, B, )
which reminds of the parameters involved.

The probability of observing a sequence .S and a state
sequence @ = q1, 42,43, - - - g7 given a model X is sim-
ply the probability that ¢; is the initial state, times the
probability of observing O; at ¢; (hereafter denoted
mq = m; With ¢ such that ¢; = @);), times the proba-
bility of going from ¢; to ¢o,...:

PISTQ,AJPIQ[ A = @)
7, 0(01)ag,4,0(02) gy g5 - - - Agr_1g7b(OT)

(Vi=1,2,...,N) (6)

To get the probability of S given A, we simply sum the
probability of all the possible state sequences:

PIS|A =Y PIS|QAPQ|N ®)
all Q

Another problem of great interest is: how can one find
the most probable state sequence matching a given ob-
servation sequence S:

Q" = argmax P[S,Q | A] 9)
Q

The calculation of (8) and (9) are well known prob-
lems that have been resolved efficiently ([13]).

The last unresolved question is: how can one adjust
the model parameters of A = (A, B, ) to best suit a set
of observation sequences ? It depends on what best suits
means in this context. The two most used criteria are the
maximumlikelihood (optimizing P[S| \] — see [13]) and
the state optimized likelihood (optimizing P[S, Q* | ],
where @Q* is given by (9) — see [10]), which lead to
classical iterative procedures.

4. HMMs and path prediction

4.1. Overview

In mobile IP networks, access routers (AR) manage
mobile nodes (MN) arrivals and departures. In this pa-
per, the movement pattern learning takes place in each
AR and MN’s role is kept minimum.

In this context, the path prediction’s purpose is
twofold:

o learning the typical MN’s movement patterns so as
to guess their future AR;

e sending to each neighbouring AR statistical infor-
mation related to MNs that are likely to turn to-
wards it (possibly together with related indication,
as the needed QoS).



®

MN arrived
from(m) cAR
@ Obs. Seq. —=| Learning [—= | HMMs
é = | Obs. Seq. —=| Path Prediction
Neighbours Registered MNs MN arrived
MN m B @
Registration L2data I
@ vz | \

Figure 2. Overview. Once cAR has seen enough MN'’s passing by in order to learn their typical behaviour, the path prediction
procedure happens asfollow : (1) A MN m leavesthe AR from(m) and goes towards CAR. —(2) It registerswith cAR. —(3) cCAR
informs from(m) about m’sarrival. It adds from(m) to its neighbours list (if it has not been done before, which is unlikely since
we suppose that the learning process is terminated). —(4) From time to time, m emits observations about its journey; this lets
cAR build a sequence and check its probability using the HMMs. When it appears that one HMM is clearly more probable than the
others, the matching neighbour can be informed. —(5) The same procedure takes place when m leaves cAR and reaches to(m).

—(6) to(m) informs cAR about m’sarriva (just as cAR did).

We say AR; is in the neighbourhood of AR; if mo-
bile nodes regularly travel from AR; to AR;; therefore,
the neighbouring relation is dynamic and must be con-
stantly reevaluated. To let an AR know its neighbours,
we suppose that every MN remembers the last AR he
was registered with; this way, a neighbour can give an
AR notice of a mobile’s arrival.

This neighbouring relation is a key point here, and it
is determined by the way the mobiles travel between the
ARs. Let R be the set of MNs registered with the current
AR CcAR (i.e. the one we are interested in). We denote
from(m) the AR a MN m visited just before the current
one; similarly, to(m) is the next AR m will register with.
The current AR’s set of neighbours is denoted N; thus,
Vm € R : from(m) € N and to(m) € N.

It could be possible to catch the behaviours of all the
MNs an AR is involved with using only one HMM, but
we don’t think this is the best way to organize the learn-
ing process. In order to get observation sequences as
close as possible to (1), one shouldn’t mix unsimilar se-
quences. It is thus proposed to create a different model
for sequences built by mobiles which are not going to
or coming from the same AR; so, the number of HMMs
grows as the number of neighbours squared. Let A; ; be
the HMM associated with the mobiles going from AR;
to AR;. We will see that the number of sequences used
to build ), ; will take some importance; let p; ; be that
number and p; their sum (Z].EN Dij)-

Figure 2 gives an overview of the different actions in-

volved when a MN m is passing by the access routers
from(m), cAR and finally to(m). On its travel, it can
send L2 information (e.g. piggybacked with other kinds
of data) which are received and stored by cAR. When
registering with ¢to(m), the MN sends the address of the
AR he just left (CAR) together with its Home Address;
then, to(m) informs cAR about the MN’s arrival, so that
it can:

e add to(m) to its neighbours list. This list is reg-
ularly cleaned up so as to remove unrefreshed en-
tries;

e match the MN’s home address with the addresses
of recently-gone MNs and find the associated (L2)
observation sequence;

e useitto build \; ;. It cannot be done before enough
sequences have been collected.

Once the learning process is stabilized, the path pre-
diction itself takes place. A MN m generates a sequence
S = 01,09,0s3,...; let S; be S truncated so that only
the first ¢ observations remain. Each time an new obser-
vation is emitted, the AR can compute

Pj = P[Sl | )‘from(m),j] v.] eN

using (8). The ratio between those probabilities
weighted BY prom (m),;/Pfrom(m) tells us towards which
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Figure 3: A simulation of path learning. The left picture shows amap of one-way roads. The carsthat are coming from A and fi nd
their way to E, G and | at random. Asthey are passing by, they generate sequences of observations; those sequences can be learned
by aHMM, as shown in theright fi gure. Each state is drawn using its gaussian observation probability function’s covariance ellipse

(enlarged 1.5 times for clarity).

neighbour m is likely to go, and the certainty of doing
S0.

Let’s consider the issues that could prevent the method
from scaling. The only messages needed to apply the
method are shown in figure 2; the amount of the data sent
during the registration process is small and the various
data sent during the MN journey can be piggybacked.
The computation of the HMMs given in the next section
takes less than 1 second per model?; computing the prob-
ability of a sequence given a model can be done in a few
milliseconds®.

4.2. Simulations

Figure 3 shows the results given by a simulation of the
above procedure. Cars equipped with a GPS are pass-
ing by an AR; thus, the observations are 2-dimensional
(x, y) vectors giving the position of the car. To be as
generic as possible, we suppose that all the observations
probabilities involved in this paper can be modeled us-
ing a gaussian probability function; thus, results could
be made even better if probability functions were built
more carefully, at the expense of generality.

The left picture shows the topology of some one-way
roads. The vehicules come from A and travel as indi-
cated by the arrows; at each crossing, the cars choose
their way randomly. The speed of each car is a random
constant (linearly distributed between a minimum and a
maximum value) and observations are emitted regularly.
We can be given an insight into the computed HMM us-
ing a graphical representation (see the right picture): the
transition probabilities are depicted by lines of different
widths, and the probability distribution of each state by
a covariance ellipse®.

As one can see in figure 4, for the example given, the
HMM easily discriminates the different sequences and
the next-neighbour prediction should never fail.

2Computation done with 400 sequences using a Java prototype on
a Pentium 1.2GHz.

SUsing the same prototype. The complexity of the algorithm is
NZ2T, N being the number of model’s states and 7" the length of the
sequence.

4The covariance ellipse (or error ellipse) of a bivariate gaussian
probability function is an ellipse of constant probability density, cen-
tered at each variable’s mean, and such that the probability of an ob-
servation to be in this ellipse is ~ 0.39.

Now, an important point is: how can we replace the
GPS data with a different one, for example the mobile-
antenna distance (which could be derived from the re-
ceived antenna power) ? In fact, nearly no modifications
is needed at all: the HMMs just learn 1-dimensional vec-
tors instead of 2-dimensional ones. Figure 5 shows the
results with this new configuration; they should be com-
pared with those of figure 4.

Simulations of this technique have been realized (us-
ing mobiles-antenna distances) with several maps of dif-
ferent complexity. With simple maps, such as the one
presented at figure 3, the prediction gives nearly perfect
results (between 98 and 100%). A more complex map
made of 40 intricated roads and 7 potential neighbour-
ing ARs shows the importance of the sequences length
and HMM size: 5 states HMMs modeling sequences of
5 observations on average guess the correct next neigh-
bour 67% of the time. This number is as high as 82%
when using 10 states HMMs with sequences of 10 ob-
servations on average. Interestingly, when counting as a
good guess the actual next AR being one of the first two
most probable next neighbours, those figures grow to
88% and 94% respectively. Mixing short sequences with
large HMMs (or the other way round, long sequences
with small HMMs) gives intermediate results. The influ-
ence of noise can be reduced using longer sequences, up
to a certain level where the sequences become indistin-
guishable.

5. Extensions

One could argue that more information about mobiles
displacements are needed than just the different next-
neighbour probabilities. For example, a potential prob-
lem is to estimate when a handover will occur so as to
prepare it ahead of schedule, but not too much.

Another problem is how to handle mobiles with no
means of generating any observation at all. In this case,
we must resign to do a statistical estimation of the mo-
biles movements (an example of how useful this infor-
mation is can be found in [5]).

Those problems are studied in the next sections.
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Figure 4: Prediction (using GPS coordinates). Those graphs show the evolution of P[.S; | A] with 4 (i.e. how the next-neighbour
predition evolves as the time passes) for a mobile that goes from A to | (see fi gure 3). The two dashed curves correspond to the
probability that the sequence belongs to each of the two given HMM; the plain one is their (and should be smaller than 1 if the
prediction is right). The left-hand graph shows that when a mobile chooses to reach | via B, F and H, the prediction is easy because
this path is very different from the one that reaches E (A-B-C-D-E). On the contrary, the right-hand graph shows that while the
mobile travels towards E, the probabilities ratio stays close to 1 during the fi rst 3 observations.
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Figure 5: Prediction (using antenna distance). Those graphs are very similar to those of fi gure 4. Here, the observations are the
distances between the mobile and the antenna it is linked to (this antenna is situated near the middle of the road map; see fi gure 3).
The prediction process behaves much like with a GPS, but isless precise.

5.1. Learning more

This section describes how to take advantage of the
MNs’ path learning to learn other kinds of informa-
tion. For example, suppose one wants to match an ob-
servations sequence S (of length i) with the expected
amount of time before the next handover. The solution is
straightforward: apply the same procedure as we’ve just
seen, and, before they enter the HMM learning process,
add a dimension (the time we are interested in) to each
observation vector. Thus, if we consider that the obser-
vations are emitted at a constant rate, this conversion can
be written:

o1 ol of
S = —
1 2 i
04 04 04 ,
1 2 J i
07 o] 01 o4
S/ = . .
1 2 Jj e %
04 .O% _Od_ 04
1=z 1)
t 1t o1t 0

...Where ¢ is the time taken to generate .S (from regis-
tration to handover). After that, one can use (9) to guess
the most probable state a given sequence ends with, and
see the associated time distribution.

Figure 6 shows the results given by this method. Tests
have been produced with two HMM models: A2 3 with

7 states (as in fig. 3) and with 15 states. The ¢ axis re-
flects the exact time-to-go when the observation is emit-
ted; u; and o, are respectively its approximated value
and standard deviation computed with the HMMs. As
one could expect, increasing the model’s complexity
leads to more accurate time predictions and smaller de-
viations.

5.2. Statistical prediction

If we aim at building a prediction mechanism as
generic as possible, we must look at the important case
of mobiles unable to generate any kind of hint about their
movements.

First of all, considering a MN m, notice that
Plto(m) = AR; | from(m) = AR;] = p; ;/p; holds
and that the sum of those probabilities Ym € R gives
the expected proportion that will reach AR ;. Clearly, we
would get a more precise result if we could take into ac-
count for how much time the MNs is registered.

We can consider the situation depicted here as a par-
ticular case of the section 5.1. above, with sequences S;
containing an observation vector of dimension 0. As be-
fore, we add the time elapsed between the maobile regis-
tration and its handover to this null observation; simple
single-state HMMs are sufficient to learn those degener-
ated sequences.

Once the learning process has taken place, one can
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Figure 6: Departure time prediction. Two sequences have been generated by two MNs travelling on the same road, at the same
speed. The graph shows the time-to-go predicted by two HMMs with different number of states. The computed standard deviations
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Figure 7. Departure prediction. Each segment above the timeline shows when a MN arrived and how long he stayed. When
feeding aHMM learning agorithm with this information, one gets a set of states depicted using grey rectangles crossed by aline;
the line (resp. grey zone) represents the mean arrival hour (resp. arrival hour’s standard deviation) of its observation probability
function (for a mean registration-to-handover delay). The left graph shows the covariance ellipse of the most probable state for

observations emitted at about 8:00.

use the probability function by,o,,(m),; associated with
Afrom(m),; S Single state to compute the probability a
given MN m has to do a handover to reach AR; in a
timeslot of 7" time units if it arrived ¢,,, time units ago
(denoted p}”’T; the sum of these values yields the ex-
pected number of mobiles that will travel to AR; in the
next timeslot of T time units (denoted n ;).

tm+T
pfrom(m),j ftm bfrom(m)J (‘T) dz
Pfrom(m) f:;oo bf'r'om(m),j (x) dz

m,T

Z Pj
VmeER

If one needs to predict the bandwith taken by MNs go-
ing to a particular neighbour, then using 2-dimensional
vectors (holding the registration-to-handover delay and
the bandwith used) is well suited. The covariance of
those vectors’ gaussian model could point out, for exam-
ple, that fast MNs usually use more bandwidth (e.g. be-
cause high speed trains give wireless multimedia ser-
vices).

In a wired environment where MNs are, for exam-
ple, laptops liable to leave the network at any time,

m, T
p

le =

HMMs could be used to predict departure hours using
the learned visiting habits. With that aim, the sequences
can be made of vectors like this:

registration-to-handover delay
registration time of day

Figure 7 shows the results given by this method; it de-
picts what might be the visits to a students’ Internet room
in a campus. One can see that states are regularly dis-
tributed over the day, allowing us to discover some typi-
cal movement behaviour. The left-hand “8 o’clock prob-
ability function” illustrates this point: it appears that, just
before 8 (beginning of the first course), several short vis-
its are made (e.g. to get Emails) and that the later they
begin, the shorter they are (so as not to be late).

6. Conclusions and future work

In this paper, the choice has been made not to rely on
the MNs to know their typical path, but rather to let the
ARs do the learning process. This choice is meant to
save MNs’ computation time and/or bandwith on wire-
less channels.

An overview of how to apply a well-known learning



method (i.e. Hidden Markov Models) to the path predic-
tion problem in mobile networks has been given.

It’s been shown that HMMs give good results, yield
to a fairly generic method, and can be extended to cope
with typical problems involved in this context. In partic-
ular, the special case of MNs in wired networks has been
studied.

It would be interesting to study the performance of
this method when dealing with various mobility models;
the prediction should become less accurate when dealing
with behaviours of growing randomness.

In the future, tests with real-life data should be under-
taken, so as to see the differences with the simulations
proposed here.
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