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networks
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Predictions made by deep neural networks have been shown to be highly sensitive to small changes
made in the input space where such maliciously crafted data points containing small perturbations

are being referred to as adversarial examples. On the other hand, recent research suggests that the
same networks can also be extremely insensitive to changes of large magnitude, where predictions

of two largely different data points are mapped to approximately the same output. In such cases,
features of two data points are said to approximately collide, thus leading to largely similar predictions.
Our results improve and extend prior work on approximate feature collisions in neural networks and
provide specific criteria for data points to have colliding features from the perspective of weights of
neural networks, revealing that neural networks (theoretically) not only suffer from features that
approximately collide but also suffer from features that exactly collide. We identify sufficient conditions
for the existence of such scenarios, hereby investigating a large number of deep neural networks that
have been used to solve various computer vision problems. Furthermore, we propose the Null-space
search, a numerical approach that does not rely on heuristics, to create data points with colliding
features for any input and for any task, including, but not limited to, classification, segmentation, and
localization.
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Abbreviations

ASMA Adaptive segmentation mask attack

CAM Class activation map

DNN Deep neural network

FOSNN Fractional order spiking neural network
FTCNTZNN  Fixed time convergence and noise tolerant zeroing neural network
LPIPS Learned perceptual image patch similarity

LSTM Long short term memory

MOQRNN Multiple output quantile regression neural networks
PAC Probably approximately correct

PGD Projected gradient descent

PSNR Peak signal to noise ratio

ReLU Rectified linear unit

ResNet Residual network

ResLNet Deep residual long short term memory network
SSIM Structural similarity index measure

Since the inception of deep neural networks (DNNs) with AlexNet!, computer vision problems involving
classification, segmentation, and localization found quickly adopted solutions>™. Shortly after the wide-range

adoption of DNNGs in computer vision, other domains such as natural language processing’, sequence analysis®”,
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and radar-based detection® embraced the same networks and utilized them to solve a wide-range of complex
problems.

Much to the surprise of the research community, features learned by DNNs were found to be easily abusable
by adversarial examples’®, malicious data points created with the sole purpose of misleading machine learning
models. Such adversarial examples are created by adding a small perturbation to an image, which then changes
the prediction of that image drastically'®, meaning that small changes in inputs may lead to large changes in
outputs (i.e., predictions). Although adversarial examples are shown to also be a threat in other domains, the
vision domain in particular suffers greatly from this phenomenon due to the exercised perturbation often
being invisible to the naked eye. As a result, mission-critical tasks such as self-driving cars'! and medical image
diagnosis'2, which typically take advantage of the predictive power of DNNGs, suffer greatly from this vulnerability.

After the discovery of adversarial examples’, substantial research efforts were spent to find a solution to this
security flaw'®. Among those research efforts, a subset focused their attention on demystifying the black-box
nature of neural networks and improving the understanding of the feature space!®. While research on the topic
of adversarial examples has shown that neural networks are extremely sensitive to small amounts of (adversarial)
perturbations, the work of Jacobsen et al.!® and Li et al.!® have revealed that the same neural networks are also
impartial to certain other types of perturbations. In particular, Li et al.!® have shown that neural networks that
contain Rectified Linear Unit (ReLU) activations suffer from what they called approximate feature collisions
where multiple (dissimilar) data points may have similar feature maps, leading to similar predictions.

In this work, we investigate the phenomenon of colliding features in order to improve the understanding of
the neural network feature space. In particular, we improve and extend the work of Li et al.!® to trainable weights
and reveal the existence of data points with exactly colliding features, irrespective of the selected activation
function. Based on our findings, we propose the Null-space search, a novel numerical method that uses the null-
space of weights in creating colliding data points. Finally, expanding on the angle of adversarial vulnerability, we
proceed to show the existence of adversarial examples with colliding features, which exacerbates the adversarial
risk associated with DNNs.

Related work

Iterative generation of adversarial examples has gained traction in recent years!” where many recently-proposed
iterative attacks follow in the footsteps of Szegedy et al.!’ and Kurakin et al.'®. The work of Sabour et al.!° on the
other hand approached the topic of adversarial examples from a different angle by trying to create adversarial
examples that come with particular and pre-defined feature representations. Such approaches were employed to
fool the interpretability of DNNs?. This line of work also led to the discovery of invariance-based adversarial
examples'> 2!, which not only come with limited perturbation, but also with specified predictions. Such
adversarial examples give rise to an identical (or almost identical) prediction compared to a data point in the
dataset, thus making it impossible to differentiate from that genuine data point based on the output of the
model?> %, which makes them relevant to feature collisions.

Another line of work, and the one on which our paper is mostly based, is the work of Li et al.’® where
approximate feature collisions based on activation functions were discovered. This work mainly takes advantage
of the shortcomings of DNN activation functions, and in particular, rectifiers*. The shortcomings of rectifiers
and their relation to the injectivity of networks are also thoroughly discussed in the works of Hein et al.? and
Puthawala et al.?. Although our work follows the path ushered by the aforementioned works, we move our focus
away from activation functions and towards trainable weights.

More recently, several studies have proposed novel neural network architectures and approaches that
complement our discussion on network design, feature representations, and robustness. For example, Wang
et al.”” introduce Deep Residual Long Short Term Memory Network (ResLNet), a deep residual Long Short
Term Memory (LSTM) network for action recognition that effectively captures long-range spatial-temporal
features, highlighting advances in deep network architectures for complex data. Chen et al.?® propose hybrid
stochastic computing techniques that enable fault-tolerant neural network computations with low hardware
cost, emphasizing efficiency and robustness in network implementations. In addition, Hao and Yang® develop
Multiple-Output Quantile Regression Neural Networks (MOQRNN) to model multivariate conditional
distributions, providing insights into neural network theory for structured outputs. Finally, Jin et al.’* present a
Fixed-Time Convergence and Noise-Tolerant Zeroing Neural Network (FTCNTZNN) for time-varying matrix
inversion problems, illustrating theoretical advances in network design with guaranteed stability and robustness.

Recent studies further expand the landscape of neural network design, robustness, and decision-making
relevant to feature collisions. For example, Zhou et al.>! propose a hybrid neural-physical architecture for
longitudinal vehicle dynamics modeling, demonstrating how hybrid networks can achieve accurate predictions
with limited data while maintaining robustness across varying conditions. Zhang et al.*? introduce Fractional-
Order Spiking Neural Networks (FOSNNs), providing theoretical insights into multistability and global
attractivity, which relate to robustness and reliability in neural systems. In the context of decision-making, Yuan et
al.3? survey Transformer-based reinforcement learning models, highlighting how modern architectures combine
deep networks with sequential decision-making tasks. Finally, Cao et al.’* analyze optimization strategies for
low-resource learning within a Probably Approximately Correct (PAC) framework, showing approaches to
achieve robust generalization under data scarcity.

Notations

We denote by «, € R? and y, € {1,..., M} asingle data point and its categorical information, respectively.
LetD = {x, € RY|n =1,..., N} be a dataset containing N data points. In this setting, let § € P C RP1*P2
denote a parameter set, and let g : PxR? — R™M denote a neural network classifier that yields a vector of
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real-valued logit scores for each category. Logits obtained by the usage of a neural network with parameters
6 are represented by g(#,x) € R In this system, the index that contains the largest logit is assigned as the
categorical classification for a data point, G(6, x,) = arg max,, (9(9, mn)m) If G(0, ) = yYn, the data

point is correctly classified.
We represent the internal working of a neural network as a composition of layers

9(0,2) = fP(x) == fio ficr10...0 fi(), 1)

with f and f*) indicating a forward pass at the k" layer and a forward pass until the k" layer, respectively.
Each of the layers can perform any of the commonly used operations in standard neural network architectures,
such as convolution, attention, activation, and pooling?*3>36, The activation function is a mathematical operation
applied to a neuron’s output to introduce non-linearity, enabling the neural network to learn complex patterns.

In a feedforward neural network, the layers typically consist of alternating fully connected layers and
activation layers,

A@)y=z Wi, ..., fii(@)=a@), fil@)=2 Wk fin(z)=a(),
where W, € R4 *4r-1 jg the weight matrix at layer k, and « is the activation function applied elementwise.

Feature collisions
For neural networks of the form of Eq. (1), feature collisions can be defined as follows.

Definition 1 (Generic Feature Collision) Let f*) : R% — R be the output of the k-th layer of a neural network.
A feature collision occurs at layer k if there exist distinct inputs 1, €2 € R% such that /) (z1) = ) (z2).

It is important to note that if a feature collision occurs at layer k, i.e., f*) (1) = f*)(x2) for some distinct
@1, 2 € RY, then this collision propagates to all subsequent layers: () (x1) = f(9(x2), for all £ > k,
since f©) depends on fFen,

Although colliding features have a number of implications, the most important one is having two different
inputs being mapped to the same output. Here, we would like to make the following remark about inference
using neural networks.

Remark 1 (Inference with neural networks) Since the layer operations for a neural network described in Eq. (1)
are deterministic during inference time, if at the moment of inference we have f (k)(wl) =f (k>(w2), then

9(07 :131) = 9(97 :132).

Remark 1 is directly related to the property of injectiveness. It implies that if a neural network has data
points with colliding features, this network is not injective, and vice versa. Then, given a neural network with
parameters 6, if

azrlnyirwlgng(e’wl)_g(97w2)” =0 (2)

holds, that neural network is not injective. In this context, a non-injective transformation indicates (roughly
speaking) that the domain of the transformation is larger than its image, and as such there will always be at least
two different elements in the domain that will be mapped to the same output.

Proposition 1 For any neural network with parameters 6, Eq. (2) holds if g(#, «) is non-injective with respect
to its second argument.

In order to investigate the plausibility of Proposition 1, we need to determine the conditions for which Eq. (2)
holds. A simple sufficient condition for the occurrence of feature collisions is that the dimension M of the target
space is strictly smaller than the dimension g of the input space, i.e,, M < g.In this case, Brouwer’s invariance
of domain theorem ensures that the map G(6, -) : R? — R* cannot be injective. However, this condition is by
no means necessary: architectures such as (variational) autoencoders or U-Nets define maps between spaces of
the same dimensionality but often include intermediate layers of lower dimensionality, which can also give rise
to feature collisions.

Feature collisions can occur due to different mechanisms within a neural network. Li et al.'® investigated
feature collisions and the validity of Proposition 1 based on activation functions. They defined colliding features
based on activations as follows:

Definition 2 (Feature collisions on activations) Let a be the activation function and f (=1 the out&ut of layer
k — 1. Given two data points &1 # @2, a feature collision occurs at layer k if ol f = (1)) = a(fF~ Y (x2)),
even in the case where the pre-activations differ, i.e, f*~ (x1) # f*~ 1 (x2).

The Definitions 1 and 2 capture feature collisions at the level of layer outputs and activations. Definition
1 considers collisions directly on the layer outputs: two distinct inputs 1 # 2 collide if their outputs are
identical, f*(z1) = f*)(x2). Definition 2 refines this notion by incorporating the activation function
a: even if the pre-activation outputs differ, a collision occurs when the activated outputs are equal,
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a(f* Y (x,)) = a(f* Y (xs)). The key difference is that Definition 2 accounts for the nonlinearity
introduced by activations, which may induce collisions not present in the raw layer outputs.

Intheirwork, Lietal.!®scrutinizedinparticulartheReLUactivation.ReLU,asdefinedbyReLU(z) = max{0, z},
is indeed non-injective: by definition, Vz; # z2 € R_ it holds that ReLU(z1) = ReLU(z2) = 0.

Let us define the features of z: at the k" layer as I®) = ReLU(f*~%) (x)) based on Definition 2 and ReLU

activation. Two data points ;1 and x> have a feature collision if lf” = lEfQ), where I denotes the non-

negative elements of /, since all the negative elements will be mapped to 0 due to the ReLU activation. Because of
the property highlighted above, thus far, the creation of data points with colliding features for DNNs containing
such non-injective activation functions has been possible!”.

For other (injective) activation functions such as sigmoid or tanh, Li et al.'® argue that the property
of saturation (e.g., lim,_oc sigmoid(z) = 1) may lead to approximate feature collisions. As a result, the
observations regarding the colliding features made in the aforementioned work are mostly applicable to ReLU
networks and do not generalize easily to other networks that do not have this type of activation.

Although ReLU activations used to be popular building blocks of neural networks, they have been increasingly
replaced with other types of activation functions in recently proposed architectures’’. In contrast to those
building blocks, trainable parameters are a mainstay of DNN architectures, either in the form of convolutional
or fully-connected layers. As such, different from previous research discussed thus far, we focus our attention on
trainable weights and analyze their propensity for colliding features, independent of the data used for training as
well as activation functions present in the model.

Feature collision on weights
For neural networks of the form of Eq. (1), we define feature collisions on trainable weights as follows.

Definition 3 (Feature collisions induced by weights) Let W € R% X%—1 be the weight matrix at layer k.
A feature collision occurs if there exist distinct inputs 1,22 € R%-1 such that Wy(z1 — x2) = 0, ie.,
x1 — x2 € ker(Wy).

Definition 3 considers collisions from the perspective of the layer weights. Two inputs collide if their difference lies
in the kernel of the weight matrix, 1 — @2 € ker(W ). This formulation emphasizes the linear transformation
performed by the weights and identifies the structural sources of collisions independent of activations. Compared
to Definitions 1 and 2 (see Table 1), it provides a more algebraic viewpoint: while Definitions 1 and 2 detect
collisions on the outputs or activated outputs of a layer, Definition 3 highlights how the network’s weights can
inherently induce feature collisions before any activation is applied.

Given two inputs with feature collisions at the k" layer. Following Remark 1, we know that the outputs of the
layers after k will also collide. Notably, if two inputs collide at the first layer, their features will be exactly the same
for the rest of the network. Keeping that in mind, our analysis starts with investigating fully connected layers,
particularly the first fully connected layer, where we make the following observation regarding the eigenvalues
of the weights and the feasibility of having colliding features.

Lemma 1 (Feature collision on fully connected layers) Let vy = FED(x) € R*Y be the column vector
obtained from composite operations up to the (k — 1)™ layer, and let fi, be a fully connected layer defined as
fr(vr) = vE Wy € RY™ where Wy, € RI*™ are the trainable weights. Then a necessary condition for a fea-
ture collision on the weights to occur at the k'™ layer is that zero is an eigenvalue of Wi, = W W} € R?7*?. This
condition is also sufficient if fy, is the first layer of the network.

Proof Having a zero eigenvalue for Wy implies that rank(W;,) < q. Since rank(Wj,) = rank(W ), it holds
that rank(W ) < ¢. From the rank-nullity theorem, we have

nullity (W) + rank(W} ) = g, (3)

where nullity(W ) = dim(ker(W)). This implies that nullity (W ) > 1 (i.e., ker(W . ) is not trivial). Let
¢ € ker(W ) be a non-zero basis vector. Then W ¢ = 0. Transposing both sides, we obtain ¢ ' W, =0".

If & is an input to the network with vy, = f (k—1 () the features at the kth layer, then adding ¢ to vy does
not change the pre-activation at layer k,

Definition 3: Weight-

Aspect Definition 1: Generic features | Definition 2: Activation-induced induced

Depends on layer output? | Yes Yes (after activation) Yes (linear layer output)
Depends on activation? No Yes No

Depends on weights? Indirectly Indirectly Directly

R o . - Non-full-rank or zero-
Non-injective activation maps multiple pre-activations

Mechanism of collision Any equality of layer outputs eigenvalue weight matrix
to same output produces collisions
Example FP (@) = fP) (@g) ReLU(—5) = 0 and ReLU(—10) = 0 Wi(z1 —x2) =0

Table 1. Comparison of Feature Collision Definitions.
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(Vk+9) Wiy =0, Wi+ ¢ Wi =v, Wy. (4)
Equivalently, fx(vi) = fx(vi + ). If there exists an input =’ such that
FEV@E) =+ o (5)

then & and 2’ collide at the k*™ layer. This condition is automatically satisfied for the first layer, since in that case
r=xz+ ¢ 0O
For feature collisions in the layers beyond the first one, Eq. (5) represents a non-linear equation that must be
solved for =’. A sufficient condition for this equation to have a solution is that vy, is in the interior of the range of
f*=D: in this case ¢ can be re-scaled so that vy, + ¢ is still within the range, thus guaranteeing the existence of
a'. However, as our focus is for the most part on collisions at the first layer, we will not pursue this observation
any further.

The observation made in Lemma 1 for fully connected layers can be easily extended to convolutional layers.

Remark 2 (Feature collision on convolutional layers) In the proof of Lemma 1, using the fact that ker (W) is
non-trivial, we constructed a vector vy + ¢ # v € RY such that Eq. (2) holds. If the kth layer is a convolution-
al layer such that f (V) = V1, Wy, where V', € R4, we can construct a non-zero matrix P € R'*? such
that (Vi + P)W, = Vi W, by, for example, taking P = [ .. c,o]—r c R4,

Using Lemma 1 and Remark 2, we show the existence of colliding features for neural networks that have at
least a single trainable weight matrix with zero as an eigenvalue. Moreover, having larger weight matrices (i.e.,
increasing the width of the network) also makes it more likely to have zero as an eigenvalue, thus increasing the
likelihood of the architecture at hand to have colliding features. This is made more precise in the supplementary
material (see, Lemma 1).

In Lemma 1 and Remark 2, we established the existence of colliding features with respect to eigenvalues of the
weights. A special case where this effect occurs is when the dimension of the domain of the linear transformation
(e, T W) is smaller than the dimension of its range.

Theorem 1 (Inevitability of colliding features in the first weight) For all neural networks that contain a first train-
able weight W1 € RI*P such that p < q, Eq. (2) holds.

Proof Forany W, € R7*P such that p < q we have rank(W ) = rank(W . ) < p. Recalling the rank-nullity
theorem, we have nullity(W, ) > 1.0

Furthermore, neural networks with trainable weights W, € R?*? satisfying p < g inherently contain directions
in which distinct inputs are mapped to identical or nearly identical representations.

In order to demonstrate the practicality of our observations, in Table 2, we evaluate the properties of a
large number of classification, segmentation, and localization models, including the recently-proposed vision
transformer models. Specifically, for all trainable weights of the considered models, we calculate

l/(e) = Z ]l{nullity(Wi)}v

W,co
the number of trainable weights that have zero as an eigenvalue, as shown in Lemma 1 and Remark 2, and

M(@) = Z ﬂ{row(Wi)<col(Wi)}7
wW;eo

the number of weights that perform a linear transformation, as shown in Theorem 1. With iu(é)) and
1 . . . c .

e 1(0), we also provide the percentage of weights that fit the aforementioned descriptions compared to all

weights. Moreover, with ZW co nullity(W;), we provide the number of basis vectors in the kernel of weights

satisfying Lemma 1 and Remark 2. Based on Table 2, it is clear that, due to a large number of trainable weighs
satisfying the conditions we discussed thus far, all of the models listed in Table 2 indeed suffer from potentially
colliding features. In the appendix, we also evaluate a number of adversarially-secure models.

Our observations indicate that it is highly likely to have colliding features when using popular DNN. In the
following section, we discuss methods of finding colliding features.

Finding data points with colliding features

To show the existence of colliding features, thus far, a variety of heuristic-based approaches were employed.
Specifically, the method proposed in the work of Sabour et al.!® allows for the creation of data points that come
with similar predictions to other, dissimilar data points. This approach was used in the work of Jacobsen et
al.!’> to create so-called invariance-based adversarial examples. These adversarial examples are constructed by
minimizing an ¢, norm distance between two logit vectors, g(6, ) and ¢(0, &), through the use of gradient
descent: £ = min~||g(0, z) — g(0, Z)||p. The created invariance-based adversarial example & then has similar
logit predictions as «. Independent from the aforementioned work, Li et al.'® also proposed another heuristic-
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&) niou(e) 1 Z nullity (W ;)
Task Model 10(0) | g MO | wieo nullity (W)
AlexNet! 8 100% 7 87% 16, 547 299
Squeezenet’ 16 61% 16 61% 3,392 0
VGG-16*! 15 93% 14 87% 53,357 0
ResNet-50° 36 66% 33 61% 40, 701 84
DenseNet-1214 121 100% 117 96% 90, 388 85
Classification
Inception-V3% 95 96% 95 96% 80,938 0
ViT-Base® 18 |36% 12 24% 27, 665 13
ViT-Large® 46 47% 25 25% 73,780 0
DeiT-Tiny? 15 30% 13 26% 7,490 576
DeiT-Base®® 16 32% 12 24% 27, 653 1
UNet 4 | 93% 44 93% 73,626 91
Fen® 39 |68% 36 63% 67, 254 84
Segmentation | PSPNet*® 38 90% 38 90% 61, 446 90
MobileNet-V3* 45 1% 42 66% 110, 267 84
Lite R-ASPP* 32 48% 27 40% 8,756 11
Mask R-CNN? 54 73% 50 68% 74,677 83
Faster R-CNN* 38 52% 32 43% 27,366 11
Localization
Keypoint R-CNN® | 57 75% 53 69% 97,230 84
RetinaNet* 53 74% 50 70% 72, 845 72

Table 2. For the models provided in the second column, the number of trainable weights that satisfy Lemma 1
(3" column) and Theorem 1 (5 column) with the percentage of those weights compared to all weights 4t
and 6'" columns) are provided. Moreover, the number of basis vectors in the kernel of all trainable weights
(7" column) and the number of basis vectors in only the first trainable weight (8" column) are also given.

based minimization method similar to the one given above that allows the creation of data points with colliding
features.

Different from the approaches detailed above, we will take advantage of the observations made in Lemma 1
and Remark 2 and employ the basis vectors in the kernel of the trainable weights, which in turn allows us to
numerically create data points with colliding features. In order to demonstrate the feasibility of this approach,
we define the Null-space search, a numerical method that allows for the creation of data points with colliding
features.

Definition 4 (Null-space search) Let W1 € R?*? denote the weights of the first layer in a neural network for
which nullity (W) > 1. We define the Null-space search as ¢Yw (z, ¢) = & + S, where [ is a scaling factor
and where the perturbation vector ¢ € ker(W 1) is one of the basis vectors selected from the kernel of W1, thus
satisfying ¢ € R? , W1¢p = 0,V € ker(W1).

Data points created with the Null-space search not only have colliding features for the first weight but for all
layers, including the final one (i.e., the prediction). Although this method uses the basis vectors of the first weight
for the sake of straightforward calculation, it is also possible to use the subsequent weights to create colliding
data points (provided that they satisfy the conditions discussed in Lemma 1 and Remark 2). However, in that
scenario, one has to solve a system of non-linear equations, see Eq. (5), to find the necessary modifications.

In the rightmost column of Table 2, we provided the number of basis vectors in the kernel of the first
trainable weight matrix of the evaluated models. As can be seen, most of the trained architectures indeed have
nullity(W) > 1, thus allowing the Null-space search to create colliding data points. Note that having a single
basis vector in the kernel of the first weight is sufficient to generate countless colliding data points using different
linear combinations of  and .

In Fig. 1, we provide a visual illustration of the Null-space search for a classification scenario, through the
usage of a trained Residual Network (ResNet)-50 on ImageNet. As shown in Fig. 1, the original image and its
colliding counterpart have the same prediction, even though the adversarial example created with the proposed
attack is visibly distorted by the perturbation obtained from the kernel of the first weight matrix.

Let us now outline a number of properties of the Null-space search.

Perturbation - Using the Null-space search when the first layer is a fully connected one is straightforward:
we simply use a basis vector ¢ obtained from the kernel of the weight matrix. In the case when the first layer is
a convolutional layer, we create the perturbation with P = [ ... ] . In both cases, the degree of perturbation
can be controlled with S.
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Neural network

T —fi—f2

Perturbation Original image Colliding image
(zoomed) prediction prediction

f3 f

ker(W1) = {p € R" | Wyp = 0} —— N
i
Perturbation Original Colliding
P=3[p...q] image image

Original image

Fig. 1. A colliding image created with the Null-space search. The perturbation is produced through the
repetition of a randomly selected basis vector obtained from the kernel of the first trainable weight matrix of a
ResNet-50. Both the original image and the colliding image have exactly the same output.

Colliding images Prediction

95%) Titi monkey

1%) Spider monkey

1%) Saimiri
1%) Gecko

1%) Salamander

Fig. 2. Applications of the Null-space search for (top) classification and (bottom) segmentation. For
classification and segmentation, we use Vit-B and MobileNet-V3, respectively. In the case of classification we
provide the top-5 predictions and for segmentation, the predicted segmentation mask. Best viewed digitally
with different levels of zoom.

In order to create the perturbation used in Fig. 1, we relied on a single basis vector scaled with the same
perturbation multiplier P = B[p...¢]", § € R, where this basis vector originates from the kernel of
W (see the red rectangle). Although we used the same basis vector for producing the perturbation in Fig. 1,
we are not obliged to do so. Since any basis vector produces the same outcome (i.e., (x+ @)W1 =aWy,
Vi, € ker(W1)), it is possible to take different basis vectors (i.e., P = 8[@1 @2 ... ¢¢] "), thus producing
different perturbations. Moreover, we are also not limited to the usage of a single perturbation multiplier. In
this case, using individual perturbation multipliers (i.e., P = [Bip1 Bapa .. 5tgot]T) makes it is possible
to perturb a selected portion of the image while leaving other parts intact. In Fig. 2, we provide adversarial
examples created with such approaches for a ViT-Base* and MobileNet-V3* trained on ImageNet.

Task-agnostic approach—Note that the Null-space search is task-agnostic, meaning that it is applicable for
all types of neural networks that satisfy the properties listed in Lemma 1 or Remark 2 built to solve any kind of
problem (e.g., classification, segmentation, or localization).

Utilizing heuristic-based perturbations—Since the Null-space search is a numerical method, it can also be
used in conjunction with other heuristic methods that produce perturbations such as adversarial attacks in order
to create colliding adversarial examples. For this type of approach, instead of a genuine data point, an adversarial
example generated by any other attack is used as an input for the Null-space search in the following way:

d=a +yw(,e), @ =), )
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where Q. represents any adversarial attack such as Projected Gradient Descent (PGD)*. Even though the
resulting adversarial example created with the Null-space search will have a different perturbation than the
adversarial example created with the adversarial attack, they will have the same prediction g(6, &) = g(6, x").
This outcome shows that it is indeed possible to have numerous adversarial examples that have the same colliding
features and prediction but different perturbations, thus indicating that the security flaws of DNNs with regards
to various types of adversarial examples are far worse than what our intuition tells us.

Impact of exact feature collisions
We now discuss the implications of having data points with colliding features.

Colliding features—First and foremost, two images with colliding features will have feature maps that are
exactly the same. To add, the usage of basis vectors as the foundation of perturbation allows absurd scenarios
where a colliding image created with the Null-space search is not recognizable due to added perturbation yet it
has the same feature maps as well as prediction of its unperturbed counterpart.

Colliding predictions—Continuing on the topic above, perhaps the most straightforward consequence of
data points with colliding features is that those data points will have the same prediction. This consequence,
depending on the data points and the dataset at hand, can be seen as both a positive and a negative behavior of
DNN:G. In Fig. 2 we provide images with colliding features where the predictions of images on the same row are
exactly the same. When the perturbation is mild and the object(s) of interest in those images are identifiable as
their respective categories, colliding predictions may seem as behavior that is beneficial to DNNs. However, it
is also possible to create data points with extremely large perturbation budgets where the objects of interest are
not identifiable. In those cases, having a prediction that is the same as the original one becomes a detrimental
behavior, since a confident prediction for a particular category is made for an essentially unrecognizable image.

Colliding interpretations—Two images with colliding features will have the same output with explainability
methods that use only the forward pass such as Score-CAM)*. For the interpretability methods that use the
gradient such as Grad-CAM®! or Integrated Gradients®?, the result depends on the layer of first collision (i.e., the
layer where the collision occurs for the first time) as well as the layer targeted for the creation of the interpretability
map. In scenarios when the collision occurs at an earlier layer than the target of the interpretability method, the
resulting output will be the same, thus further amplifying the confusion and distrust regarding the explainability
of DNNs. Conversely, if the target layer for the interpretability method is earlier than or at the layer of the
collision, the resulting interpretability maps differ.

DNN-based feature similarity methods—Capturing the complexity of human perception has been one of the
biggest challenges in computer vision. A recent trend in the field is to replace shallow perception metrics such as
the Structural Similarity Index Measure (SSIM) or Peak Signal-to-noise Ratio (PSNR) with more complex ones
that rely on DNN features®. One such method that gained popularity is the Learned Perceptual Image Patch
Similarity (LPIPS) proposed by Zhang et al.>%. Although this method has been shown to have certain benefits
over shallow metrics, its reliance on the features of DNNs makes it vulnerable to certain exploits, including
images with colliding features. Specifically, according to LPIPS measurement, an initial image and colliding
images created with the null-space search from such image are the same, regardless of the degree of perturbation
(since the feature maps are exactly the same). In Fig. 3, we provide PSNR measurements calculated between
100 images as well as their colliding counterparts created with differing perturbation multipliers (3). As can be
seen, PSNR can correctly identify the added perturbation which indicates that only relying on DNNs for image
similarity may be risky and that there is still merit to the usage of shallow metrics such as PSNR.

Adbversarial examples—As described in the “Finding data points with colliding features” section, it is possible
to employ the Null-space search with e-adversarial examples in order to generate even more adversarial examples
with the same prediction. In order to demonstrate this, in Fig. 4, we provide approaches where adversarial
examples are created by combining the Null-space search with PGD* or the Adaptive Segmentation Mask Attack
(ASMA)" for classification and segmentation, respectively. In this scenario, colliding adversarial examples have
the same prediction as the initial adversarial examples they are created from. Note that the degree of additive
perturbation exercised by the Null-space search can be controlled with the selection of 5 and differing basis
vectors. In this case, the added perturbation respects the initial £ limit set by the attacks, thus satisfying the
property of invisible perturbation. This unsettling result indicates that the adversarial risk associated with DNNs

g 801 ==%— —— PSNR
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Fig. 3. PSNR and LPIPS similarity measurements calculated between the initial images and their perturbed
counterparts for various values of 8 employed in the Null-space search. In terms of image similarity, a low
PSNR score indicates a large perturbation whereas a low LPIPS score indicates a small perturbation, with an
LPIPS score of 0 indicating that two images under consideration are the same.
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Original image Prediction e-adv. ex.  Prediction Colliding e-adversarial examples

(91%) Goldfinch

2%) Rock beauty
1%) Indigo bird
1%) Butterfly

1%) Tree frog

Fig. 4. Adversarial examples created with the Null-space search in conjunction with other adversarial attacks
(PGD for classification and ASMA for segmentation). For classification and segmentation, we use Vit-B and
MobileNet-V3, respectively. For classification and segmentation, we provide the top-6 predictions and the
predicted segmentation masks, respectively.
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Fig. 5. Given an input x created with repetition of a basis vector ¢ € ker(W1) obtained from the first
convolutional layer of ResNet-50, we plot max(f*)(z)), the maximum elements of outputs of the first
convolutional layer as well as the subsequent residual bottlenecks of ResNet-50 using 84 different basis vectors
(corresponding to 84 blue lines). Note that the y-axis is within the range of [0, 1.5 x 107*%].

is worse than previously thought, since every adversarial examples created with an attack may have countless
colliding data points that are also adversarial examples.
For all of the aforementioned use-cases, we provide additional examples for colliding features in the appendix.

Where theory slightly differs from practice

In the “Feature collision on weights” section we laid out theoretical evidence for the existence of colliding features
in DNNs from the perspective of weights. According to Lemma 1, by definition of basis vectors (¢ € ker(W))
we have QOTW1 = 0 exactly. However, in practice, for large matrices such as the ones in DNNs, due to the
limitations regarding the numerical precision, ¢ becomes an approximation up to machine precision, rather
than an exact kernel element. As a consequence of this, cpTWl becomes numerically non-zero but remains
on the order of floating-point round-off, instead of exactly zero. In order to illustrate the magnitude of this
numerical effect, we provide Fig. 5, which plots the maximum output obtained from layers of ResNet-50 when
the input is created with numerically computed basis vectors of the first weight. Note that this difference is
extremely small (i.e., at the level of numerical precision) and does not have any impact on the observations made
in the “Impact of exact feature collisions” section. We emphasize that the feature collisions are theoretically exact
and numerically exact up to floating-point precision.

While our Null-space search constructs feature collisions explicitly using the null-space basis vectors of layer
weights, it is important to note that such collisions can also arise naturally in trained networks. Even without
adversarial construction, the presence of nontrivial null spaces implies that multiple inputs may map to identical
or near-identical feature representations at certain layers. However, the specific collisions we generate in this
work are designed to highlight and quantify these vulnerabilities, and may not always occur under normal data
distributions. Understanding the frequency and conditions under which natural collisions occur is an important
direction for future study.

Conclusions and outlook
In this paper, we revisited the phenomenon of colliding features from a formal and probabilistic standpoint.
While the impossibility of injectivity for continuous maps from higher- to lower-dimensional spaces is classical,
we extended this reasoning to trainable neural network layers and proposed the Null-space search method,
which identifies colliding data points through the null-space of trained weights.

Our Null-space search constructs colliding data points by exploiting the null spaces of the layer weight matrices.
While existing numerical approaches, such as Jacobian-based analysis of singular values or kernels?® >> %, can
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detect local non-injectivity, our method provides a complementary perspective. Specifically, it allows for global,
layer-wise exploration of potential feature collisions rather than focusing only on local Jacobian properties.

Given the connection between colliding data points and adversarial examples, in future work, we believe the

Null-space search, as well as the metrics evaluated in Table 2 (such as 7719 v(0), = p(0),and >, o nullity (W5))

ng
can be used as benchmarking methods to quantify and compare the adversarial risk associated with models.
Given the lack of easily available quantitative evaluation metrics in the field of adversarial attacks, if such
methods show correlation with the easiness of creation of adversarial examples, they can be expected to be
helpful for fairly evaluating the adversarial risk associated with models.

Furthermore, as we have discussed in the “Feature collision on weights” section, having a larger (and wider)
network also increases the chance of collisions. As such, supporting the ideas proposed by Heo et al.>” and
Goldblum et al.*®, we expect that knowledge distillation and having compact networks will be valuable in
reducing collisions as well as to minimize the adversarial risk.

In addition, potential defenses could include careful weight initialization and regularization strategies aimed
at reducing the nullity of weight matrices, such as structured pruning, spectral normalization, or weight decay.
These techniques may help limit the dimension of the kernel, thereby reducing the likelihood of feature collisions.
Investigating such strategies in future work could provide practical guidelines for improving the robustness of
neural networks against adversarial vulnerabilities.

Finally, we plan to conduct a large-scale empirical study to investigate the quantitative relationship between
the metrics reported in Table 2 (v/(6), 1(), and nullity counts) and the adversarial robustness of neural networks.
This will help validate whether models with higher nullity are indeed more susceptible to adversarial examples.

Data availability

The data used in this study are publicly available from the ImageNet dataset, a large-scale image database re-
leased for non-commercial research and educational purposes. ImageNet can be accessed at: https://www.imag
e-net.org/. The dataset was originally introduced in: Deng, J., Dong, W., Socher, R., Li, L.-J., Li, K., & Fei-Fei, L.
(2009). ImageNet: A large-scale hierarchical image database. Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition (CVPR).
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