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Executive Summary

The CYPRESS project aims at developing novel knowledge, methods and tools needed to help en-

sure the security of supply through the transmission grid, while accounting for the specific nature

of cyber-threats and integrating them into a coherent probabilistic risk management approach. It is

articulated along three research themes, aiming to develop: i) novel models and benchmarks for com-

puter simulation and laboratory testing of the cyber-physical electric power system security of supply,

ii) techniques for assessing the cyber-physical security of electric energy supply, and iii) techniques for

enhancing the cyber-physical security of electric energy supply. The project scope falls entirely within

the category of “fundamental research” within themeaning of Regulation (EU) No 651/2014 because

it is experimental and theoretical work undertaken essentially with a view to acquire new knowledge

on the foundations of phenomena or observable facts. The project is not intended to develop com-

mercial tools.

The work presented in this document has been performed in the frame of CYPRESS WP2, titled

“Cyber-physical risk assessment of transmission systems”. The objective of CYPRESS WP2 is to de-

velop a coherent methodology for the ex ante assessment of the cyber physical risks facing the elec-

tric power system. The document is the outcome of task T2.1 titled “Modeling for cyber-physical

risk assessment”. The task was defined with two complementary modeling objectives. Firstly, to ad-

dress the question of cyber-physical dynamic equivalent models allowing to abstract away smaller

or neighbouring parts of a system while studying its behavior from a more global perspective. The

precise scope here was to investigate how one could leverage existing approaches that allow to ab-

stract away the physical behavior of the system sub-part in question, so as to also reflect their cyber-

physical behavior. The second objective was to extend the scope of the physical benchmarks deemed

relevant in task T1.3 so as to fit the needs of transmission grid cyber-physical risk assessment.

Chapters 2 and 3 relate to the first objective, namely the development of cyber-physical dynamic

equivalentmodels to represent the behavior of sub-parts of the electric power grid. Thework reported

in both these chapters focuses specifically in the case of distribution grids. This has been identified

by the researchers working in task 2.1 as the most relevant use case for representing external sys-

tems in the context of transmission level cyber-physical risk assessment. First, chapter 2 reviews

and qualitatively assess different cyber-physical threats that may act on the distribution level of the

electric power grid. The point here is to identify cyber threats that may have a noticeable impact as

“seen” from the transmission grid. Then, chapter 3 details and demonstrates a chosen approach for

the derivation of a simpler equivalent model of a distribution grid, on the basis of a corresponding de-

tailed model. This approach could be used to develop alternative equivalent distribution grid models

under the threats identified in chapter 2.

Chapter 4 documents the outcome of the effort to extend the scope of the benchmark systems
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identified in Task 1.3, so as to fit the needs for cyber-physical risk assessment at the transmission

level. It has to be noted that, from the onset of this effort, it was decided not to restrict the scope to

the benchmarks identified in Task 1.3. The reason for this was the fact that the available description

of such benchmarks was too generic to effectively distinguish them from any other academic bench-

mark. It was therefore decided to attempt to develop a generic process to extend the scope of any

physical power grid benchmark with an inventory of the cyber infrastructure that allows monitoring

and controlling the transmission system.

Author contributions

Efthymios Karangelos is the author of chapters 1 and 4 and editor of the report. Frédéric Sabot is

the author of chapter 3 and co-editor of this report. Mahdi Bahrami is the author of chapter 2 of this
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1
Introduction

Security assessment is a function of paramount importance for the planning and operation of electric

power systems. It aims at quantifying a set of selected metrics so as to ascertain whether or not

the supply of electricity is acceptably secure. It can be performed ex-ante so as to inform planning

and operational decision-making processes, as well as ex-post so as to evaluate the planning and

operational processes themselves. In recent years, the transition towards low carbon electric power

systems alongwith the significant growth in computational capabilities are causing a paradigmshift in

electric power system security assessment. Deterministic approaches and criteria are progressively

considered sub-standard. A risk-based approach taking into account the likelihood and potential im-

pact of the threats facing the power grid (e.g., the forced outage of system components, forecasting

errors, extreme weather events, etc.) is practically acknowledged as necessary [1].

An important feature of the risk-based approach to power system security assessment is that it

can be applied to many different types of events. For example, the same metric can be used to ex-

press the risk associated to potential wind power forecasting errors and/or the simultaneous outage

of multiple transmission lines. In spite of the fact that these categorically different events may have

different occurrence likelihood and modeling requirements, this allows to reason on their relative sig-

nificance and effectively prioritize the use of limited security-enhancing resources. The application of

a risk-based approach for electric power system cyber-physical security assessment seems to be a

straightforward choice. The power system cyber-physical threat landscape is not only very broad but

also dynamically evolving. Reasoning on the relative significance of alternative credible cyber-physical

threats and the relative usefulness of countermeasures acting on the cyber sub-system or/and phys-

ical power grid can be achieved on the basis of risk metrics. The caveat is that power system cyber-

physical risk assessment comes with additional modeling requirements.

On top of the large-scale and complex physical power grid, which in itself is challenging to model

efficiently, a representation of the cyber sub-systemandof its inter-dependencywith the physical grid
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is theminimumadditional requirement1. Addressing thisminimum requirement is complicated by the

proliferation of so-called “smart technology” across all layers of the modern electric power system;

from the core activities of bulk electricity generation, transmission, and through active distribution

towards the edge activities of the grid end-users.

Modeling the cyber-physical behavior of the distribution level seems to be a necessity, in light of

the increasing population of so-called electricity prosumers. These modern end-users actively inter-

act with the electrical power system by owning and operating distributed generation resources and

storage devices, participating in demand-side response schemes etc.. All such emerging activities are

facilitated by proprietary Information & Communication Technology (ICT) with unknown functionalities

and potentially untrustworthy cybersecurity properties. The prosumer ICT therefore belongs in the

electric power grid cyber-physical threat surface and thus in themodeling scope for cyber-physical risk

assessment. In addition to the large population of ICT devices with unknown properties, themodeling

challenge is further complicated by the institutional separation of electricity transmission and dis-

tribution, which prohibits the open exchange of information between Transmission System Operators

(TSOs) and Distribution System Operators (DSOs). There is therefore a need to model the aggregate

dynamic behavior of the distribution level and do so in an adaptive manner that reflects both the in-

herent variability in the physical behavior of distributed renewable generation and the cyber-physical

threats that could propagate upstream towards the bulk power system.

Focusing next at the bulk power system level, there is a lack of publicly available integrated cyber-

physical benchmarks. Benchmarks for the physical part of the electric power grid exist in the pub-

lic domain since several decades, and this has significantly benefited research and development of

risk-based security assessment methods. The cyber sub-system of the power grid is a fast evolving

system whose ICT components are continuously updated, hence less prone to standardization in the

form of benchmarks. At the same time, transparency in the properties of the cyber sub-system and

its inter-dependency with the physical power grid can be considered as detrimental to cyber-physical

security and this prohibits the open publication of private benchmarks. Addressing the resultingmod-

eling gap is a prerequisite for developing efficient methods for cyber-physical risk assessment.

This report documents the efforts of the CYPRESS consortium towards addressing the aforemen-

tioned modeling challenges for power system cyber-physical risk assessment. Chapter 2 reviews

cyber-physical threats acting at the distribution level and qualitatively discusses the potential of such

threats to further compromise the security of the bulk power system. Chapter 3 addresses the tech-

nical question of deriving distribution system dynamic equivalent models, that may be integrated in

transmission level risk assessment studies and while reflecting the cyber-physical behavior of the

distribution level. Chapter 4 reports on the exercise of complementing physical power system bench-

marks with an inventory of the cyber infrastructure allowing to monitor and control the transmission

grid.

1Modeling the exogenous strategies of independent adversaries (a.k.a. cyber attackers) that actively seek to identify

and exploit known or unknown vulnerabilities of the cyber-physical system is also a relevant, yet not absolutely necessary,

sub-task for cyber-physical risk assessment.
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2
Relevant cyber-physical threats acting

on the distribution system

This chapter reviewsmalicious attacks against the ICT components of power distribution systems, as

well as of system end-users connected at the distribution level. The goal is to qualitatively identify

cyber threats against distribution systems that may potentially impact the physical operation of the

bulk power system. Models and data describing the behavior of the distribution system under such

identified threats can then be shared from the distribution system operator to the transmission sys-

tem operator so as to inform the process of cyber-physical risk assessment at the level of the bulk

power system.

2.1 Cyber-attacks against the Distribution Automation System (DAS)

The DAS consists of cyber-enabled devices as well as standard communication protocols [2]. It in-

cludes a control center, wired andwireless communication networks, and Feeder Remote Terminal Units

(FRTUs). FRTUs can be used for communication with several devices in the distribution primary net-

work, such as capacitor banks, or line reclosers [3]. DAS collects operational data from field devices

and uses these for the purpose of system monitoring and control. Communication networks play a

critical role in DAS. The cybersecurity of communications between distribution control center and DAS

components is a crucial issue for Distribution System Operators (DSOs). This two-way data-flow could

be compromised by malicious actors. The threat landscape1 against the DAS includes attacks [4]:

1The threat landscape is the complete set of cyber-physical threats facing a cyber-physical system. As new (unknown)

cyber-physical vulnerabilities may be discovered at any moment, the threat landscape should be considered as a dynamic

set.

9



Manipulating the protection settings of field devices, such as relays or reclosers. If cyber-attackers

change the proper settings of protective IEDs, two different possibilities may occur. When a fault

occurs on the distribution feeder, a compromised protective IED could not detect the fault, and would,

in turn, fail to operate. In this situation, the backup protection should operate and clear the fault. The

other possibility is that the compromised IEDmaloperates. In other words, it would operate when not

desired. Cyber-attackers may target the protection coordination among protective devices. Similar to

the first scenario, if the main protection fails to operate, its corresponding backup protection should

undertake the task. Thus, assuming that the coordination among protective devices is disrupted, a

larger part of the distribution system will be affected by faults.

Issuing trip commands to switching circuit breakers, reclosers, orRemote Control Switches (RCSs) Af-

ter successful intrusion into the cyber network of DAS, the cyber attackers can immediately send trip

commands to switching devices. Consequently, undesired outages would occur in the target distribu-

tion system. In other words, the protective devices would experience maloperation (undesired trip-

ping) owing to cyber attacks [5]. If the cyber-attackers coordinately launch this attack against several

distribution systems, a significant amount of load demand will be disconnected from the power grid.

This situation could potentially cause problems for power system dynamic stability.

Manipulation of measurement data. Cyber-attackers can falsify the measurements made in DAS

so as to impact the distribution system. To achieve this goal, they can perform different malicious

actions. For instance, they can manipulate operation data, such as voltage measurement, reactive

power measurement, and feeder status [4]. In addition, the attackers could inject malicious data into

DAS. These types of malicious actions can mislead DAS to make wrong decisions. For instance, upon

occurrence of a fault on a distribution feeder, the Fault Detectors (FDs) sensing the fault current re-

port it to the control center [6]. Attackers can manipulate cyber-enabled FDs to mislead the system

operator to erroneously find fault locations. Cyber-attackers might try to mask the locations of phys-

ical outages by preventing the DAS from performing correct fault location. Alternatively, they might

compromise the FDs in normal conditions to mislead the operator about the presence of faults.

Denial of Service (DoS) attacks against DAS. Cyber-attackers can render theDAS communication net-

work unavailable. To this end, the attackers can use DoS attack strategies [7]. Switching devices

(such as CBs, reclosers, RCSs) play a crucial role in the fault isolation and load restoration processes

[8]. Cyber-attackers could disrupt the fault management process in the target distribution network

by launching DoS attacks. For instance, attackers could flood targeted RCSs by sending unnecessary

requests to them. In addition, they could overload their communication channel. As a consequence,

the RCSs would not be reachable by the control center, and the operator, in turn, would not be able

to isolate the faulty area from the rest of the network. Therefore, the faulty area would be extended

[4]. In this situation, the customers’ interruption durationwould be significantly increased. In addition,

this might even lead to distribution feeder de-energization. In this regard, if such cyber attacks were

to be launched simultaneously, a sudden decrease in load demand would occur, which would have

the potential to impacting the bulk system. As another important example for DoS attacks against

DAS, the attackers can target the communication link between the control center and FDs. In the case

of fault occurrence on DS feeders, DoS attacks could disrupt fault location task of DAS [6]. In this

condition, the control center would not receive the fault location information. As a result, the service

restoration to affected customers could not be started. To conduct this type of cyber attacks against

DAS, the attackers have to be aware of fault locations. It is almost impossible for cyber-attackers to

predict the locations of normal faults. However, cyber-attackers could launch hybrid attacks, including

man-made faults on DS feeders and targeting the FDs’ communication network by DoS attacks.
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Table 2.1: EV load demand (GW) for different penetration levels and power charging rates [11]

EV Penetration Rate
Level 2 Chargers Level 3 Chargers

7.2 kW 11 kW 19 kW 40 kW 240 kW

10% 1.44 2.2 3.8 8 48

20% 2.88 4.4 7.6 16 96

30% 4.32 6.6 11.4 24 144

40% 5.76 8.8 15.2 32 192

50% 7.2 11 19 40 240

2.2 Cyber-attacks against electric vehicle ecosystem

In linewith thede-carbonizationof transportation systems, a rapid transition from internal-combustion-

engine vehicles to Electric Vehicles (EVs) is being made. As a result, the number of EVs is increasing.

EVs are considered as a high-wattage demand-side appliance [9]. EVs are, to some extent, a con-

trollable and/or price responsive load. Further, Vehicle-to-Grid (V2G) programs can be implemented by

DSOs to allow EVs with the appropriate techonology to also send power back to the grid, thus behav-

ing as a Distributed Energy Resource (DER). The cyber space of EV ecosystems is complex and consists

of multiple actors interacting with one another through physical or cyber connections.

Given all these characteristics, the EV ecosystem can be viewed as an ideal attack surface for

cyber-attackers seeking to disrupt the electric power grid. Cyber-attackers can easily collect some of

the required data using the apps or websites of EV service providers. Using these data, they can plan

and launch cyber attacks against EV ecosystems. According to [10], cyber-attackers could intercept

and/or compromise the following types of data:

Energy demanded or usage by EVs.

EV information, such as battery capacity, charging rate, etc..

EV charging process parameters, such as charging prices and charging sessions etc..

Cyber-attackers can target the amount of load demanded by EVs. Actually, the cyber attacks

against EV ecosystem could lead to sudden drop or increase in the total load of the DS through dif-

ferent cyber attack scenarios. The extent to which DSs and TS can be impacted by such cyber attacks

depends on several factors. Obviously, in order to disrupt TS operation, the changes in load demanded

by EV users must be significant. To compare the load demanded by EVs with the total system load,

the following example can be considered. According to [11] the total load demand of Manhattan is

about 2100 MW, while there are 2 million cars. Obviously, the amount of EV load directly depends on

the EV penetration rate. The amount of EV load for different EV penetration rates and power charging

levels is given in Table 2.1. This analysis assumes that all of the EVs are charged at the same time,

and there is no limit on the number of charging points.

Cyber-attacks against the EV ecosystem can be classified into the following categories.

Cyber attack against EV users charging behavior. Cyber attackers could cause spike or sharp drop

in load demanded by EVs through manipulating EV charging prices. At the limit, this may cause a

surge towards charging points and all of these could become occupied at the same moment. For

instance, cyber-attackers could encourage EV users to charge their EVs during high-demand periods

by lowering the charging prices. When a large number of EVs are charged in an uncoordinated way,

the imbalance between generation and demand can cause a frequency drop [12]. To conduct this

type of cyber attacks, Man-in-the-Middle (MITM) attacks can be launched between different entities

of EV ecosystem, including Electric Vehicle Charging Stations (EVCSs), EV management system, EV

aggregator, and EVs.
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Denial of charging (DoC) attack. Malicious actors could stop the charging of EVs when they are in

plug-in mode. To achieve this goal, they can disrupt EV charging process by launching attacks against

EV charging infrastructures such that they become unavailable to EV users [10]. In addition, they

could send fake charging requests to the charging management system [13]. Thus, legitimate EV

users are deprived from charging, and charging points remain unoccupied. Such attacks could cause

a significant drop in EV load demand if attackers launch this attack on a large EV fleet. Consequently,

over-frequency protection might operate, and frequency-sensitive components, such as generation

units, would be disconnected from the grid.

DoS attacks against EV ecosystem. DoS attacks may cause delays or interruptions in the transfer

of data exchanged among different entities in EV ecosystem. Consequently, charging or discharging

process of EVs can be disrupted. For instance, if the data exchanged between EV users and EV aggre-

gator becomes unavailable due to DoS attacks, the EV owners would not be able to receive updates

on the EV charging prices [14]. Therefore, they might reconsider charging/discharging decisions. This

could shift EV loads from off-peak to on-peak periods.

Malware spread from EVs to EVCSs. The interaction between a plug-in EV and EVCS could be ex-

ploited by hackers as an entry point to launch cyber attacks potentially disrupting the power grid [15].

In amore sophisticated attack, a compromised EVCS can be exploited by attackers to spreadmalware

across a network of EVCSs. For example, the attackers could disconnect all compromised EVCSs at

once. This could cause a significant power mismatch between generation and demand, which would

in turn threaten the system stability.

2.3 Cyber-attacks against DERs

With the growing penetration of DERs in DSs, the number of components in DSs owned and con-

trolled by third-parties is increasing rapidly. DER units are equipped with communication and smart

technologies. This makes the system vulnerable to malicious attacks. Notice that most of the in-

stalled PV units are privately owned. In addition, the owners are not usually aware of cybersecurity

risks, and they, in turn, do not take security measures. Doing so is mostly the responsibility of the

manufacturer. Thus, cyber attackers might use the opportunity to exploit a common-mode vulnera-

bility for disrupting power system operation. Using this strategy, they could cause voltage regulation

issues. DER cybersecurity can be studied at device-level and grid-level interactions. Additionally, to

analyze the vulnerabilities of DERs, all possible cyber attacks should be taken into account. Asmost of

the DERs are power electronics-based, cybersecurity of power electronic systems is now regarded as

a heightened concern for the ongoing transition to renewable energy sources. Cyber-attackers could

perform a range of malicious actions against DERs [16], such as:

Attack against inverter and algorithms. Targeting the inverter and its algorithms, attackers could

perform different malicious actions including manipulating inverter set-points, shutting down the

units, or causing damages. These cyber attacks could lead to over/undervoltage and unexpected

power factor adjustments. In addition, the cyber attacks could potentially impact output power of

DERs. As the DERs are operated in isolated and grid-connected modes, the attackers could impact

DS by compromising a large number of DERs, especially when the power grid relies on DER produc-

tion (e.g., on-peak time or even at noon with low load, low inertia and high share of renewable PV

production).

Targeting thegrid by compromisingDERunits. Using this strategy theattackers aimat disrupting the

grid operation. For example, after compromising the control systemof DERs, they can simultaneously

disconnect them from the grid. Similarly, they could cause an abnormal condition in the grid, and

subsequently force the DER units to be disconnected. Indeed, voltage violations in DSs drive DER
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protection system to disconnect the unit from the grid. Each of possible cyber attack scenarios against

DERs could impact the grid. However, most of the scenarios can cause only local impacts [16]. In

contrast, disconnecting a large number of DER units fromDER-rich distribution grids would affect the

transmission system.

2.4 Cyber-attacks against Advanced Metering Infrastructures

Advanced metering infrastructure (AMI) provides information such as customer power consumption,

voltage, current, power factor, power flow to DSOs. In addition, AMI enables DSO to perform control

actions such as connecting or disconnecting end-use customers from the power system. AMI consists

of the following components [17]:

Smart meter.

Customer gateway.

Communication networks.

Head-end.2

Considering that these components are mainly installed at the end-user premises, cyber-security

concerns relate to the energy usage pattern of customers and energy-related information. Indeed,

the number of installed smart meters at homes and buildings to measure the amount of power con-

sumption is expected to be many millions [18]. Thus, cyber attacks against AMI could potentially

impact the energy delivery system. In particular, the cyber attacks directed at AMI have the potential

to impact TS operation through several cyber attack scenarios, including:

Disconnecting/connecting commands to smart meters. If cyber attackers issue disconnect com-

mands to a large number of smart meters, millions of customers will be disconnected from the grid

simultaneously, which leads to a sudden decrease in load demand. Additionally, they could frequently

connect and disconnect a large number of compromised smart meters. This attack type in turn could

cause power grid instability [18].

Falsifying the energy prices. Using this strategy, cyber attacks aim at shifting loads to the times

undesirable for the grid. This could lead to significant change in energy usage pattern of customers

affecting the DS operation [19]. As a consequence, demand side energy management is disrupted. In

addition, these attacks could cause secondary impacts, such as line congestion in DS and/or TS [20].

Notice that such an attack could of course also impact EV charging.

2.5 Cyber-attacks against the voltage regulation system

In this part, the impacts of cyber attacks on the DS voltage regulation are reported. In principle, the

cyber attacks against voltage regulation system in distribution systems should be less harmful to

transmission grids. The reason for this lies in controlling the voltage locally on distribution networks.

In other words, these types of cyber attacks mainly lead to local impacts on local grids.

2The head-end performs data verification and preliminary processing.
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Targeting voltage regulation devices. There are several components that contribute to voltage regu-

lation in DSs, such as step voltage regulation, load ratio control transformers (LRTs), and shunt capac-

itors [21]. An LRT connects the distribution medium voltage level to a higher voltage level. It receives

the required information from the sensors placed on distribution feeders, and accordingly regulates

voltage through switching their taps at the secondary voltage level. Cyber attackers could launch an

attack against tap-controller system. In consequence, voltage violation would occur on the distri-

bution feeders. ‘‘Unnecessary tap change’’ is the most impactful cyber attack against LRTs, which

results in over/under voltage at feeder nodes. In the case of capacitor banks, cyber attackers could

switch them on/off, thereby changing their configuration [22]. Thismalicious action changes the volt-

age profile of distribution feeders.

Targeting the capability of DGs to regulate voltage. As discussed earlier, the DER units can provide

ancillary services to regulate voltage in DSs. This is often done by the power-electronics equipment.

The attackers could cause voltage violations on the customer-side grid, where a large number of DERs

have been placed. In response to voltage violation, the protection function of grid-connected DERs

will operate by changing the output power of the DERs, and this, in turn, would make the situation

worse.

DoS attacks against voltage regulation. In order to coordinate different voltage controllers in a DS,

communication networks are deployed. Therefore, the attackers could target the communication net-

work by launching DoS attacks, such as causing data transfer delay, dropping legitimate packets, or

blocking the communications among the local voltage controllers and the control center. Delayed or

missing information could lead to abnormal voltage on distribution feeders.
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3
Equivalent modeling distribution grids
for transmission level risk assessment

Distribution grids have historically had a passive role in the organisation of the electricity sector. With

the energy transition, this is quickly evolving as a growing share of the electricity production is done

via distributed energy resources (DERs). In parallel, new “smart loads” are appearing in distribution

grids. Smart loads are loads that are controlled by digital technologies in order to be more “grid-

friendly”. A typical example is the use of smart chargers for electric vehicles (EVs) allows EVs to pref-

erentially charge when load is low and/or to alleviate grid constraints. While smart devices are useful

and even necessary to reach our climate goals, they introduce new vulnerabilities in power grids. In

consequence, it may be necessary to also model the dynamic behavior of such sub-systems in order

to accurately assess the cyber-physical risk facing the transmission system. This of course comes

at extreme computational cost, given the expansion of the modeling scope. A possible solution is

the representation of distribution sub-systems through dynamic equivalent models. This chapter ex-

plores this alternative.

3.1 Literature review

Modelling distribution grids is complex due to the sheer amount and variety of elements that are

connected to them, and due to the low visibility of those elements. Indeed, a national transmission

grid typically connects dozens up to hundreds (depending on the size of the country1) of power plants

whose power outputs can directly be measured by the TSO. Distribution grids however can connects

up to millions of houses, each with dozens of appliances.

1See e.g. [23] for a breakdown of the number of power plants per voltage level in Great Britain
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This complexity explainswhy transmission utilities have long beenusing very simple loadmodels2.

Since the beginning of the century, there has been renewed interest in load modelling, first, due to

the failure to reproduce some blackouts in post-mortem analysis in grids with high share of motor

loads [24, p11-12], and more recently, due to increasing penetration of DERs and smart loads.

The most commonly-used load models (in industry and academia) are reviewed in section 3.1.1.

However, the most difficult and critical part of load modelling is not to choose a given model but to

define adequate parameters for the chosen model such that it represents as best as possible the

reality. Section 3.1.2 thus reviews the techniques that can be used to estimate the parameters of

those load models.

3.1.1 Commonly-used load models

Static load models are the simplest and thus most commonly-used load models. Static (or time-

invariant) load models are used to represent loads whose power demand instantaneously changes

after a change in supply voltage and/or frequency at the connecting bus [24]. They can generally be

written in the form {P = fP (U , f )

Q = fQ (U , f )
(3.1)

where P and Q are the active and reactive power demand of the load, U is the voltage at the load, f
is the frequency at the load, and fP and fQ are arbitrary functions. The most famous example is the

ZIP load model that consist in a constant impedance (Z), constant current (I) and constant power (P)

load in parallel, mathematically described (for the frequency-independent version) by
P = P0

[
α0 +α1

U

U0
+α2

(
U

U0

)2]
, α0 +α1 +α2 = 1

Q =Q0

[
β0 +β1

U

U0
+β2

(
U

U0

)2]
, β0 +β1 +β2 = 1

(3.2)

Motor load models are dynamic models that represent loads with a significant share of motor load.

They are often used in grid that are susceptible to fault-induced delayed voltage recovery (FIDVR).

Indeed, when a short-circuit occurs in a grid, it leads to low voltages in the neighbouring area. Motors

near the short-circuit are thus unable to draw enough electric power and thus slow down. When the

short-circuit is cleared, motors draw additional active and reactive power in order to get back to their

initial speed. This inrush of power demand negatively impacts voltage stability and can cause FIDVR

events and even loss of stability. Such behaviour cannot be represented with static load models and

thus requiresmore complexmodels. Models of varying complexities are reviewed in [24]. An example

is the Western Electricity Coordinating Council (WECC) composite load model (CLM) [25]. The CLM is

shown in Fig. 3.1. It consists in an on-load tap changer (OLTC), and equivalent feeder impedance, four

different types of dynamic induction motor models, and electronic and a static (i.e. ZIP) load. A more

detailed description is given in [25]. It can be noted that this model is mostly used in the US as the

North American Electric Reliability Corporation (NERC) is progressively making the use of this model

mandatory in dynamic stability studies [26]. The interested reader is referred to [24], [27] for more

detailed and exhaustive review of static and motor loads.

Active distribution network (ADN) models focus on modelling DERs and/or smart loads. They are

thus of great interest in this project as DERs and smart devices are an important target of cyber-

attacks. ADN models can significantly vary in complexity. The simplest model is a constant power

2From a transmission system perspective, load and distribution system can be seen as synonyms (large industrial loads

that are directly connected to the transmission system will typically have a dedicated model and are not considered in this

report).
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Figure 3.1: WECC composite load model [25]

Figure 3.2: Example of an ADNmodel [28]

load with a step change in power drawn. The step change could represent the disconnection of many

DERs, the simultaneous start of charge (e.g. due to a cyber-attack) of many EVs, etc. More complex

ADN models include the WECC CLM (in its latest version) as it include a model of DERs (Fig. 3.1)3.

Complex ADN models are often composite-type loads, i.e. are made of multiple aggregated models

behind equivalent impedances as shown for example in Fig. 3.2.

Black-box models refer to models obtained with machine-learning (ML) techniques. The advantage

of these models is that they do not require any information about the topology, connected assets,

controls, etc. of the modelled distribution network. They are thus often used when only (time-series

voltage and power) measurements at the point of common coupling (PCC) between the transmission

and distribution grid are available. The disadvantage is that large-disturbances and cyber-attacks

are (hopefully) rare events, it can thus be difficult to obtain enough useful measurements to train a

machine learning model. Black-box models can also be used with simulated data instead of mea-

surement data, however, ADN models (also called grey-box models in this context) can be preferred

as they provide results which are easier to interpret.

Transmission and distribution (T&D) simulations explicitly represent all buses of a distribution sys-

tem (down to a given voltage level) instead of using equivalentmodels. They theoretically allow for the

best possible accuracy, however, they have significantly higher data and computation time require-

ments than the other methods. They are thus only used in small grids with a very large share of DERs

3It makes sense to represent both motors and DERs in a load model as they tend to interact. Indeed, motors tend to

cause FIDVR events, and DERs often trip themselves when low voltages occur.
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(e.g. Hawaii [29]), or as a benchmark in academic problems. T&D simulations can be performed using

a single simulator or by coupling a transmission-focused simulator with (usually multiple instances

of) a distribution-focused simulator [30].

3.1.2 Defining the parameters of load models

As mentioned above, having detailed load models is only useful if adequate values are set for the

parameters of the models. Again, this is very challenging as load models aim to represent a large

number of assets over which TSOs (and DSOs) have little visibility. Moreover, some load models can

have a high number of parameters, e.g. the WECC CLM has more than 100. This section thus reviews

the approaches available from the literature to define the parameters of load models.

Fitting approaches are a range of techniques in which the parameters of a load model are fitted

such that the load model behaves as close as possible to a reference for a given set of disturbances,

i.e. such that it’s time response fits the reference. The reference behaviour can be defined either from

measurements of the real load or from simulation results (in the latter case, we talk about model

reduction or dynamic equivalents). Again, large disturbances are rare, so it might be difficult to obtain

a diverse set of disturbances to fit the model with4. This is especially true for cyber disturbances.

However, measurements should be used to validate simulations results when available.

Parameter fitting can be defined as searching a vector of parameters θ that satisfies

min
θ

F (θ) = 1

d

d∑
j=1

[
FP (θ, j )+FQ (θ, j )

]
(3.3)

with FP (θ, j ) = 1

N

T∑
t=1

wP ( j , t )
[
P (θ, j , t )− P̂ ( j , t )

]2
(3.4)

FQ (θ, j ) = 1

N

T∑
t=1

wQ ( j , t )
[
Q(θ, j , t )−Q̂( j , t )

]2
(3.5)

θL ≤ θ ≤ θU (3.6)

where P (resp. Q) is the active (resp. reactive) power consumed by the load (often defined at

the PCC), P̂ and Q̂ are the reference active and reactive power consumed by the load, wP and wQ

are arbitrary weight functions, and θL and θU are lower and upper bounds on the parameters of the

dynamic equivalent. The index j refers to the j th disturbance in the training set, and index t refers to
time.

The model can either be a physical model (motor load, ADN, etc., sometimes referred to as grey-

boxmodels) or aMLmodel (black-boxmodels). As if is often impossible to derive an analytical formu-

lation for F (θ), derivative-free or metaheuristic techniques need to be used to solve the optimisation

problem. For grey-box models, differential evolution and particle swarm optimisation are commonly

used. For ML models, the appropriate ML techniques are used depending on the type of ML model

chosen.

Component-based approaches are based on surveys that estimate what share of the load that is

consumed by different categories of loads (e.g. residential vs. industrial, paper mill vs. steel mill).

Rules of association can thenbeused to translate those shares intoparameters for a given loadmodel.

In the literature, most rules target static load models or the WECC CLM [31]. Defining new rules of

association requires a significant amount of expert knowledge and lab testing (to model individual

classes of loads). Such approaches might thus prove difficult to apply to new load models and to

emerging issues such as cyber-threats.

4It should be noted that the best parameters for a loadmodelwill changewith the operating conditions of the load as dif-

ferent kinds of devices tend to be connected at different time of the day. This renders evenmore difficult the measurement

gathering issue.
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3.2 Selected approach

Based on the above discussion, the fitting approach has been chosen for this project as it is the most

flexible and thus allows us to easily incorporate cyber elements in the load models. The main chal-

lenge with this approach is to define an adequate reference
(
(P̂ ( j , t ),Q̂( j , t ))

)
to train the model. As

already discussed, realmeasurementswon’t be available formost potential cyber-attacks, so simula-

tion results need to be used. It is frequent in the literature to use fully-detailed models of distribution

grids to generate the reference signals for the considered disturbances (see e.g. [32]). Such models

explicitly represent all electrical buses (down to a given voltage level) of the distribution network and

assume know dynamic models for all the connected elements. In practice however, the data neces-

sary to build such model are often unavailable even for the DSOs, especially dynamic data. This issue

has only recently been addressed in [28], [33], [34]. Based on thosework, we proposed a new frame-

work that is described below. The remaining of this section is based on a paper we published during

the project [35].

The framework consists in two main parts. In the first part, a detailed model of the considered

distribution grid is built and probability density functions (pdfs) are defined for each of the parameters

of the detailed model. Indeed, while it is difficult to have a detailed model with known parameters,

it is very possible to define a model with uncertain parameters. Due to lack of data, the pdfs of the

parameters will be relatively wide to represent the possible range of values that the parameter could

realistically take. For example, industrial motors typically have a stator resistance between 0.01 and

0.05pu [28], so the pdf of the “stator resistance” parameter of the load model could be defined as

a uniform distribution5 on [0.01, 0.05] pu. Monte Carlo (MC) simulations are then performed on a

predefined set of training disturbances to assess the impact of the uncertain modelling of the load on

its behaviour. Thus, instead of having a single value for P̂ ( j , t ) and Q̂( j , t ), we obtain pdfs from theMC

simulations. Then, for each disturbance and point in time, we can compute statistical indicators such

as the i th percentile PP,i ( j , t ) (resp. PQ,i ( j , t )) of the active (resp. reactive) power likely consumed

by the load and the associated standard deviation σP ( j , t ) (resp. σQ ( j , t )).
In the second part, we build two dynamic equivalents of the distribution system model to bound

the uncertain behaviour of the distribution grid: one (referred to as the 5-equivalent) that fits the

5th percentile of the active and reactive power of the distribution system, and one that fits the 95th

percentile as shown in Fig. 3.5 (other percentiles can of course be computed). It should be noted that

percentiles are computed individually for each disturbance and each point in time. Those percentiles

are thus synthetic and represent an envelope of the possible behaviours of the distribution grid, not

a likely behaviour. To build those dynamic equivalents, an optimisation problem similar to (3.6) can be

defined:

min
θ

F (θ) = 1

d

d∑
j=1

[
FP (θ, j )+FQ (θ, j )

]
(3.7)

with FP (θ, j ) = 1

N

T∑
t=1

[
δi ,P, j ,t

P (θ, j , t )−PP,i ( j , t )

σP ( j , t )

]2

(3.8)

FQ (θ, j ) = 1

N

T∑
t=1

[
δi ,Q, j ,t

Q(θ, j , t )−PQ,i ( j , t )

σQ ( j , t )

]2

(3.9)

θL ≤ θ ≤ θU (3.10)

with

δ5,P, j ,t =
{

1 if P (θ, j , t ) ≤PP,i ( j , t )
1
2 if P (θ, j , t ) >PP,i ( j , t )

(3.11)

5Uniform distributions are often used when little data are available. They tend to give conservative results as they

assume extreme values (inside the support of the pdf) as likely as average values.
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δ95,P, j ,t =
{

1 if P (θ, j , t ) >PP,i ( j , t )
1
2 if P (θ, j , t ) ≤PP,i ( j , t )

(3.12)

and with the term δi ,Q, j ,t that has a similar definition. This factor results in a lower penalty for the

equivalent that fits the 95th percentile if it consumes too much power and in a lower penalty for the

5-equivalent if it consumes too little. This leads to more conservative bounds on the behaviour of the

distribution system. Different coefficients can be used if deemed necessary. In our tests, the differen-

tial evolution (DE) algorithm was used to solve the optimisation problem, although other algorithms

could potentially have been used. DE is stopped once sufficient accuracy is reached, i.e. when

FP (θ, j ) ≤ 1 and FQ (θ, j ) ≤ 1 (3.13)

3.3 Example application on an ADNmodel

In order to illustrate our proposed framework, we now use it to define the parameters of an ADN

model and show how to use themodel in transmission studies. The transmission study considered in

this example is the computation of critical clearing times (CCTs) of generators. In [35], we also showed

that our approach can be used in the more difficult (i.e. sensitive to modelling accuracy) problem of

cascading outage simulation, we refer the interested reader to the publication for more technical de-

tails and to 6 for implementation details.

3.3.1 Test case

The distribution system considered in this example is based on the CIGRE medium voltage (MV) net-

work shown in Fig. 3.3a. For this specific network, the static data is known but no dynamic data is

available. We are currently working on an application where even static data is unknown [36]. Realis-

tic pdfs have thus been assigned to all the dynamic parameters of the model. It can be noted that we

made some modification to the CIGRE MV network, most notably, we increased its DER penetration

to 50%.

The considered dynamic equivalent (i.e. load model) is a relatively simple model made of one load

bus connected to the transmission grid by an equivalent impedance and a distribution transformer as

shown in Fig. 3.3b. The load bus consists of an exponential load, two first-order inductor motor mod-

els (to allow for partial stalling of motors), and two inverter-based generation (IBG) models (one that

represents PV units, and one that represents wind). As the model of IBGs in the dynamic equivalent

represent an aggregate of the many DERs from the full distribution model, their models have been

slightly modified to allows for partial tripping (e.g. the power output of the model can be reduced by

say 30% to represent the fact that 30% of the DERs might have tripped following a disturbance). An

overview of the IBG model is shown in Fig. 3.4

Finally, the transmission system considered in this example is the IEEE 39-bus test system [38],

[39] but with all loads replaced by copies of the CIGRE MV network (for full T&D simulations used as

a benchmark) or by our dynamic equivalent. Some synchronous generators where removed from the

transmission network to account for the fact that 50% of the load is now satisfied by DERs.

3.3.2 Training the dynamic equivalent

It is common to “train” an equivalent by connecting it to an infinite bus to which voltage (and possibly

angle and frequency) disturbances are applied [24], [28], [32]. However, we found that connecting

it to a synchronous machine that has roughly the same rating as the total gross load through a line

with an impedance of 0.1 pu leads to equivalents which are more accurate in transmission studies.

This is because it allows for easier incorporation of FIDVR events into the training set of the equiva-

lent. It should be noted that the synchronous machine and line do not aim to be an equivalent of the

6https://fredericsabot.github.io/publications/isgt2023
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(a)

M M IBG IBG

(b)

Figure 3.3: (a) CIGRE MV network with solar and wind generation [37], (b) Dynamic equivalent

Figure 3.4: Overview of the IBG model, adapted from [34]
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Table 3.1: Training disturbances

Id Voltage dip (pu) Duration (ms)

1 0.2 100

2 0.2 200

3 0.3 100

4 0.3 200

5 0.4 100

6 0.4 200

7 0.5 100

8 0.5 200

9 0.7 100

10 0.7 200

11 0.8 200

12 0.8 500

13 0.9 500

14 0.9 1000

Figure 3.5: Reduced (dashed) vs unreduced (dotted and full) models – disturbance 6

transmission system as seen from the distribution system. Indeed, as shown later in this section, we

obtained accurate results when using the equivalents in different locations of the transmission sys-

temwith varying system strength (i.e. some places located close to synchronousmachines and some

located remotely). In [35], we even showed that equivalents trained this way are adequate to be used

in simulations of cascading outages during the system strength can significantly vary asmachines are

disconnected.

The training disturbances used in this example are impedant short-circuits of different durations

applied at the PCC leading to more or less severe voltage drops (representing short-circuits on the

transmission system that are more or less close to the considered distribution network) as listed in

Table 3.1.

The behaviour of the CIGREMVnetwork and its dynamic equivalents for the disturbance 6 (voltage

drop to 0.4 pu during 200ms) are shown in Fig. 3.5. As dynamic data is uncertain for the full network,

MC simulations show multiple likely behaviours (dotted lines). We then compute the 5th and 95th

percentiles of the behaviour of the fullmodel and use each of themas a reference to train twodynamic

equivalents (dashed lines).
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Table 3.2: CCTs computed using dynamic equivalents and probabilistic T&D simulations

Generator
CCT 5-95 bounds (ms)

Equivalents T&D

30 [550, 616] [554, 631]

31 [240, 264] [244, 255]

32 [200, 214] [200, 210]

35 [214, 244] [220, 234]

37 [244, 264] [242, 260]

38 [180, 210] [184, 194]

39 [634, 700+] [648, 700+]

3.3.3 Using the equivalents in transmission studies

We now show how the developed models can be used in transmission studies. In this example, the

study performed in the computation of CCTs of generator. The CCT is the maximum clearing time

of a short-circuit occurring at the generator terminal that can be allowed before the generator loses

synchronism with the rest of the system. The CCT of a generator is usually computed by simulating

progressively longer short-circuits on the generator until it loses synchronism. However, in our case,

we built two dynamic equivalents (a 5- and a 95-equivalent), so we will perform the CCT calculation

twice: once using the 5-equivalent for all loads, and once with the 95 equivalent7. This gives two

values for every CCT. The actual valuemost likely falls in the range between the two computed values.

Table 3.2 shows the ranges computed for the CCTs of all generators of the IEEE 39 network. The

table also shows the90% confidence intervals of thoseCCTs computedwith full (probabilistic, since dy-

namic data is uncertain) T&D simulations. It shows a very good agreement between results obtained

with the equivalents and the T&D simulations, although the ranges computed with the equivalents

are slightly wider.

3.4 Conclusion

In this chapter, we build two dynamic equivalents based on high and low percentiles of the behaviour

of an uncertain distribution gridmodel. Those equivalentswere then used to build statistics-informed

bounds on the results of (transmission) stability studies. We showed that those intervalsmatch actual

confidence intervals that could be obtained using probabilistic T&D simulations in CCT computations

and simulations of fast cascading outages. Perspectives for future work include considering other

kinds of loads (e.g. variable-speed drives), and DERs (e.g. combined heat and power plants) in the

equivalents as well as distribution grids facing cyber-physical threats; and assessing and improving

the robustness of the equivalents to varying operating conditions.
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between loads at different locations (e.g. temperature dependence, devices from a same manufacturer) and what part is

independent. However, assuming strong correlationswill most likely lead to conservative results as it will often lead tomore

severe events (e.g. all DERs in a zone disconnect).
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4
Towards cyber-physical benchmarks

for transmission system risk
assessment

4.1 Introduction

The development of methods and tools for electric power transmission system risk assessment has

relied on the public availability of numerous benchmarks. The physical characteristics of these bench-

marks range in various ways: from smaller academic systems useful to demonstrate the first princi-

ples of new ideas/methodologies to larger realistic systems useful to validate scalability and real-life

applicability; from systems relying on conventional generation resources (i.e., nuclear, coal, oil, gas and

hydro) to systems featuring a large penetrationofmodern renewables; fromsystems featuring limited

transmission capacity and challenged by static (in)security to systems featuring limited voltage con-

trol capability and/or inertia and challenged with dynamic (in)security; from single-area, single-TSO,

transmission level systems to multi-area, multi-TSO and multi-DSO transmission and distribution

level systems; from systems fitting the legacy single-utility vertical organization for the planning &

operation of generation, transmission and distribution to systems organized according tomodern de-

centralized approaches featuring electricity prosumers and active distribution networks. As reviewed

in [39], the vast majority of such benchmarks concerns only the physical layer of the system, with the

cyber sub-system of the power grid remaining out of scope. This chapter documents the results of

our effort to extend the scope of the benchmark systems identified in [39] to fit the needs of cyber-

physical risk assessment at the transmission level.
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4.1.1 Literature review

To set the stage, we briefly introduce here the few notable exceptions of electric power grid cyber-

physical benchmarks that have been published in peer-reviewed journals or conference proceedings.

Notice that we introduce such publications in chronological order. Further notice that we exclude from

this reviewpublications concerning testbeds that combine software andhardware tomodel the cyber-

physical electric power grid.

Stefanov and Liu extended the physical model of the IEEE 39-bus benchmark with a model for its

SCADA system [40]. This cyber sub-systemmodel features three distinct hierarchical levels, the sub-

station level, the control centre level and the (highest) transmission operator level. Thismodel includes

the population of ICT devices for every such level, with all substations sharing a common architecture.

Models for the behavior of these ICT devices are also included, permitting the co-simulation of the

cyber-physical power grid. Unfortunately the resulting cyber-physical model of the electric power

grid seems to be proprietary.

Weaver et al. proposed a set of ICT devices facilitating transmission protection, control and com-

munication applications on top of the WECC 9-bus, 3-generator transmission system model [41]. A

novel feature of the so-called resulting “8 – Substation” model was the consideration of alternative

physical and cyber topologies per substation. Further, in addition to the population of ICT devices

composing the cyber sub-system, this work also developed an ontology as well as a modeling for-

mat. The proposed set of ICT devices, including functional descriptions and identifiers for respective

commercially available hardware, remains to date accessible online1.

Jillepalli et al. developed the so-called “METICS” cyber-physical model on top of the IEEE 14-bus

benchmark system [42]. The modeling scope and the level of detail in the representation of the cy-

ber sub-system is apparently extended with respect to the “8-Substation” model. Indeed, the MET-

ICS model appears to include additional operational and non-operational functionalities (indicatively,

Phasor Measurement Units, Billing Department, Historian, Enterprise Workstations, etc.). However,

the physical representation of the transmission grid seems to remain at the bus – branch resolution,

which begs a question on the level of detail for themodeling of individual ICT components. Thismodel

is publicly available only in the format of some high-level drawings.

Reference [43] attempts to introduce amodel of the communication network topology for a large-

scale synthetic2 model of the Texas Electric Power Grid. Although the synthetic grid in question has

2000 nodes, the communication network model seems to be generated only for the sub-grid of the

McAllen zonewhich consists of 71 substations. In order to represent the communications network of

this grid, the authors generate a population of links and nodes with specified attributes. Sub-classes

of the node object represent selected power grid ICT components and specifically switches, routers,

firewalls, relays, RTUs, relay controllers and cyber nodes (e.g., office computer, card reader, etc.).

The transmission grid communication network topology is also the scope of the generativemodel

introduced in [44]. The authors explore the use of several alternative algorithms so as to generate

random graphs that match the graph characteristics (as in sparsity, amount of cyclic structures, con-

nectivity between higher degree nodes and lower degree nodes) of a real-life power grid communica-

tion network. While the resulting graphs may indeed bare similarity to the original graph, it is unclear

how one could populate the ICT infrastructure for protection and control on top of these.

A tool for the generation of synthetic cyber-physical electric power distribution systems has been

presented in [45]. This tool includes a simplified representation of the distribution level cyber sub-

system, mapping each node of the physical system to a single host and a single switch.

Most recently, Shashank et al. introduced a set of algorithms to develop a graph representation

of cyber-physical interactions in an electric power transmission system [46]. The resulting graph in-

cludes instrument transformers, digital relays and engineering workstations as additional nodes on

top of the physical system graph. It is noteworthy that the starting point for the application of these

algorithms is a file contaning the data for the physical grid in bus – branch resolution. The algorithms

1https://github.com/cptlc/cptl-models/tree/master/cypsa-8sub
2A synthetic model of the Texas Power Grid is similar but not the same as the original Texas Power Grid.
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complement this minimal input with the necessary additional detail based on known standard prac-

tices. Unfortunatelly this paper includes neither a precise documentation that would enable to repro-

duce the proposed algorithms nor any pointer to code implementing these.

4.1.2 Intended contributions

The cyber sub-system of the electric power grid facilitates the broad spectrum of control, communi-

cation, computation and data warehousing applications that are necessary to operate the grid with

acceptable security andwhile enabling the trade of electrical energy as a commercial commodity. With

a view on cyber-physical risk assessment at the transmission level, we define a scope of work that

focuses on the operation of the transmission grid. Concretely, it includes the population of ICT de-

vices that compose the grid’s Substation Automation Systems (SASs), Regional and National Control

Centres (RCCs/NCCs) and allow these digital entities to communicate. This scope is aligned with [40],

[41].

Our primary intended contribution is to provide an inventory of cyber assets complementing the

inventory of physical assets of an available transmission grid benchmark and the respective cyber-

physical power grid graph. Rather than focusing on a specific case study, we develop a process that

works in a system-agnostic manner and considers the grid topology, represented at the bus-branch

resolution, as a minimal required input. The output of this process can be leveraged in conjunction

with freely-chosen models for the cyber and physical components of the power grid in order to de-

velop and/or demonstrate methods and tools for electric power transmission system cyber-physical

risk assessment. To this end, we envision the public release of the accompanying code that imple-

ments the developed process, allowing for user-specified design choices to be integrated as optional

inputs. Wedocument here all such optional design choices alongwith anoverviewof the respective al-

ternatives. Notice finally that, as a side-contribution, we extend the Hyper Heterogeneous Multi Graphs

(H2MGs) formalism introduced in [47] with additional hyper-edge clases relevant for cyber-physical

rather than physical power systemmodeling.

4.2 Cyber-physical power grid modeling overview

In order to represent the power grid cyber and physical infrastructure in an integrated manner, we

adopt the so-called Hyper Heterogeneous Multi Graphs (H2MGs) modeling formalism. As introduced in

[47], the H2MG is a structure consisting of hyper-edges and addresses. Addresses bear no properties

but rather serve as interfaces between hyper-edges of various classes and orders. All hyper-edges

belonging in the same class are of the same order, meaning that they have the same number of ports

and thus can connect to the same number of addresses (through which they interface with other

hyper-edges of the same/different class). The original application of the H2MG formalism in [47] was

developed for the bus-branch representation of the physical power grid and distinguishes between

bus, generator, load, shunt, line and transformer hyper-edge classes.

We first extend this set of hyper-edge classes so that it is also compatible with the representa-

tion of a physical power grid in the node-breaker resolution, by adding the switchgear (i.e., breaker and

disconnector ) hyper-edge classes. We further introduce additional hyper-edge classes so as to also

represent the cyber sub-system of the electric power grid. A particular challenge is that the prop-

erties of the cyber sub-system components are far more versatile than those of the grid’s physical

components. We define hyper-edge classes for generic cyber sub-system components that are in-

spired from the typical properties of commercially available devices. Notice that contrary to the phys-

ical components of the grid that share a common port type (electrical terminal), a single component of

the cyber sub-system may host interface ports of different types (e.g., analogue input/output ports,

Ethernet ports, etc.) for exchangingmessages of various formats. We identify the number of different

ports per type, along with the message formats (and respective communication protocols supported)

as part of the hyper-edge class definition.
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4.3 Converting the grid topology at the node-breaker resolution

Since several decades, the bus-branch resolution has been considered as an adequate level ofmodel-

ing detail for electricity markets, steady-state power system security assessment studies and power

system optimization applications. It indeed allows to represent steady-state power flow across the

major components of the grid and while containing the grid model to a relatively modest size. Sug-

gestions to migrate to the finer node-breaker model in steady-state security assessment and plan-

ning applications have recently appeared [48]. The node-breaker modelling resolution represents in

greater detail the topology of power transmission substations by additionally including the switchgear

that connects the grid’s main components.

Using this resolution is necessary towards the development of a cyber-physical power grid bench-

mark. Indeed, sensors and/or instrument transformers feed the power grid’s cyber sub-system with

data refering to precise pointswithin a particular bay3 of a substation rather than at an aggregate bus.

Moreover, the actuators commanded by the cyber sub-system open and close the grid’s switches and

circuit breakers to connect/disconnect distinct circuits. The issue is however thatmost physical power

grid benchmarks, including the ones surveyed in [39], have only been published in the bus-branch res-

olution. To address this issue, we have developed a process to convert from the bus-branch resolution

to the node-breaker resolution and implemented this process in the Julia programming language.

In the H2MG formalism, we integrate switchgear, instrument transformers and sensors by cre-

ating respective hyper-edge classes as shown in Table 4.1. The switchgear (i.e., switch and circuit

breaker) classes are of order six. Any switch or breaker has a pair of electric power terminals con-

necting to respective addresses of the physical power grid. We recall here that circuit breakers serve

to promptly interrupt a protected circuit in case of a detected fault conditions. (Disconnect) switches

serve to guarantee that an electrical circuit is de-energized so as to avoid any risk. Although the elec-

trical end-effect is similar, the functional difference is represented by the additional attribute ‘Breaking

Capacity (kA)’ of the circuit breaker hyper-edge class. Foreseeing the possible redundancy in the cy-

ber sub-system architecture the remaining two (cyber) port pairs of a breaker/switch allow its point-

to-point interconnection for cyber input and output exchange with two redundant interface units.

Through these interconnections, switchgear devices can communicate their open/close status and

receive commands.

In order to facilitate modeling the data acquisition that supports the operation of the power grid,

in the lower part of Table 4.1 we already introduce hyper-edge classes for Current Transformers (CTs),

Voltage Transformers (VTs). Although the physical quantity in the scope of such devices differs, at the

considered representation granularity it remains possible to define hyper-edge classes sharing the

same attributes. More specifically, we define hyper-edge classes of order three. In addition to a pri-

mary winding representing the connection of these devices to the respective HV circuit, two analog

output (cyber) ports allow again the possibility for redundant point-to-point connections for commu-

nicating analog output upstream in the cyber sub-system. We also introduce an additional generic

hyper-edge class of order five. This can be used to represent the various Non-electrical Sensors (NeS)

(e.g., temperature sensors, pressure sensors, etc.) that furnish several measurements from the phys-

ical power grid towards its cyber sub-system. Notice finally that we avoid introducing an additional

hyper-edge class for the electrical nodes of the power grid. Rather, we simply re-purpose the already

available bus class.

In order to populate our graph with these additional hyper-edges, engineering design choices re-

garding the detailed power grid physical topology remain to be made. A first choice concerns the

grouping of the buses of the bus-branchmodel into substations for the node-breaker model. The de-

fault choice implemented in the accompanying code is to group pairs of buses connected via a trans-

former into the same substation and separate pairs of buses connected via a transmission line into

3The term bay refers to the set of equipment connecting a single circuit to the busbars of a substation (as in switches,

circuit breakers and instrument transformers, earth switches etc.). Formally, a bay is defined in the as “the part of a substation

within which the switchgear and control-gear relating to a given circuit is contained” [49].

28



Table 4.1: Additional hyper-edge classes for node-breaker modeling resolution

Name Attributes

Circuit Breaker

ID String

Open Boolean

Normally Open Boolean

Nominal Rating (A) Positive Real

Short-Circuit Rating (kA,s) 2× Positive Real

Breaking Capacity (kA) Positive Real

Port Types

2× Physical Terminals

2× Digital Input

2× Digital Output

Switch

ID String

Open Boolean

Normally Open Boolean

Nominal Rating (A) Positive Real

Short-Circuit Rating (kA,s) 2× Positive Real

Port Types

2× Physical Terminals

2× Digital Input

2× Digital Output

CT/VT

ID String

Port Types
1× Primary Winding

2×Analog Output

NeS

ID String

Port Types

1× Sensor

2× Analog Output

2× Digital Output
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different substations. Our code can also input a user-provided substation grouping. The second choice

concerns the substation detailed topology. The developed software supports the six most common

arrangements [50] shown in Fig. 4.1, namely the: (a) single bus – single breaker, (b) main bus – trans-

fer bus, (c) double bus – single breaker, (d) double bus – double breaker, (f)breaker and a half, and,(e)

ring bus options. By default, the developed converter uses the double bus – single breaker arrange-

ment. The user may specify a preferred alternative for every bus of the original bus-branch input

model. Conceivably, for some specific cyber-physical power grid modeling application it may suffice

to only represent a sub-part of the grid in node-breaker resolution. The obvious advantage of doing so

would be the containment of the model size. To allow for such option, the user may specify to retain

a subset of the grid’s buses in bus-branch resolution.

Figure 4.2 plots the graph for the IEEE14bus test system in: (a) the original bus-branch resolution,

(b) hybrid resolution, while adopting the double bus – single breaker arrangement for the substation

corresponding to bus 12 of the original bus-branch model and (c) full node-breaker resolution, with

the default double bus – single breaker option used for all substations. Indicatively, the original bus-

branchmodel includes 14 buses and 0 breakers/disconnectors, the hybrid representation includes 26

buses (nodes) and 15 breakers/disconnectors while the full node-breaker representation includes 68

buses (nodes) and 69 breakers/disconnectors.

4.4 Fully-digital substations

With a view on the ongoing digitisation of the electric power grid and the increasing prevalence of the

IEC61850 standard [51] we choose to focus on so-called fully-digital substations and while adopting

the IEC61850 functional architecture shown in Fig. 4.3.

The IEC61850 architecture features three distinct levels for data exchange between the digital

devices implementing the required measurement, monitoring, protection and control functions. The

process level lies at the bottom of this architecture and provides interface functionalities concerning

the acquisition of data from instrument transformers and/or modern sensors4, as well as the issuing

of commands towards the actuators of the power grid’s physical components. The middle bay level

implements protection and control functions on the basis of local and/or remote data with a scope

of a distinguishable substation bay. At the top, the station level facilitates the interfaces between the

different bays of a substation as well as between the substation bays and local/remote operating and

monitoring devices. Table 4.2 lists in detail the data exchange categories represented as circled num-

bers in Fig. 4.35. As an example, consider that the power grid operator at the control centre decides

to open a specific circuit breaker. The implementation of such decisions includes data exchanges →
10 → 6 → 5 towards the substation station level, the respective bay level control application and

the respective process level actuator.

The essential cyber component for the implementation of the functional architecture shown in

Fig. 4.3 is the so-called Intelligent Electronic Device (IED). Formally, an IED can be defined as “any device

incorporating one or more processors with the capability to receive or send data/control from or to an

external source” [53]. With reference to Figure 4.3, IEDs implement the process-level and bay-level

functionalities [54]. Cyber devices at the station level, facilitating data handling, security and user

interaction, are typically not considered as IEDs. The respective devices will be henceforth collectively

referred to as Automation Devices (ADs). Last but certainly not least, Networking Devices (NDs) are the

media for all intra-substation and inter-substation communications.

It is important to note here that amodern IED is multi-functional. A single physical piece of equip-

ment can integrate multiple so-called logical nodes and perform several so-called logical functions at

different levels of the IEC61850 functional architecture [55]. For a given physical substation and set

of functions, multiple valid sets of physical IEDs, each performing a specific sub-set of functions, can

4We refer the reader to [52] for an overview of modern sensor technologies that can be deployed as an alternative to

conventional instrument transformers.
5Remote data exchanges outside a single substation are identifiable in gray color.
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Figure 4.1: Alternative substation arrangements
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Figure 4.3: IEC61850 substation functional architecture
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1 Protection data exchange between bay and station level.

2 Protection data exchange between bay level and remote protection.

3 Data exchange witin bay level.

4
Current & Voltage Transformer instantaneous data exchange

between process and bay level.

5 Control data exchange between process and bay level.

6 Control data exchange between bay and station level.

7
Data exchange between substation (level) and remote engineering

workspace.

8 Direct data exchange between the bays, especially for fast functions.

9 Data exchange within station level.

10
Control-data exchange between substation (devices) and remote

control centre.

Table 4.2: IEC 61850 architecture data exchange categories

be defined [56]. The assignment of specific functions into a set of physical IEDs requires in practice

to also consider the complexity of the functions to be implemented, regulatory requirements (e.g., for

stand-alone billing equipment), budget restrictions, the physical (building) layout of the substation in

question, its criticality to the power grid etc.. The interested reader is referred to the documentation of

the practical experience of designing fully-digital transmission substations in [57]–[64], which reveals

the scope of such considerations.

In the context of extending a given physical power grid academic benchmark with a model for its

cyber infrastructure, there is limited potential to take such practical engineering factors into account.

To circumvent this issue, wemake the choice to consider designs wherein any IED implements one or

several functions at a single level of the IEC61850 functional architecture only. That is, we distinguish

between process-level IEDs and bay-level IEDs, Fig. 4.4 . We further document and discuss practically

relevant alternatives for allocating the functions of any single functional level to (a single or multiple)

IEDs and introduce respective hyper-edge classes in the H2MG formalism based on the typical prop-

erties of commercially available devices. In the accompanying code, we implement a default choice

for every functional level and allow the user to specify an alternative preference per substation and

functional level.

4.4.1 Process-level IEDs

At the process level, IEDs implement the interface with sensors, instrument transformers and actua-

tors. A first design choice towards defining the architecture of a fully digital substation concerns the

allocation of the process-level functions to a number of physical IEDs. Asmentioned, there are several

valid alternatives for such allocation [65], [66].

Interfaces with instrument transformers and/or modern current/voltage sensors can be imple-

mented by a Stand-alone Merging Unit (SaMU) IED. More specifically, the functionality of a SaMU is

to collect the current and voltage signals from the instrument transformers and/or sensors, merge

and broadcast them over the Ethernet in the standardised digital format of a Sampled Values (SV)
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Figure 4.4: Fully-digital substation ICT architecture overview

message. In order to be able to represent such device type in physical power grid H2MG, we add an

additional hyper-edge classwith the attributes shown in the top tier of Table 4.3. It can be understood

that commercially available SaMU IEDs differ in terms of the type and number of input/output ports

they may host, in terms of the sampling rates and broadcast rates they can support, in terms of their

physical dimensions etc.. In the (high)-level abstraction of the cyber-physical power grid H2MG, we

define a typical device that can receive up to 4 analog (current) inputs and 4 analog (voltage) inputs to

broadcast SV messages out of 2 redundant Ethernet ports.

Applications related to interfacing with primary transmission equipment (i.e., breakers, switches,

transformers, etc.) can be allocated to a so-called Switchgear Interface Unit (SIU) IED. This type of device

has the capability to both send and receive inputs and outputs communicating (i) the position of break-

ers, disconnectors, transformer taps etc. upstream towards the bay/station levels, (ii) commands to

change positions downstream towards actuators. SIUs communicate upstream over the process-

level Ethernet (i.e., the process bus) by exchanging Generic Object Oriented Substation Event (GOOSE)

messages. GOOSE messages sent by SIUs typically contain status values and are either periodical or

event driven (burst). The second tier of Table 4.3 lists the attributes of the additional hyper-edge class

that we introduce in the H2MG formalism in order to be able to represent SIU IEDs. Again, we define a

typical device by surveying the specifications of existing SIU IEDs. It can interfacewith up to 8 position

sensors/actuators through respective input/output ports and also exchange GOOSE messages over

4 additional ports.

Applications related to interfacing with sensors measuring non-electrical quantities, for instance

oil pressure and temperature can be allocated into a so-called Non-electrical Interface Unit (NeIU) IED.

Raising alarms triggered by thresholds on the measured quantities is a potential additional function-

ality of such a device. In the H2MG formalism, we define an NeIU hyper-edge class offering such ad-

ditional functionality and therefore potentially publishing both periodical and event-triggered GOOSE

messages. The third tier of Table 4.3 lists the attributes defining anH2MGhyper-edge class as per the

typical NeIU device. It is also possible to combine the interface applications of SAMUs, SIUs and NeIUs

into amulti-purpose process level IED, the so-called Process Interface Unit (PIU) IED type integrates all

interface applications at the process level. To allow for such design option, we create the hyper-edge

classes listed in the bottom tier of Table 4.3.

Notice finally that in addition to the message formats, and respective communication protocols,

listed in Table 4.3 we consider that all process-level IEDs support the reception of Precision Time Pro-

tocol Synchronisation (PTP Sync) messages for time synchronization aswell as Substation Configuration

Language (SCL) files containing configuration data.

34



Table 4.3: Process-level IED Hyper-Edge Classes

Name Attributes

SaMU

ID String

Port Types

4× Analog Input (current)

4× Analog Input (voltage)

2× Ethernet

Message Format(s) SV

SIU

ID String

Port Types

8× Digital Input

8× Digital Output

2× Ethernet

Message Format(s) GOOSE

NeIU

ID String

Port Types
4× Analog Input (non-electrical)

2× Ethernet

Message Format(s) GOOSE

PIU

ID String

Port Types

4× Analog Input (current)

4× Analog Input (voltage)

8× Digital Input

8× Digital Output

4× Analog Input (non-electrical)

2× Ethernet

Message Format(s) SV, GOOSE
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Table 4.4: Bay-level IED Hyper-Edge Classes

Name Attributes

BL-IED

ID String

Port Types
4× Ethernet

2× Fiber Optic

Message Format(s) SV, GOOSE, MMS

4.4.2 Bay-level IEDs

At the bay level, IEDs implement metering and recording, protection and control functions [67]. Sim-

ilarly to the process level, there is no unique mapping between the functions and the IEDs used to

implement them. It is however typical to distinguish between Bay Control Units (BCUs) implementing

control, metering and recording functions and Protection Units (PUs) implementing protection func-

tions. The alternative is to group all bay-level functions into a single Protection Control Monitoring

Recording Unit (PCMRU) [65].

Bay Control Units (BCUs) [68] perform a variety of tasks including (i) the reception of Manufactur-

ing Message Specification (MMS) data from the station level including commands to be applied on the

primary equipment of the bay, (ii) transmission of MMS data containing measurements, reports, sta-

tus information towards the station level, (iii) publication of GOOSE messages including control com-

mands towards the process level IEDs, (iv) subscription to GOOSE messages and SV messages from

process level IEDs, and (v) implementation of automated control workflows and execution of pre-

defined control sequences. Protection Units (PUs) subscribe to (SMV/GOOSE) messages broadcasted

by process level IEDs6, evaluate predefined functions using the content of such messages and issue

GOOSE messages containing trip/close commands towards process level IEDs interfacing with the

circuit breakers of a bay. Commercially available PUs are further distinguishable according to the pri-

mary asset they are designed to protect (e.g., busbar, line, transformer, etc.) as well as the types of

the protection functions they implement (e.g., overcurrent protection, distance protection, differential

protection, etc.). Protection Control Monitoring Recording Units (PCMRUs) combine all aforementioned

functionalities.

Modern IEDs are typically capable of performing several thousand logical functions. It is important

here to acknowledge that different (configurations of) metering and recording, protection and control

functions are suitable for different power systems and operating contexts. Indeed, choosing (the con-

figurations of) such functions requires careful and laborious study of the respective power systemand

the environmentwithinwhich it is anticipated to operate. This can be recognized as a limiting factor to

the development of a generally relevant map of the interface between the primary equipment of the

power transmission grid and its cyber sub-system. Our pragmatic approach facing such limitation is

to introduce a generic bay-level IED hyper-edge classwith attributes referring to its available ports for

communication. We inevitably leave the specification of the precise functions implemented by bay-

level IEDs for a specific use-case of the cyber-physical power grid H2MG. Table 4.4 summarises the

definition of the bay level IED (BL-IED) hyper-edge class7.

4.4.3 Station-level Automation Devices

At the station level, ADs facilitate interface-related and process-related functions which concern the

operation of the overall substation equipment rather than the equipment of a distinguishable bay. A

6As seen in Fig. 4.3 potentially also from remote substation bays.
7Again, although not listed in this table, we consider that all bay-level IEDs support the reception of PTP Sync messages

for time synchronization as well as SCL files containing configuration data.
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typical example of a process-related function is the tripping of multiple breakers across several sub-

station bays according to a bus differential protection scheme. Interface-related functions allow the

monitoring and control of the substation both at local and remote level. Station-level ADs are distin-

guishable in terms of the role/function they implement, the types of ports they host as well as the

protocols they support. We distinguish respective new hyper-edge classes for the H2MG formalism

on the basis of such differences. In order to introduce these additional hyper-edge classes, it is use-

ful to briefly describe the main function/role implemented by each distinct station-level automation

device.

Time synchronization is essential to enable the coordination required for the operation of the elec-

tric power grid. It is achieved through the exchange of timing information in a (nested) master-slave

hierarchy. At the top of this hierarchy lies the grandmaster clock, which uses the Ethernet to dissem-

inate a global time reference around a substation in the form of a so-called Precision Time Protocol

(PTP) Sync message [69]. The top tier of table 4.5 defines the respective hyper-edge class, featuring

two (redundant) Ethernet Ports for outgoing PTP Sync messages as well as a GPS Antenna allowing

the potential reception of incoming synchronization messages from a GPS satellite. In the accompa-

nying code, we populate the station level of every substation with duplicate (redundant) grandmaster

clocks.

Remote monitoring and control functionalities are facilitated by a Gateway. The Gateway device

enables communications between a substation’s internal network and external systems (for instance

the power grid’s control centre and/or the ICT devices of other substations for teleprotection appli-

cations). Beyond being a connection point, the gateway provides protocol connection functionalities.

Further, a secure gateway may also implement crucial cybersecurity functionalties (e.g., firewalling,

intrusion detection, intrusion prevention, etc.). In order to be able to represent gateway devices, we

define a new hyper-edge class of order 10 in the H2MG formalism, as listed in the second tier of ta-

ble 4.5. In the accompanying code, we populate the station level of every substation with a single

gateway device.

Local interface functionalities relate to monitoring and operating the substation’s physical and

cyber infrastructure. We distinguish three (types of) enabling devices, namely the Human-Machine In-

terface (HMI), Server Computer and Engineering Workstation. The HMI device can be seen as the port

through which the human substation operator interacts with the substation’s electrical equipment.

The Server Computer can be seen as the back-office for the local/remote interaction with the sub-

station’s electrical equipment. It collects real-time substation data from IEDs and sensors, hosts the

necessary software applications formonitoring, reporting, alarmmanagement and datamanagement

and additionally facilitates the control of the substation’s equipment. Finally, the Engineering Work-

station allows the configuration andmanagement of the substation’s IEDs, including the performance

of diagnostic tests and firmware updates. The third to last tiers of Table 4.5 introduce the properties

of the hyper-edge classes used to represent these three types of devices. In the accompanying code,

we populate the station level of every substation with a single HMI, Server Computer and Engineering

Workstation.

4.4.4 Networking Devices

In modern digital substations communications happen over Ethernet LANs, which offer high-speed,

reliable data exchange. In order to represent these communication networks in the cyber-physical

power grid H2MG, it is first necessary to add new hyper-edge classes corresponding to the common

networking devices.

A Twisted Pair Ethernet Cable is the physical medium typically used to establish a connection be-

tween any two network devices within the same substation. Similarly, a Single-Mode Fiber Optic Cable

is the physical medium for communications over longer distances, e.g. between substations and the

control centre. We add a generic network link hyper-edge class of order two in the H2MG formal-

ism. The precise cable type can be treated as an optional hyper-edge attribute. An Ethernet Switch is

the networking device used to connect multiple devices and thus form a network. We similarly add a
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Table 4.5: Station-level AD Hyper-Edge Classes

Name Attributes

ID String

Grandmaster
Port Types

2× Ethernet

Clock 1× GPS Antenna

Message Format(s) PTP

Gateway

ID String

Port Types

6× Ethernet

2× Fiber Optic

2× USB

Message Format(s)

SV,GOOSE, MMS

DNP3, Modbus, SNMP

TCP/IP, SNMP, HTTP/HTTPS

HMI

ID String

Port Types

2× Ethernet

2× USB

1× HDMI

Message Format(s) GOOSE, MMS

Server Computer

ID String

Port Types

6× Ethernet

2× Fiber Optic

2× USB

Message Format(s)

SV,GOOSE, MMS

DNP3, Modbus, SNMP

TCP/IP, SNMP, HTTP/HTTPS

Engineering Workstation

ID String

Port Types

2× Ethernet

4× USB

1× HDMI

Message Format(s) SCL files
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generic network switch hyper-edge class with 24 Ethernet ports.

4.4.5 Network Topologies

The substation network is typically divided into two main segments as shown in Fig. 4.4; the process

bus and the station bus. In practice, the segmentation of the process and station busesmaybephysical

or virtual. We opt for the physical segmentation design and populate the power-grid cyber-physical

benchmark with the set of network devices (i.e., network links and switches) necessary to implement

distinguishable process and station buses. The additional choice to be made concerns the topology

for the process-level and station-level communication networks.

In the most simple alternative, the process/station bus network could be arranged as per the

single-star topology. This option relies on a single network switch to act as a central hub towhich each

IED/AD connects through a separate network link. It follows that every transmission goes through the

network switch that has to forward every frame towards the destination device by means of the re-

spective link. This arrangement allows multiple exchanges to occur at the same time [70]. Although

cost effective this topology does not offer any security. Redundant topologies, corresponding to im-

plementations of theParallel Redundancy andHigh-availability Seamless Redundancy Protocols (respec-

tively, PRP and HSR) have therefore prevailed. Both these protocols achieve seamless redundancy

with zero switch-over time and no packet loss for single point network failures [71], [72].

ThePRPuses adouble-star topology,meaning two independent identical paths for data exchange.

It implies duplicate redundant network links and switches. The sender(receiver) sends(receives) all

frames through both redundant networks. The handling (detection and removal) of duplicate frames is

managed by the protocol interface. On the other hand, theHSR connects the IEDs/ADsof the process-

/station- bus in a ring topology. Each outgoing frame is sent by its sender in two copies towards

both directions of the ring, with the second frame to arrive being discarded at the destination. In

the accompanying code, we implement by default the HSR at the process-level of every bay and the

PRP at the station level of every substation. The code also allows the user to specify an alternative

preference per substation and functional level.

4.4.6 Digital substation design cheat sheet

As alreadymentioned, in order to design a fully digital substation certain choices have to be settled. In

real life systems, such design choices are settled by carefully studying the particular application and

are subject to several “non-electrical” constraints (e.g., budget, construction delays, workforce avail-

ability, etc.). In order to generate the population of cyber sub-system components enabling the fully

digital substations of a power grid benchmark, it appears necessary tomake similar choices. Table 4.6

presents the alternatives that are supported in the accompanying code for the extension of a power

grid benchmark into a cyber-physical power grid H2MG. A selection between these alternatives, uni-

versally across the grid or at the substation resolution, can be provided as input by the user. The

default choices implemented in the accompanying code are distinguished in bold in Table 4.6.

4.5 Transmission Control Centers

Transmission control centres constitute the computational infrastructure overseeing the bulk power

grid operation. This infrastructure collects and processes operational data coming through (digital)

substations to monitor the state of the power grid in a nearly-continuous rate. It additionally inte-

grates decision support functionalities allowing to assess the current security level of the power grid,

to efficiently choose remedial actions given any violation of the system security limits, to perform

what-if analysis against postulated operating conditions and to prepare relevant countermeasures.

Further, it also implements control functionalities either in direct mode (e.g., opening of a breaker as

part of a pre-defined automated remedial action scheme), in operator-supervised mode (e.g., remote
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Table 4.6: Digital substation design options

Process level IEDs
(a) SAMU + SIU + NeIU

(b) PIU

Bay level IEDs
(a) BCU + PU

(b) PCMRU

Functional redundancy

(a) only at the process level

(b) only at the bay level

(c) at the process + bay levels

Process bus topology

(a) Single Star

(b) Double Star (PRP)

(c) Ring (HSR)

Station bus topology

(a) STAR

(b) Double Star (PRP)

(c) Ring (HSR)

opening of a breaker by the control room operator) or operator-manual mode (e.g., instructing a sub-

station engineer to open a breaker). In the modern, deregulated power system era transmission con-

trol centres also serve to coordinate the operation of the market entities in the interest of the system

security.

4.5.1 Hierarchical organization

Given the scale of the systems in question and the complexity of the tasks at hand, hierarchical or-

ganization becomes the natural choice for the efficient functioning of transmission control centres.

Towards completing the cyber-physical power grid H2MG representation, we adopt the hierarchical

organization illustrated in Fig. 4.5. At the top of this hierarchy lies a so-called National Control Centre

(NCC) with master authority. Its main responsibilities concern the system balancing, the cross-border

power exchange as well as the coordination of the operation of regional control centres. Multiple

Regional Control Centres (RCCs) have sub-master authority over different parts of the grid. A single

selected RCC acts as a back-up to theNCC. This organization is of course inspired from real-life electric

power systems, wherein both geographical locations as well as the grid topology and voltage levels

are used to define the perimeter of distinct RCCs. The interested readermay find historical information

on the hierarchical organization adopted in Belgium and France in [73] and [74], respectively.

The challenge is once again to transpose the related practical considerations from the real-world

to the context of an academic power grid benchmark, and do so in a system agnostic manner. We

have investigated several alternatives for the association of substations into RCCs and the NCC. In

the absence of any information on the considered system, the default option implemented in the

accompanying code is to associate all substations in two control centers, namely a single NCC and

its back-up. An additional option is to integrate a user-defined allocation of substations into control

centers in the form of an additional input file. Further, we have also implemented an option that

relies on the availability of geographical coordinates for the system buses. As per this alternative, we
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Figure 4.5: Control Centre Organization

only allocate substations including the highest system voltage level inside the perimeter of the NCC.

Following this, the remaining substations are clustered into RCCs according to the k-means algorithm

and while only considering the substation coordinates as features. The resulting RCC with the largest

number of allocated substations acts also as a back-up to theNCC. A final (experimental) implemented

alternative relies on the power grid physical topology. As per this alternative, we once again allocate all

substations including the highest system voltage level inside the perimeter of the NCC. As a next step,

we remove the respective buses from the grid case file and search for distinct topological islands. The

buses connected to any distinct island are allocated to a distinct RCC. Again, the resulting RCC with

the largest number of allocated substations is also the back-up NCC.

In our developed cyber-physical graph, the designation of a control center as an NCC, back-up

NCC or RCC concerns both its ICT infrastructure as well as its connections through external Wide Area

Networks (WANs). The NCC and its back-up connect to any substation and RCC. Further, these two

types of control centers may also have external connections to external entities (e.g., the market op-

erator). In contrast, RCCs only connect to the specified substations within their perimeter as well as

the NCC/back-up NCC.

4.5.2 Cyber infrastructure

In order to complete the cyber-physical power grid H2MG with hyper-edges corresponding to the

cyber infastructure of the grid’s NCCs/RCCs, let us first define respective typical architectures. The

cyber components included in our typical control centre architecture are:

a Video Projection System, displaying a real-time overview of the grid status, including its single-

line diagram, power flow solution, relevant alarms and alerts, etc..
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Table 4.7: Control Centre Infrastructure Specification

National CC Regional CC

Video Projection system X X
Balancing desk X x

Grid Monitoring desk X X
Security Assessment desk X X

Security Control desk X X
SCADA server X X
EMS server X X

Historian server X X
Market Interaction server X x

Inter CC Interaction server X X
Training Simulator server X x

Groups of HMIs forming operator desks related to several tasks, such as real-time grid monitor-

ing, generation/demand balancing, security assessment and control, look-aheadmode planning,

etc..

Server Computers supporting all computational applications necessary to operate the grid and

specifically:

– the SCADA server for monitoring, control and alarm management applications.

– the EMS server for topology processing, state estimation, load flow, security analysis etc.

applications.

– the Historian server for the storage and retrieval of the large amounts of data related to the

operation of the power grid.

– aMarket Interaction server.

– an Inter-Control-Centre Interaction server.

– a Training Simulation server.

a Gateway.

In order to generate the respective hyper-edges, it is first necessary to identify the respective

classes. Hyper-edge classes for HMIs, Server Computer and the Gateway device have already been

introduced in Table 4.5. For simplicity, we reduce the Video Projection System to its essential compo-

nent and namely an imaging device accessible through cable connections (either Ethernet or HDMI).

Next, it is necessary to define the degree of redundancy for each component of the cyber infrastruc-

ture. We consider that any component of the control centre cyber-infrastructure, with the exception

of the non-critical Training Simulator server, is indeed replicated to ensure the required overall high

service availability for the control centre. It is further necessary to define the topology of the control

centre LAN. In our model, we consider a redundant star topology wherein each network component

has two independent links to a central network switch. Finally, Table 4.7 summarizes the difference

in the specification between NCCs and RCCs.

4.6 Concluding discussion

This chapter documents the results of the effort to extend the scope of available benchmarks for

the physical bulk power system so as to enable cyber-physical risk assessment. At the start of this

42



CYPRESS activity, we made the choice of focusing on the cyber sub-system facilitating the opera-

tion of the transmission grid. As this particular part of the cyber infrastructure directly interacts with

the power transmission grid it is the obvious primary modeling requirement for assessing the cyber-

physical risk facing the said system. Cyber-physical threats acting on agents and systems interfacing

the transmission grid, for instance power generators and/or the electricity market operator, can al-

ternatively be represented through their potential effect on the physical behavior of the interfacing

agents and systems.

The challenges of extending a bulk power systemphysical benchmarkwith a representation of the

transmission grid cyber sub-system should not be understated. First and foremost, available bench-

marks do not represent the physical properties of the transmission grid in the level of detail required

to directly focus on identifying/modeling the enabling cyber infrastructure. Indicatively, detailed node

– breaker topologies, assignment of buses into substations and substations in control centres, aswell

as protection principles, rules and settings are examples of the missing information. Even with such

information available, there is no one-to-one mapping between a physical grids and its cyber infras-

tructure. The actual cyber infrastructure of real-life transmission grids has been designedwhile taking

into account several practical considerations that cannot be transposed on the benchmark systems.

Additionally, it is non-public information due to its criticality for cybersecurity and cyber-physical se-

curity reasons.

Facing such challenges, the concrete step that we take here is from the single-line diagram of

a physical transmission grid at the bus–branch resolution to a Hyper Heterogenous Multi Graph of a

cyber-physical transmission grid. The latter includes an asset inventory for the cyber components of

substations and transmission control centres andmaps information (i.e., measurement and command)

exchanges between cyber↔cyber components and cyber↔physical components. We believe that this

is indeed usable for power grid cyber-physical risk assessment in several ways. In the simplest way,

without detailed representation of the behavior of all components of the cyber sub-system, it could

still be used to represented postulated cyber threat scenarios. Indeed, a sufficientway of representing

such scenarios could be to onlymodel the assumedmaloperation of the concerned cyber sub-system

components. For cyber components that are not affected by the threat and operate as intended, the

physical model of the system may be sufficient. In a more advanced way, it may of course also be

used in conjunction with freely chosen models of the cyber and physical system components in a

co-simulation framework.

In other words, we consider the result of this effort as a stepping stone in the pathway for cyber-

physical risk assessment andwe hope that othersmaywish to build on top of it. With thismotivation,

we envision the public release of the accompanying code that implements the process described here

in the Julia programming language. We also believe that the documentation of all the choices we had

tomake in this documentmay help other researchers that are also pursuing the question of modeling

for cyber-physical risk assessment. It is worthwhile to acknowledge at this stage a particular choice

that has been left implicit in the previous parts of this chapter. The developed cyber-physical H2MG

does not include any explicit cybersecurity devices. Our primarymotivation for doing sowas to provide

a blank-page where onemaywish to add/study the effects of any particular cybersecurity device. We

must also acknowledge however that our choice was affected by the fact that information on the

cybersecurity measures in place on actual power systems is scarce, for obvious reasons.
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