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Abstract

Drones have become essential tool in various industries, from agriculture to surveil-
lance and are now increasingly deployed on battlefields for detection, recognition,
identification, and combat. While most systems remain controlled by human,
the shift toward autonomy is intensifying, driven by breakthroughs in artificial
intelligence, notably in reinforcement learning and scalable simulation techniques.
This paper presents two contributions. A multi agent reinforcement learning en-
vironment for drone combat built on IsaacL.ab. An in-depth comparison between
decentralized learning and self-play scheme in competitive settings. Our work
confirmed the benefits of self-play methods for autonomous drone combat.

1 Introduction

Drones have become an important asset in various applications [1, 2]. In recent years, their numbers
have drastically increased in combat zones, as they offer a low-cost solution to detect and identify
strategic targets such as armed vehicles or critical infrastructures like power plants [3]. Additionally,
they can easily be converted into lethal, low-cost weapons, representing a threat for these targets [4].
The conflict in Ukraine highlights the growing deployment of weaponized versions of commercial
drones [5—7]. Their small size and speed impose constraints and complexity on designing counter-
measures that require minimal resources and time. Multiple ways of dealing with these threats are
currently considered [8, 9], a distinction in these countermeasures can be made between physical
and electronic systems. Physical defenses include measures such as air defense systems, lasers,
net guns, and interceptor drones [10]. Various combinations were explored, such as, integrating
anti-aircraft guns with radar and laser systems [11], or deploying drones to pursue and neutralize
other drones [12]. However, these approaches face key challenges: drones are highly agile, making
them difficult to target, and the cost of defense systems, particularly missiles, often exceeds the value
of the drones they aim to destroy [13]. In contrast, electronic systems exploit tactics such as radio
jamming, eavesdropping, and information injection [14]. In this work, we study the control of an
interceptor drone to intercept and neutralize adversarial drones actively. Interceptor drones offer
multiple advantages. Their speed and rapid movements make them a highly adaptable countermeasure
capable of operating on various terrains. They are cost-efficient, can be deployed from commercially
available drones [7, 15], and do not rely on high-cost, military-grade weapons. Finally, the majority
of their components can be fabricated through additive manufacturing techniques such as 3D printing
[16], enabling fast assembly.

A well-established framework of artificial intelligence for control is reinforcement learning (RL),
where agents learn to make sequences of decisions by interacting with an environment. It has shown



great capabilities in robotics applications, like the ability to control first-person view (FPV) drones
better than the best pilots [17], or the ability to learn human actions like walking or running [18].
These examples consider a single agent training in the environment and, when there are several,
reinforcement learning extends to multi-agent reinforcement learning (MARL). MARL achieves
human-level performance under challenging tasks such as competing with some of the best human
players in StarCraft IT [19] and beating Chess Grandmasters [20]. It also demonstrates the capacity to
solve complex drone control tasks such as flying in a formation pattern [21] or exploring an unknown
environment through drone swarms [22]. There is no doubt that MARL could reshape the battlefield
landscape by enabling autonomous systems to coordinate, adapt, and make complex decisions
collectively. This could allow swarms of drones to respond to threats dynamically, and carry out
missions with reduced human intervention. However, there is still a gap before deploying autonomous
agents in a real battlefield [23]. These previous examples typically make strong hypotheses both on
the drones and the environments that should be relaxed to be closer to real combat situation.

This paper analyzes and explores the inherent challenges of MARL, such as the continual co-
adaptation of multiple agents as they learn from interactions with one another, known as the moving
target problem [24, 25]. This non-stationarity induced by learning agents can lead to cyclic dynamics
[26], whereby a learning agent adapts to the changing policies of other agents, which in turn adapt
their policies to the learning agent’s policy, and so on, creating possible infinite cycles in their
strategies. Unlike single-agent settings where an optimal policy is defined with respect to a stationary
environment, in MARL, an agent’s policy is inherently linked to the policies of all other agents [27,
28]. Thus, defining and achieving optimal behavior in multi-agent environments requires different
criteria from the single-agent optimality concepts. This interdependence between agents requires
additional theoretical frameworks, largely drawn from game theory. Solution concepts in multi-agent
settings often revolve around achieving some form of equilibrium, such as the widely studied Nash
equilibrium [29]. Other concepts like correlated equilibria or evolutionarily stable strategies also offer
valuable frameworks for analyzing multi-agent learning outcomes [30, 31]. Furthermore, the dynamic
and often uncertain nature of multi-agent interactions underscores the importance of developing
robust policies, i.e., policies that can maintain performance despite variations in opponents’ strategies
[32, 33].

To address the presented challenges, self-play methods are central in MARL by confronting an agent
with its own weaknesses. Traditionally, this means an agent competes directly against copies of
its current policy: in doing so, it discovers and exploits weaknesses in its play. There are several
examples of games where human-level performance has been achieved with this particular scheme,
such as Stratego, Go and chess [20, 34, 35]. Self-play also shown benefits for autonomous driving
[36]. In our approach, an asymmetric self-play scheme is applied only the defender which periodically
faces off against frozen, past checkpoints of the attacker during training.

Nowadays, high-fidelity physics simulators have a significant impact on RL research for environment
creation and agent training. Training in a simulator is often divided into two steps: data collection and
policy updates, where a policy refers to the agent’s decision-making function that maps observations
to actions. Nowadays policies are neural networks trained on GPUs, a high-fidelity simulator that also
runs on GPU can significantly improve the speed of training. For this reason, the IsaacLab framework
[37] and the IsaacSim simulator [38] were selected to design a new adversarial environment involving
two agents. This new environment models a combat scenario where one drone attempts to reach a
target, while the other tries to prevent it by colliding with it. Crazyflie drones [39] were selected for
this task. Their open-source nature simplifies the acquisition of necessary data, such as their mass or
thrust-to-weight ratio.

This paper is organized as follows. In Section 2, related works on autonomous drone control are
reviewed. Section 3 covers the theoretical background. In Section 4, our approach to the problem is
presented. Section 5 discusses the results, and finally, Section 6 concludes the paper and outlines
potential future work.

2 Related Work

Game theory provides a framework for modeling strategic interactions among rational agents and
for formally classifying different categories of games. In cooperative games, all agents optimize a
shared reward function and pursue a common objective. In contrast, competitive or zero-sum games



are characterized by strictly opposing interests, where the gain of one agent is exactly the loss of
another. More generally, general-sum games represent settings in which the outcomes of one player
are not necessarily related to those of others. Important contributions in Game theory, such as Nash’s
equilibrium [29], have laid the groundwork for analyzing the strategic outcomes and stability of
policies learned by agents in competitive and cooperative environments. Other solution concepts
exist, such as maxmin / minmax strategies [40], iterated elimination of dominated strategies [41],
and correlated equilibria [42], that have further enriched our understanding of multi-agent dynamics.
Game theory and RL have shaped the current field of MARL [26].

Generally, MARL methods fall between a fully centralized [43] or fully decentralized paradigms [44].
In the centralized paradigm, a joint policy is learned with global state information. Decentralized
methods, on the other hand, train each agent independently based on local observations and individual
rewards. While decentralized learning can handle general-sum games, it often suffers from instability
due to the non-stationarity of the environment, even in simple settings [45]. An emerging compromise
is the framework of centralized training and decentralized execution (CTDE) [25], in which, during
training, agents exploit global information about the environment to mitigate the non-stationary
challenges caused by simultaneous learning, but at execution, each agent selects actions based only
on its own local observations. Recent works showed that CTDE methods consistently achieve state-
of-the-art results on standard cooperative multi-agent reinforcement learning benchmarks [46]. There
are two prominent classes of CTDE methods: actor-critic and value decomposition approaches. In
actor-critic approaches, each agent learns a decentralized policy using a centralized critic that has
access to the joint observation history during training. This centralized critic provides better value
estimates than a local critic, thereby improving policy learning [47]. At execution time, the critic is
no longer required; each agent acts independently based solely on its local observation history. In
contrast, in value decomposition methods a centralized learner trains decentralized value functions
by factorizing the joint action-value function into individual agent-specific value functions. These
individual function enables decentralized execution [48].

CTDE strategies have proven highly effective in a range of cooperative drone applications requiring
tight inter-agent coordination. In urban surveillance, for example, such frameworks enable drones
swarms to collaboratively navigate and efficiently monitor target areas. Huang et al. [49] introduce a
Multi-Agent Critic-Actor learning scheme, where a centralized critic maximize the discounted global
rewards considering both safety and energy efficiency and an actor per drone to find decentralized
policies to avoid collisions. In the field of mobile edge computing, MARL models trained with
centralized knowledge have been applied to optimize drone trajectories and resource allocation. Park
et al. [50] propose a method allowing drones to act as mobile base stations, to improve service quality
in mobile access networks. Precision agriculture also benefits from these strategies, Sahu et al. [51]
study a multi-agent approach to field coverage, where drones dynamically adapt to environmental
changes to ensure complete monitoring while minimizing redundancy.

While competitive MARL scenarios for drone control have received less attention than cooperative
settings, they present unique challenges, as agents must learn to counter adversaries with opposing
objectives. To deal with these challenges, recent research combined hierarchical decompositions and
self-play under a CTDE paradigm. Many approaches relies on hierarchical framework separating
decision-making into macro- and micro-levels. Chai et al. [52] propose a two-tier architecture for
air-to-air combat, where an outer strategic planner selects high-level combat objectives and an inner
maneuver controller translates those objectives into precise flight commands. This framework relies
on self-play during training. Building on this concept, Selmonaj et al. [53] design a hierarchical
multi-agent system in which a high-level “commander” issues macro commands to subordinate
agents. These agents, in turn, rely on self-play to refine group tactics and adapt to evolving strategies.
More recently, Pang et al. [54] introduce a three-tier Leader-Follower Multi-Agent Proximal Policy
Optimization scheme for drones combat. In their design, the top tier performs battlefield assessment,
the middle tier determines optimal engagement angles, and the bottom tier issues flight commands.

Although most autonomous drone studies adhere to the CTDE paradigm, recent success of Schroeder
de Witt et al. [55] on the StarCraft Multi-Agent Challenge, demonstrated that decentralized agents
trained with independent proximal policy optimization (IPPO), relying only on local observation
during training, can match or exceed the performance of agents trained with centralized critics, which
have access to global information, and, surprisingly, with little hyperparameter tuning. Beyond
StarCraft, recent work by Batra et al. [56] shows that fully decentralized RL can produce interesting
swarm behaviors. They demonstrate advanced flocking behaviors, perform aggressive maneuvers



in tight formations while avoiding collisions with each other, break and re-establish formations to
avoid collisions with moving obstacles, and efficiently coordinate in pursuit-evasion tasks. Our work
follows this approach by investigating autonomous drone combat based on independent learning and
self-play methods.

3 Theoretical Background

The stochastic game (SG), also called a Markov game [44], is at the foundation of MARL. In an SG,
a set of agents interact with the environment by observing its state, choosing actions, and receiving
rewards over a time sequence.

Definition: A stochastic game is defined by the tuple (n, S, {U;}ica, P, {Ri}ica,7,p,T), where
A = {1,...,n} denotes the set of n > 1 agents, S denotes the state space, and I; denotes the
action space of agent i. LetU := Uy X -+ X Uy, then P : S x U — A(S) denotes the transition
probability from any state s € S to any state s’ € S for any joint action u € Y. The reward function
R; : S xU x § — R determines the immediate reward received by agent 4. Finally, v € [0, 1) is the
discount factor, p € A(S) is the initial state distribution, and T' € N U {co} is the time horizon.
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Figure 1: Interaction of three agents with the environment in a stochastic game [57]. Agents
i € {1,...,3} have access to the state s’ to select actions u’. As a consequence, they each receive a
reward 7! and the environment transitions into a new state s'*.

The SG formalism is the standard for a fully observable environment, which is the case of this work.
Within this framework, agent behavior is typically analyzed through game-theory principles. In
particular, many solution concepts rely on the notion of best response, where a strategy is optimal
for an agent given the fixed strategies of all others, in terms of maximizing its expected cumulative
reward. This notion is inherently static [58, 59], as it assumes the strategies of opponents are fixed. A
Nash equilibrium is a stable point in which each agent’s strategy is a best response to the strategies of
the others. The existence of such a solution in any general-sum, non-repeated, normal-form game was
first proven in the seminal work of Nash [29]. To define a Nash equilibrium, we first define the value
function V; of agent , and the joint policy m = (m;, m—;) where —i represents all agents but agent i.
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A Nash equilibrium is a joint policy 7* = (7, 7* ;) satisfying:

VT s) > VT (s), Ymell VseS Vie A )
Intuitively, the Nash equilibrium represents a joint policy where no agent can improve its expected
cumulative reward by changing their own policy while others keep theirs fixed [29]. In a Nash
equilibrium, each agent’s strategy is a best response to the joint strategy of all other agents [60]. Even
though Nash equilibria are guaranteed to exist, verifying their presence is intractable in practice for
high-dimensional environments [61]. Classical reinforcement learning algorithms, like policy gradient
methods, lack theoretical guarantees for convergence to Nash equilibria in multi-agent settings, and
may instead converge to suboptimal or unstable strategies [62]. Especially in general-sum or partially



observable environments, where agents have limited access to the state of the environment. This has
motivated the self-play paradigms in recent research [63].

Once training is complete, the performance of agents in a multi-agent setting can be assessed through
several metrics. A direct and widely adopted approach, especially in single-agent settings, is to
evaluate the expected cumulative reward, as formalized in the value function V"""~ (s), defined
in Equation 1. This measures the expected return for agent ¢, assuming it follows policy m; while
the other agents follow 7_;. Reward-based evaluations are straightforward but often fail to capture
strategic nuance in competitive settings. Indeed, high returns may simply reflect exploitation of
weak opponents rather than genuinely robust play. Consequently, game-theory metrics are frequently
required in adversarial domains. One such metric is the Elo system originally developed for chess,
which assigns each player a score within a population [64]. Let R4 and Rp be the Elo ratings of
agents A and B, respectively. The estimated probability of winning for agent A against agent B, and
vice versa, can be estimated as follows:

1 1
Ea= 1+ 10(Rs—Ra)/400° Ep= 1+ 10(Ra—Rp)/400

3

Note that F4 + Ep = 1. The constant 400 determines the steepness of the logistic function, for
instance, if agent A has a rating 400 points higher than agent B, A is expected to win with a
probability ten times greater than that of B. After each episode, the Elo ratings are updated according
to the formula:

R, = R+ K(S; — E;) ()

where R; is the current Elo rating of agent ¢, R} the updated rating, F; the expected score,
S; € {0,0.5,1} the actual result (loss, draw, or win), and K a constant controlling the update
magnitude.

Another commonly used performance metric is the win rate, which measures the proportion of
matches an agent wins against others in the population. This metric offers valuable insights into an
agent’s relative strengths and weaknesses, particularly when evaluated against specific subgroups
within the population. Unlike Elo ratings, which provide a general measure of performance, the win
rate can highlight whether an agent performs especially well or poorly against certain subsets of
opponents.

4 Experimental Setup

In this section, the components of the SG of our experiments are defined in addition to the training
procedure.

State Space S

The state space S consists of all possible states of the environment. In our drone combat scenario, the
state space S is defined as:

S={pY,ad.py.ay,p{’, v, wg v wy' g4, g2} € R? 5)
In which pY, pY, py’ represent respectively the position vectors in R? of the defender drone, the
attacker and the target in the world frame. Vectors q%, q¥¥ represent the quaternions in R* encoding
the orientation of the defender and attacker drones with respect to the world frame.The vectors v,
v¥ € R3 and w¥, w¥ € R3 both represent the linear velocity and angular velocity vectors of each

drone in their base frame. Finally, g, gg € R3 represents the projected gravity vector in the base
frame of each drone, which provide orientation of each drone.

Joint Action Space

A joint action u is:
ll:(ul,II2) €U X Us (6)



The action space for each agent consists of a vector w; = (u; 0, w1, U; 2, U;i,3), where:

* u; o represents the thrust, normalized between —1 and 1.

* U1, U;,2, and u; 3 represent the moments applied around the roll, pitch, and yaw axes, also
normalized between —1 and 1.

The thrust is scaled according to the drone’s weight and a predefined thrust-to-weight ratio. The ratio
for the Crazyflie model is approximately 1.9 [39]. Each agent controls a drone through applied forces
and torques see Figure 2.

U0 + 1

thrust; = thrust_to_weight x robot_weight x ( 5

) @)

This shift ensures that the thrust ranges from zero to the maximum achievable thrust. The moments
are adjusted based on a moment scaling factor, moment_scale:

moment; = moment_scale X (u; 1, u; 2, U; 3) 8)

A vaw
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Figure 2: Representation of the action spaces

Reward Functions R;

Each agent ¢ receives a reward according to a tailored reward function R;, implying that our environ-
ment is a general-sum game. The reward r; received by the defender drone is:

71 = Tdistance — T'lin_vel — Tang_vel + Twin — Tpen — Talt_pen 9

The terms of the reward function include a distance-based component encouraging the defender to
get closer to the attacker, this term is computed as follow:

Pz pa
Tdistance = 1- tanh( d7a ) (10)
C1
where || .|| is the euclidean distance € R® between the attacker and the target, and where c; is a

hyperparameter depending on the size of the environment.



Tlin_vel aNd T'ang_ve1 represent linear and angular velocity penalties, their values are quite small ranging
from -0.01 to -1. These terms motivate the agent to learn a more human-like flight. Without these
terms, drones start to develop very turbulent flight. 7y, represents a large positive reward (+300) for
successful interception of the attack drone. However, if the attacker reaches the target point, a penalty
Tpen (-300) is assigned to the defender. Finally, an altitude penalty 7, pen (-10) is added to simulate
the crash of a drone. When it happens, the other drone gains a positive reward as it can be considered
a win.

Similarly, the reward ry received by the attacker drone according to the reward function R, is
calculated as:

T2 = Tdistance — Tlin_vel — Tang_vel + "win — Tpenalty — Talt_pen (11)

For the attacker drone, the distance component encourages proximity to the goal. This term is
computed as :

(Hpé",pé”l\)
2

Tdistance = 1 — tanh (12)

where c; is another hyperparameter depending on the distance to the target.

5 Methods

In this paper, we compare two approaches: Independent proximal policy optimization (IPPO) and an
modified version of IPPO, Self-play based IPPO (S-IPPO).

IPPO

IPPO was implemented via the SKRL library [65] following the algorithm details presented by
Schroeder et al. [66]. IPPO is an extension of PPO to multi-agent settings. PPO is an algorithm
derived from Trust Region Policy Optimization (TRPO) [67], which is a class of policy-gradient
methods that restricts the update of a policy to within the trust region of the behavior policy by
enforcing a KL divergence constraint on the policy update at each iteration. Initially, TRPO optimizes
the following:

mo(us | 8t) 2

E, . Als,u)| | bject to By, o, [KL (9., 7)] < 6 13
moax t,Ust 7790|d(ut | St) (St ut) subject to t) t[ (ﬂ—eold 7T‘9)] ( )

where 0,4 are the parameters of the policy before the update and A(s;, u;) is an approximation of
the advantage function. This formulation is computationally expensive due to the computation of
multiple Hessian-vector products when approximating the KL constraint. To solve this, PPO[68]
approximates the trust region constraints by policy ratio clippings, i.e. the policy loss becomes:

[,(9) = ESt,ut |:m1n <7T0(Ut|8t)‘4(sta ’lLt), Chp <71W7 1- € 1+ €> A(Sta ut)>:| (14)

T4 (ut | St) T4 (ut | St)

In IPPO every agents learn a decentralized policies 7* with individual policy clipping, where each
agent’s independent policy updates are clipped based on the objective defined in Equation 17. A
variant of the advantage function, where each agent i learns a local observation based critic V;(0?)
parameterised by ¢ is considered, using Generalized Advantage Estimation [69]. The network param-
eters 6, ¢ are not shared across critics and actors in this implementation. An entropy regularization
term is also added to the final policy loss [70]. For each agent ¢, the advantage estimation is computed
as:

A% = Z(’y)‘)l§§+l7 where 5; = 7’2 + 7V¢i,old (SiJrl) - V(f’i,old(si) (15)



where §! is the temporal difference at time step t. The team reward 7 (s, ;) approximates ¢ (0%, u?).
Following that, the final policy loss for each agent ¢ becomes:

LY(0) = Ey o [min (MAi,cnp (W 1—e1+ e> A;’)] (16)

T (ut | 0%) T4 (ut | 0%

Value Clipping is applied to restrict the update of the critic function as proposed by [69]:

£0) = Egi [mind (Vs (0}) = Vi), (Vioia (01)) + elip(Vi (0}) = Vg ia(0}), —€, +¢) = V7)? }|
a7
where ¢4 are parameters before the update and V;/ = A% + V(o). This restriction of the value
function to within the trust region helps avoiding overfitting to the most recent batch of data. For
each agent the overall learning loss becomes:

L((;by 0) = Z Ll (9) + Ac7'itic‘ci(¢) + )\entropyH(ﬂ-i) (18)
i=1

where 7—{,(7ri) is the entropy of policy 7 and Agpizie and Aentropy are hyperparameter set to 1.0 and
0.001 respectively.

Learning Architecture: We use orthogonal initialization with a gain of /2 to initialize the parameters
of both the policy and value networks, a strategy known to perform well with ELU activations. The
input of each network consists of a flatten state vector, which is passed through two fully connected
layers with 256 and 128 hidden units respectively, each followed by ELU activations [71]. The
policy network outputs the mean of a Gaussian distribution over actions, with a state-independent log
standard deviation parameter. Advantage normalization is applied once before training by subtracting
the mean and dividing by the standard deviation over the full rollout buffer. A KL-adaptive learning
rate scheduler with a threshold of 0.008 is used. The PPO-specific hyperparameters include a clipping
ratio of 0.2 and discount factor A= 0.99.

S-IPPO

A new Self-play variant of IPPO was also implemented, this new approach aims to improve the
defender robustness by modifying the training opponent selection process. The core modification
involves maintaining a fixed population of M distinct and frozen attacker policies.

Training is divided in chunks. During training, the defender policy 7y, primarily collects experience
by interacting with the current version of the opponent policy. However, with some probability
p, at the end of a chunk, the defender instead interacts with a past version of the attacker policy
sampled randomly from previously saved opponent checkpoints. The defender’s policy 7y, is then
updated following the standard IPPO algorithm detailed previously (Equations 15-18), exploiting
the experience gathered from these interactions. The idea behind this training scheme is to help the
defender develop more robust and generalized behaviors.
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Figure 3: Overview of S-IPPO.

To test both methods we trained agents during 1 billion timesteps with 1000 environments running in
parallel, checkpoints for both the attackers and the defenders were taken every chunks, the probability
p of switching from the live version of the attacker to a past frozen version of it is 0,2.

6 Results

As stated in Section 5, during training, a checkpoint of each agent is saved every chunk, each chunk
is composed of 10 million timesteps, resulting in a population of 100 distinct versions of attackers
and defenders. To evaluate their respective Elo scores, each attacker—defender pair was matched 5
times, yielding a total of 50,000 simulated combats. The matches are randomly ordered to ensure
statistical fairness and to avoid bias introduced by the ordering of evaluations. To make sure the elo
score converge each pair play 100 episodes against each other. This methodology was performed
eight times and the results were averaged across these runs.

Figure 4 and 5 presents the Elo score evolution of both teams trained with IPPO. The attackers
achieves higher Elo ratings than the defender. This discrepancy may be partially attributed to the
unfairness of the tasks: the attacker’s target remains fixed, allowing it to better optimize its strategy,
while the defender must adapt to the evolving and increasingly competent behavior of the attacker.
The defender’s Elo slighty decrease at first then remains relatively constant over time, suggesting
that earlier defender might learn more general strategies than later one. The constant elo observed
after suggests that more trained defender may forget early attacker and are only strong at each chunk
against a subset of attacker. However elo scores obtained from S-IPPO are slightly higher, regarding
the defender. The final defender saved achieves a mean elo score of 1450 compared to 1350 for IPPO,
suggesting that more trained defender don’t forget early attacker.

. bt M A
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Figure 4: IPPO Elo Score Figure 5: S-IPPO Elo Score

Our suggestion is further reinforced by the win rate analysis presented in Figures 6 and 7, which
display the average win rates across all runs between ten defender and every attackers, these heatmaps
were clipped between 0,25 and 0,45 to better visualize the average trend present in each methods.
Under the IPPO framework, each defender exhibits marginally higher win rates against attacker



policies generated around the same stage of training. This trend indicates a form of temporal
overfitting, where defenders adapt primarily to the strategies of their current attackers, but fail to
generalize effectively to opponents trained significantly earlier or later. Notably, a marked decline in
defender performance becomes evident beyond approximately 600 million timesteps, suggesting a
degradation in the ability to counter earlier attack strategies over time.

In contrast, the S-IPPO approach demonstrates higher win rates against earlier attacker checkpoints.
This outcome highlights the benefits of training defenders against a diverse set of opponent policies
drawn from different stages of training, thereby improving robustness and mitigating the forgetting
effect.

Defender Win-Rate Heatmap

A A Y S A A A e

Defender Training Timesteps

Figure 6: Win rate of IPPO. Figure 7: Win rate of S-IPPO.

Regarding the variance in performance, S-IPPO displays a higher variance in win rates compared to
IPPO. This observation suggests that the outcome of training under S-IPPO is more sensitive to the
rate and diversity of opponent exposure during training, potentially due to the broader behavioral
spectrum introduced by replaying past attacker checkpoints. This could also come from inherent
stochasticity of RL. Two runs can output really different results leading to an high variance.

Figure 8: Variance heatmap for IPPO defenders Figure 9: Variance heatmap for S-IPPO defenders
against attacker checkpoints. against attacker checkpoints.

7 Conclusion and future works

In this paper, we develop and evaluate multi-agent reinforcement learning approaches for autonomous
drone combat. We introduce a competitive MARL environment built on IsaacLab, featuring a combat
scenario where an attacker drone attempts to reach a target while a defender drone aims to intercept it.
Agents control Crazyflie drones through thrust and torques. Our primary investigation compare a fully
decentralized learning paradigm, IPPO, against an asymmetric self-play scheme, S-IPPO, in which
the defender trains against a population of attacker policies. This approach specifically addresses the
moving target problem inherent in competitive multi-agent settings. We evaluate the performance
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of these approaches at the end of training using the Elo rating system, and we analyze the win rates
of several matchups during training to support the results provided by the Elo scores. Our results
highlight the benefits of training a defender against past version of the attacker, demonstrating that
S-IPPO improves the development of more robust defenders.

This work constitutes a first investigation of two-team drone competitive tasks using fully decen-
tralized methods, and we propose several future research directions. First, we suggest performing
the same experiments in more complex environments with more than two agents and under partially
observable settings. Given their impressive results in cooperative tasks, a comparison between CTDE
methods and fully decentralized approaches may yield interesting insights. Another research direction
consists in comparing a symmetric self-play scheme to S-IPPO. We also recommend conducting
behavioral and policy analyses to better understand why some teams achieve higher Elo scores and
how strategy diversity emerges within a single training population.
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