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Abstract
Chemical risk assessment is evolving from traditional deterministic approaches to embrace proba-
bilistic methodologies, where risk of hazard manifestation is understood as a more or less probable 
event depending on exposure, individual factors, and stochastic processes. This is driven by 
advancements in human stem cells, complex tissue engineering, high-performance computing, and 
cheminformatics, and is more recently facilitated by large-scale artificial intelligence models. These 
innovations enable a more nuanced understanding of chemical hazards, capturing the complexity 
of biological responses and variability within populations. However, each technology comes with 
its own uncertainties impacting on the estimation of hazard probabilities. This shift addresses the 
limitations of point estimates and thresholds that oversimplify hazard assessment, allowing for the 
integration of kinetic variability and uncertainty metrics into risk models. By leveraging modern 
technologies and expansive toxicological data, probabilistic approaches offer a comprehensive 
evaluation of chemical safety. This paper summarizes a workshop held in 2023 and discusses the 
technological and data-driven enablers, and the challenges faced in their implementation, with 
particular focus on perturbation of biology as the basis of hazard estimates. The future of toxico-
logical risk assessment lies in the successful integration of these probabilistic models, promising more 
accurate and holistic hazard evaluations.

Plain language summary
Understanding chemical risks is key to public health. Traditional risk assessments rely on fixed safety 
margins and animal tests, which can miss complex human responses. Probabilistic risk assessment 
uses advanced tools – human stem cells, organ‑on‑chip systems, and AI – to estimate the likelihood 
of harm across different scenarios. By modeling individual variability (genetics, exposures) and 
quantifying uncertainty, it provides nuanced risk estimates rather than binary “safe/unsafe” labels. 
This approach increases transparency, shows confidence intervals, and reduces animal testing by 
integrating human‑relevant data. Challenges include defining harm thresholds, integrating diverse 
datasets, and gaining regulatory acceptance. Workshops like the 2023 CAAT-ONTOX meeting 
in Italy highlighted how measuring biological perturbations (e.g., molecular or cellular changes) 
informs probability of adverse outcomes. As technologies and data improve, probabilistic methods 
promise more realistic, protective chemical safety evaluations that reflect real‑world human diversity. 
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“The conception of chance enters in the very first steps of scientific activity  
in virtue of the fact that no observation is absolutely correct. I think chance is a more 

fundamental conception than causality; for whether in a concrete case,  
a cause-effect relation holds or not can only be judged by applying the laws of 

chance to the observation.”  
Max Born (German-British theoretical physicist, 1882-1970)
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from Group 1 (“carcinogenic to humans”) through Group 2A 
(“Probably carcinogenic to humans”), 2B (“Possibly carcinogenic 
to humans”), and 3 (“Not classifiable as to its carcinogenicity to 
humans”). Moreover, the inherent variability within experimen-
tal models and human populations – shaped by factors ranging 
from nutritional status and co-exposures to genetic backgrounds 
– diminishes the informative value of deterministic approaches. 
In terms of setting enforceable contaminant levels, conventional 
efforts have ignored this variability altogether, applying arbitrary 
uncertainty factors (i.e., 10-fold dose reductions) to extrapolate to 
the population from the experiment. 

This discussion of variability and uncertainty highlights one of 
the many benefits of adopting probabilistic approaches in hazard 
assessment: empowering risk assessors to embed concrete met-
rics of uncertainty into their models. Models can now incorporate 
kinetic variability, delineating hazard characterization through 
points of departure by internal dose, target organ, or even subcel-
lular targets. As an additional layer of confidence, probabilistic 
models that capture and enumerate any measurable variability and 
the uncertainty that accompanies it can be constructed. This bio-
logically informed perspective enables a more holistic integration 
of spatial and temporal variability, fostering a systems-level com-
prehension of hazard.

The transition to ProbRA is made possible by modern technolo-
gies and the exponential growth of available toxicological data 
and computing power. Text mining of peer-reviewed and grey lit-
erature allows for the capture of a broader array of relevant data 
than traditional (systematic) reviews (Hoffmann et al., 2017) and 
meta-analyses, informing a more comprehensive weight-of-ev-
idence approach. Furthermore, the application of AI helps over-
come limited understanding of biological interactions under a sys-
tems biology perspective (Hartung et al., 2017), enabling comput-
ers to identify patterns in large datasets that may not be obvious to 
human observers.

However, this promising future also presents its own challeng-
es, particularly as the current hazard assessment landscape shifts 
towards greater adoption of in vitro and in silico models. This 
shift necessitates distinguishing between adaptive responses and 
adverse outcomes (Hartung, 2023a). For example, mere receptor 
binding or gene expression changes do not necessarily indicate a 
negative impact on functionality, as biological systems are inher-
ently adaptive. Additionally, challenges arise in defining adversity 
using highly dimensional data, such as omics data, which is inher-
ently upstream of the phenotypic manifestation of hazard. Deter-
mining the minimum acceptable evidence of an adverse outcome 
based on differentially expressed genes, translated proteins, gen-
erated metabolites, or altered subcellular functionality remains a 
complex task.

1  Introduction

Chemical risk assessment is in the midst of the paradigm shift 
sweeping the field of toxicology: With great advancements in hu-
man stem cells, complex tissue engineering, high-performance 
computing, cheminformatics, and large-scale artificial intelligence 
(AI) models, the toxicological sciences are better poised now than 
at any point in the field’s history to predict chemical hazard. We 
can characterize in detail how organisms react to chemical expo-
sure, but the challenge is to translate this data to an individual’s 
and population’s risk to enable risk management. This requires the 
integration of very diverse information from these advanced tech-
nologies and calls for the adoption of probabilistic approaches to 
hazard assessment (Maertens et al., 2022).

The European ONTOX project1 (Vinken et al., 2021) aims at 
promoting safer chemicals using fewer animals and places proba-
bilistic risk assessment (ProbRA) at its core to enhance the accura-
cy and reliability of hazard predictions and risk characterizations. 
ProbRA integrates diverse data sources and models the variability 
and uncertainty inherent in biological responses to chemical ex-
posures. By employing systems toxicology approaches, ONTOX 
leverages high-throughput omics data and computational mod-
eling to identify and quantify the probability of adverse outcomes. 

Traditional risk assessment methods often rely on determinis-
tic approaches, which use fixed safety margins and thresholds to 
evaluate chemical hazards. These are often based on propagating 
forward numerous worst-case scenario assumptions, which pro-
duce conservative point estimates. However, these methods do 
not adequately capture the variability and uncertainty inherent in 
biological systems. Systems toxicology offers a probabilistic ap-
proach to risk assessment, which accounts for the distribution of 
responses within a population and the uncertainty associated with 
different data sources. Probabilistic hazard assessment uses statis-
tical models to estimate the likelihood of adverse outcomes based 
on the extent of biological perturbation. This approach allows for 
a more nuanced understanding of risk, incorporating factors such 
as dose-response relationships, inter-individual variability, and the 
combined effects of multiple pathways.

At the heart of this evolution lies a critical question: Why do 
we require a departure from deterministic approaches towards em-
bracing probabilistic methodologies in hazard assessment? The as-
sumption of a binary presence of hazard at a given dose falls short 
of capturing the biological interplay between adaptive response 
and perturbation. Hierarchical classification systems describing 
the strength of hazard evidence are the typical regulatory output 
of deterministic hazard assessment, with a primary example being 
the World Health Organization’s (WHO’s) International Agency 
for Research on Cancer (IARC), which groups chemical agents 

1 https://ontox-project.eu/

Abbreviations: AI, artificial intelligence; AOP, adverse outcome pathway; ECHA, European Chemicals Agency; EFSA, European Food Safety Authority; IARC, International 
Agency for Research on Cancer; ProbRA, probabilistic risk assessment; KE, key event; MIE, molecular initiating event; MPS, microphysiological systems;  
NAM, new approach methodology; OECD, Organisation for Economic Co-operation and Development; PBPK, physiologically-based pharmacokinetic; POD, point of depar-
ture; (Q)IVIVE, quantitative in-vitro-to-in-vivo extrapolation; WoE, weight of evidence
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high-throughput and high-dimensional data such as omics, and in 
chemico approaches into ProbRAs. The challenge lies not in the 
scarcity of data-rich sources but in the ability to efficiently and 
transparently integrate these disparate data. While the necessary 
computing power is now available to allow the integration of high-
dimensional data across different data structures, this will only be 
useful to regulators if there is confidence in the method of data 
integration. Larger datasets do not guarantee that the signal will 
be stronger than the noise. Factors such as context of use, biologi-
cal mechanism, incorporation of quality controls, and independ-
ent review must be considered. Furthermore, publication bias in 
toxicology tends to favor positive results, while most chemicals 
in the European Chemicals Agency (ECHA) registration database 
are negative (Luechtefeld et al., 2016b), emphasizing the need for 
unsupervised data gathering efforts. Going forward, the scientific 
community needs to valorize negative results. The concept of in-
formation economy becomes relevant, requiring a precise under-
standing of the best test to reduce uncertainty at the lowest cost 
(value of information). Some cases will be exposure-driven, while 
others will be mechanistically driven.

2.2  Technologies
Advancements in computational methodologies, such as big data 
approaches, the ability to scoop legacy data, and the accessibil-
ity of high-performance computing, are driving the evolution of 
ProbRA. The ToxCast program2, which utilizes in vitro technolo-
gies, has proven useful for bio-based read-across, although signifi-
cant data gaps and challenges remain: ToxCast is largely based on 
cancer-derived cell lines, and the in vitro data has been built in a 
piecemeal manner over time, with challenges to ensure the nec-
essary quality control for confidence in risk assessment. Micro-
physiological systems (MPS) (Marx et al., 2016, 2020, 2025) may 
serve as a potential bridge (Hartung and Smirnova, 2025). High-
performance computing capabilities have opened up new possibil-
ities, such as molecular docking and molecular dynamics simula-
tions, which were previously inaccessible for risk assessment. The 
growing diversity of human data, including omics, large datasets 
like The Cancer Genome Atlas3, electronic health records, and 
new biomonitoring sources, presents opportunities for data min-
ing and integration. Natural language processing (NLP) systems 
are advanced enough to mine molecular interactions from the lit-
erature and monitor new publications in real time with confidence 
(Gyori et al., 2017; Bachman et al., 2023). Applications to toxico-
logical data are also under development (Hartung, 2023b,c; Klein-
streuer and Hartung, 2024; Corradi et al., 2024). AI techniques can 
provide better readouts of cell health and phenotype compared to 
specific molecular readouts or receptor binding, with downstream 
effects being better captured by AI, while docking, further refined 
by molecular dynamics simulations, may be more suitable for spe-
cific receptor binding.

To fully harness the potential of ProbRA, several key applica-
tions must be developed. These include:

The discussions at the workshop organized by the Center for 
Alternatives to Animal Testing (CAAT) and ONTOX, financed 
by the Doerenkamp-Zbinden Foundation as part of the t4 Trans-
atlantic Think Tank for Toxicology, in Angera, Italy from 4 to 6 
July 2023, centered around the data sources and technologies that 
enable this transition to ProbRA, as well as the applications and 
challenges associated with this shift. In particular, the workshop 
addressed how the perturbation of biological processes can con-
tribute to the assessment of the probability of hazardous effects 
beyond the chemicals’ structural components and test data. By ad-
dressing these key aspects, the workshop aimed to provide insights 
into the future of toxicological risk assessment and its potential to 
leverage modern technologies and data sources for more accurate 
and comprehensive evaluations of chemical safety.

2  The current state of probabilistic risk assessment

The field of toxicology and risk assessment is undergoing a sig-
nificant transformation, driven by the need for more accurate, effi-
cient, and human-relevant approaches. Despite the substantial in-
vestment into safety assessments, with annual spending reaching 
$20 billion (Meigs et al., 2018), used to regulate multi-trillions of 
marketed products, the primary methods used in regulatory toxi-
cology were introduced 50 and more years ago. The reliance on 
animal toxicity testing has been a cornerstone of risk assessment 
practices, yet its ability to predict human side effects and interspe-
cies differences remains limited. The thalidomide tragedy serves 
as a classic example of how interspecies differences in phocomelia 
hazard allowed a drug with a critical period of hazard to be intro-
duced to the market.

Cheminformatic models, which predict toxicity based on chem-
ical structure, can achieve accuracy levels > 80%, depending on 
the hazard endpoint (Luechtefeld et al., 2016a, 2018a; Golden et 
al., 2023). This provides the opportunity to integrate aspects of bi-
ology to bridge activity cliffs and further improve predictivity. It 
is becoming increasingly clear that treating small mammals as a 
substitute for humans is no longer acceptable, yet chemical toxic-
ity test guidelines still uphold animal use as the gold standard.

Probabilistic modeling, which has typically been limited to ex-
posure assessment, is gaining traction in the field of risk assess-
ment (Maertens et al., 2022; Golden et al., 2024). Examples of 
current regulatory use, available tools, and the confidence in as-
sessments demonstrate the potential of probabilistic approaches. 
However, it is essential to recognize that risk assessment is, by na-
ture, a prediction, and the ability to integrate diverse data sources 
and technologies is crucial for its advancement.

2.1  Data sources
The amount of available toxicological data is increasing continu-
ously. Moreover, the diversity of data has increased, necessitating 
the incorporation of non-guideline studies, in vitro technologies, 

2 https://www.epa.gov/comptox-tools/toxicity-forecasting-toxcast 
3 https://www.cancer.gov/ccg/research/genome-sequencing/tcga 
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4.	 Improved decision support: ProbRA enables risk managers to 
evaluate the full range of variability and uncertainty instead 
of relying on conservative point estimates. This leads to more 
informed and robust decision-making.

5.	 Systematic sensitivity analysis: ProbRA includes a systematic 
sensitivity analysis of the uncertainties in the input param-
eters, identifying the main sources of uncertainty. This helps 
focus further research and data collection efforts.

6.	 Optimization process: ProbRA allows for the application of 
an optimization process, leading to more efficient and targeted 
risk assessment and management.

7.	 More effective risk management: By providing a fuller under-
standing of risks, ProbRA enhances safety and helps manage 
operability. It improves the estimation of the success of risk 
mitigation measures.

8.	 Transparent risk communication: ProbRA results and deci-
sions can be communicated on a clearly defined basis, promot-
ing transparency and trust in the risk assessment process.

9.	 Functionality with limited data: Even with relatively small 
amounts of data, ProbRA can be used as a comparative tool to 
make decisions between different design or operation alternatives. 
The absolute accuracy of the data is less critical in this context.

10.	Information economy: ProbRA enables formally estimating 
the value of gathering additional information, allowing bet-
ter prioritization of research efforts by investing in areas that 
yield the greatest information value.

In summary, ProbRA promotes transparency, credibility, realism, 
and cost-effectiveness in risk assessment (Fig. 1). It supports ro-
bust decision-making and risk communication by systematically 
quantifying uncertainties and variabilities. Even with limited data, 
ProbRA can provide comparative insights, and it helps prioritize 
further research. These advantages position ProbRA as a key tool 
for advancing toxicology and risk assessment in line with modern 
scientific understanding and societal expectations.

4  Challenges of probabilistic risk assessment

While ProbRA offers numerous advantages over traditional deter-
ministic approaches, it also presents several challenges that must 
be addressed for its successful implementation and acceptance:
1.	 Model incompleteness: ProbRA models may suffer from in-

completeness, which can be more apparent than in determinis-
tic models. This “might be a fertile ground for endless debate 
between utility and regulator” (Kafka, 1998), leading to po-
tential delays in regulatory decision-making.

2.	 Complexity and time-consumption: ProbRA involves a more 
complex and time-consuming analysis and decision-making 
process compared to deterministic approaches. It requires 
more data, as distributions of values rather than single values 
are used, and more information and insights must be collected, 
processed, and considered for decisions.

1.	 Predictive toxicology tools such as read-across-based struc-
ture activity relationships (RASAR) (Hartung, 2016; Luech-
tefeld and Hartung, 2017; Luechtefeld et al., 2018a,b);

2.	 Physiological maps and quantitative adverse outcome path-
ways (AOPs)(Vinken et al., 2021);

3.	 Mapping molecular initiating events (MIEs) to probabilistic 
outcomes of individual and population health;

4.	 Ontologies for organizing and integrating knowledge;
5.	 Points of departure (PODs) based on internal dose, target or-

gan, or subcellular targets;
6.	 BioBricks (Gao et al., 2024) for modular and reusable biologi-

cal components;
7.	 Open-source human metabolite prediction tools, such as Bio-

Transformer4 and GLORYx (de Bruyn-Kops et al., 2021), 
which use biological rule-based models to identify novel bio-
transformation products from parent chemical structures and 
provide likelihood outputs for each prediction (Djoumbou-
Feunang et al., 2019);

8.	 AI-guided tools like DeepDock (Liao et al., 2019), which in-
tegrate publicly available software such as Vina AutoDock5, 
enabling bulk target receptor binding assessment of extensive 
chemical libraries, a task that would have been computation-
ally prohibitive a decade ago (Alhossary et al., 2015).

In conclusion, the current state of ProbRA in toxicology is char-
acterized by a growing recognition of the need for more human-
relevant and predictive approaches, the availability of diverse data 
sources and advanced technologies, and the identification of key 
applications that can revolutionize the field. By addressing the 
challenges associated with data integration, quality control, and 
regulatory acceptance, the toxicology community can harness the 
full potential of ProbRA to improve public health and safety.

3  Advantages of probabilistic risk assessment

ProbRA offers numerous advantages over traditional deterministic 
approaches in toxicology and risk assessment. These include:
1.	 Transparency and credibility: ProbRA improves transparency 

and credibility by explicitly considering and treating all types 
of uncertainties in a structured, integrative, and quantitative 
manner. This allows for ranking of issues and results, providing 
more information by separating variability from uncertainty.

2.	 Cost effectiveness: By focusing resources on essential safety 
issues, ProbRA can be cost-effective. It helps prioritize and fo-
cus data collection efforts on parameters that have the greatest 
impact on risk estimates.

3.	 More realism compared to deterministic approaches: ProbRA 
avoids worst-case assumptions and provides more realistic ex-
posure assessments. It gives an overall picture of risks in the 
population, not just extreme cases. A probabilistic reference 
dose could help reduce the potentially inaccurate implication 
of zero risk below the reference dose.

4 https://biotransformer.ca 
5 https://www.computabio.com/protein-protein-docking-service.html 
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plex. The probabilistic nature of the results may be difficult for 
some stakeholders to understand, posing challenges for many 
legal environments.

8.	 Minimum data requirements: The minimum data requirements 
for ProbRA are currently a topic of debate. Quantitative risk 
estimates are only meaningful when sufficient, statistically 
significant data from similar events are available and analyzed 
using a common criterion.

9.	 Risk-benefit analysis: Quantifying and weighing risks and 
benefits in a ProbRA framework can be difficult, as it requires 
assigning probabilities and magnitudes to both positive and 
negative outcomes.

10.	Diverse community perspectives: Various communities in-
volved in ProbRA, such as regulators, industry, and academ-
ics, may have unique sets of perspectives, historical practices, 
terminologies, and decision-making goals. Aligning these di-
verse viewpoints to achieve a harmonized approach to ProbRA  
can be challenging.

Addressing these challenges (Fig. 2) will require collaborative ef-
forts among stakeholders to establish best practices, develop clear 
communication strategies, and build capacity for ProbRA in toxi-

3.	 Mathematical education: The complex structure of ProbRA 
models and the associated assumptions, methods, and results 
can be difficult to understand for those without a strong math-
ematical background. This may require additional training for 
personnel to ensure consistent application of standards.

4.	 Extremely rare events: When considering extremely rare 
events, ProbRA may face challenges in ensuring the statistical 
significance of probabilistic data. This can limit the reliability 
of risk estimates for such events.

5.	 Validation and good practices: Validating ProbRA models can 
be challenging, as it may be unclear what to compare the re-
sults against. Additionally, there is currently a lack of estab-
lished good practices for ProbRA in toxicology, which can 
hinder its consistent application.

6.	 Decision-making complications: In some cases, the more 
comprehensive characterization of uncertainties in ProbRA 
may lead to a decrease in clarity regarding how to estimate 
risk for the scenario under consideration, complicating deci-
sion-making.

7.	 Communication challenges: Communicating ProbRA results 
and their impact on decision and policy options can be com-

Fig. 1: 
Advantages of 
probabilistic risk 
assessment
Designed with 
napkin.ai.
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1.	 Hazard identification: identifying the toxic effects of a chemi-
cal

2.	 Hazard characterization: establishing the dose-response rela-
tionship

3.	 Exposure assessment: determining the extent of human expo-
sure

4.	 Risk characterization: integrating the information from the 
previous steps to estimate the risk

The weight of evidence (WoE) approach (Linkov, 2015) is used to 
evaluate and integrate evidence from various sources. The EFSA 
WoE guidance document6 outlines a tiered approach, with Tier 0 
being applicable when little occurrence data or few consumption 
default values are available. In such cases, in silico approaches can 
be employed. The goal is to derive a chemical-specific adjustment 
factor. The WoE approach involves a three-step process:
1.	 Assemble evidence into lines: select, extract, and list relevant 

evidence

cology. By acknowledging and working to overcome these chal-
lenges, the toxicology community can unlock the full potential of 
ProbRA for improved risk assessment and decision-making.

5  Chemical risk assessment: Principles and moving  
towards probabilistic approaches

Chemical risk assessment plays a crucial role in ensuring food 
safety and protecting public health. A presentation from the Eu-
ropean Food Safety Authority (EFSA) explored the principles of 
chemical risk assessment and discussed the questions that need to 
be addressed to move towards probabilistic approaches, with a fo-
cus on applied risk assessment in the context of food safety.

Risk assessment follows a structured, tiered approach that is de-
signed to be fit-for-purpose. The key steps in the risk assessment 
process include:

Fig. 2: Challenges 
of probabilistic 
risk assessment
Designed with 
napkin.ai.

6 https://www.efsa.europa.eu/en/efsajournal/pub/4971 
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5.2  Biological perturbation as the starting 
point of hazard development

Biological perturbation is central to any definition of toxicol-
ogy; poisons are defined by their ability to disrupt biological sys-
tems, and Paracelsus’ insight was that such disruptions are not 
intrinsic to a chemical but are instead a function of dose. Char-
acterizing this dose-response (in all its complexity) was central 
to 20th century toxicology. Now – aided by new technologies – 
the biological sciences have shifted from a reductionist view to a 
systems biology perspective. Within toxicology this has meant an 
appreciation for the complexity of events leading from the initial 
encounter between a chemical and a molecular target to perturbed 
cellular signaling and failure to maintain homeostasis, organ dys-
function, and ultimately systemic disease. However, despite a 
growing appreciation for this complexity, conceptually, we tend 
to line these events up as a deterministic cascade. In reality, they 
are each highly stochastic. Most importantly, these are networked 
systems with complex feedback loops and dependencies.

In the case of cancer, the mathematical modeling of inherited 
cancers led to the “two-hit” hypothesis and eventually an under-
standing of a mutation (germline or acquired) as the initiating 
event (Knudson, 1996), creating a connection from the molecu-
lar level to cellular disruption and disease. It is now estimated 
that non-hereditary cancers require four or more distinct muta-
tion events that result in perturbation of critical cellular signal-
ing pathways (Chernoff, 2021). While mutagenicity, therefore, 
is assumed to follow a linear dose-response (although this is 
contested (Calabrese, 2005)), most environmental mutagens 
do not themselves lead to cancer in the absence of other fac-
tors – genetic, environmental, and stochastic – that tip the bal-
ance within a cell from controlled to uncontrolled cell division 
(Tomasetti and Vogelstein, 2015). Progression to cancer is influ-
enced by both the genetic background of an individual as well as 
a multiplicity of environmental factors. The Hallmarks of Can-
cer now include 14 broadly defined biological processes, rang-
ing from unlocking phenotypic plasticity to immune evasion 
(Hanahan, 2022). Each of these complex processes represents 
intricate signaling pathways, and new research has opened up 
the possibility of cancer acting through epigenetic mechanisms 
alone (Parreno et al., 2024). 

This has important consequences for how we categorize chem-
icals, which in toxicology, and particularly regulatory toxicology, 
has often focused on hazard alone. While hazard represents an 
intrinsic property of a chemical, it can in fact only be realized in 
a specific context of exposure to produce risk. This is especially 
true for endpoints that are complex, such as carcinogenicity. Yet 
chemicals are still classified – in ways that have significant con-
sequences both in terms of legislation and consumer perception 
– as being either carcinogens or non-carcinogens. This makes as 
much sense as referring to guns, cars, and peanut butter as “dan-
gerous”. While calling guns dangerous is generally accepted, 
labeling cars as such is context-dependent and requires qualifica-
tion, and referring to peanut butter as dangerous is only accurate 
in cases of severe individual allergies. Indeed, even though the 
IARC is a hazard-based assessment, the need to qualify many 

2.	 Weigh the methods and results
3.	 Integrate the methods and results
AOPs (Leist et al., 2017) provide a framework for understanding 
the toxicological effects of chemicals. Toxicokinetics, which de-
scribe the absorption, distribution, metabolism, and excretion of 
a chemical, are chemical-specific. A key question is where to use 
qualitative and quantitative approaches in the AOP framework, 
considering both toxicokinetics and toxicodynamics.

5.1 Moving towards probabilistic hazard  
and risk assessment
When moving towards probabilistic hazard and risk assessment, it 
is important to consider whether a “one-size-fits-all” approach is 
appropriate. The approach should be fit-for-purpose and tailored 
to the specific question being addressed. The perspective of the 
risk assessor is crucial in determining the appropriate approach.

For example, mutagenicity can be expressed as a binary out-
come (yes/no) or as a probability. Moving to a POD can be more 
challenging, as historically, in vivo data has been used due to reg-
ulatory requirements. The POD can be based on a no-observed-
adverse-effect level (NOAEL), which is a point estimate, or a 
benchmark dose lower confidence limit (BMDL), which involves 
modeling and is quantitative. Different uncertainty factors may be 
applied depending on the approach.

When using new approach methodologies (NAMs) based on in 
silico methods, questions arise regarding the inclusion of uncer-
tainty factors, the use of quantitative in vitro-in vivo extrapolation 
(QIVIVE) and physiologically-based pharmacokinetic (PBPK) 
modeling, and the sensitivity of different endpoints (e.g., oxida-
tive stress, transcriptomics, metabolomics, proteomics).

The group raised questions about collaboration with ECHA 
in structuring toxicity data with the Organisation for Economic 
Co-operation and Development (OECD). Joint databases and re-
search initiatives were discussed, highlighting the importance of 
taking the first step and demonstrating goodwill. Releasing PB-
PK models for humans, farm animals, and test animals was iden-
tified as a potential starting point, given the fact that PBPK mod-
els are well suited to translate in vitro concentration-response re-
lationships to an in vivo dose in a virtual individual or population 
(McNally and Loizou, 2015). It was noted that ECHA is more 
interested in compliance than substances of concern, and there 
is goodwill for NAM-based approaches for classification and 
prioritization. However, different applications may require dif-
ferent approaches. The context of the question being addressed 
is crucial in determining the appropriate approach, and its uncer-
tainties must be carefully considered and addressed if possible 
(Loizou, 2016).

In conclusion, chemical risk assessment is a complex process 
that involves the integration of evidence from various sources. 
Moving towards probabilistic approaches requires careful con-
sideration of the specific question being addressed, the available 
data, and the appropriate modeling techniques. Collaboration be-
tween regulatory agencies and the scientific community is essen-
tial to advance the field and ensure the safety of chemicals in food 
and other applications.
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this sense, reformulating hazard prediction along probabilistic 
lines will likely improve model accuracy (Luechtefeld et al., 2015; 
Golden et al., 2023). 

Developmental (neuro)toxicity is another example of the need 
to add both mechanistic grounding (EFSA, 2021) and probabilis-
tic nuance to our understanding of chemical cause and effect: This 
is an area where animal tests have often failed to predict human 
results, and considerable variability in outcome has hampered our 
ability to definitively identify hazardous chemicals (Smirnova et 
al., 2014, 2024; Debad et al., 2025; Cöllen et al., 2025; Celardo 
et al., 2025). Valproic acid – used as a positive control for devel-
opmental neurotoxicity studies – shows a vast range of effects in 
exposed human fetuses, ranging from minor cognitive effects to 
spina bifida, requiring large population studies to accurately es-
timate the odds ratio of outcomes such as autism (Christensen et 
al., 2013). Understanding the connection between valproic acid 
and adverse outcomes has been complicated by the fact that ex-
posures are typically concentrated in mothers with epilepsy who 
may have increased genetic susceptibility to some neurological 
outcomes as well as a different risk profile and are often taking 
other medications, as polytherapy is common in epilepsy (Bjørk 
et al., 2022). The diversity in outcomes is likely the result of many 
factors: genetic diversity in terms of metabolism, transport and 
target proteins; placental function, which can affect transfer and 
metabolism; and timing of exposure – with exposure in the first 
trimester likely causing more significant congenital defects result-
ing from failure of neural tube closures compared to later expo-
sures; dose of the drug and duration are also significant factors. 
Several environmental exposures such as smoking, alcohol, and 
diet can interact with valproic acid; folate consumption may be 
protective (Reynolds and Green, 2020). Finally, fetal gender also 
impacts outcomes, with males potentially more vulnerable than 
females. These effects have been challenging to ascertain, even 
though exposures tend to be consistent, relatively high, and well 
documented via medical records. This is in marked contrast to 
most exposures to environmental chemicals – there remains con-
siderable controversy about other potential developmental neuro-
toxicants, such as flame retardants (Blum et al., 2019). 

Therefore, a linear AOP – a series of dominos, one knocking 
down the other – must be replaced with something more akin to 
a Waddington landscape (Fig. 3). At a cellular level, this can be 
conceptualized as a steady-state homeostatic cell having the po-
tential to be perturbed by an external agent into an altered (patho-
logical) state. More formally, if we reconsider normal and tumor 
cell types as attractors, then chemical exposures shift the height of 
hills between two valleys, or the barrier heights between the two 
attractors. Unlike the developmental landscape, the possibility of 
returning to steady-state homeostasis can persist. The probability 
that a chemical will alter cell fate by causing an escape from the 
basin of attraction serves as a quantitative measure of hazard at the 
cellular level. This measure is analogous to potency and respects 

potential hazards with exposure-type context has found its way 
into IARC’s evaluations (e.g., drinking hot beverages7, manufac-
turing aluminum).

Because of the precautionary principle, the use of mechanistic 
data, which can be prone to false positives (Trosko and Upham, 
2005), and an exclusive focus on hazard versus risk, IARC clas-
sifications are at times at odds with the assessments done by other 
agencies, as is the case with glyphosate (Davoren and Schiestl, 
2018). In its recent update, the IARC removed “Category 4 – un-
likely to be carcinogenic” (which had only one chemical, capro-
lactam), implying that every chemical is either carcinogenic at 
some level, or simply not classifiable. Perhaps it is the case that for 
a vulnerable person under a highly specific set of circumstances, 
most chemicals probably have some theoretical potential to cause 
cancer. On the other hand, if everything causes cancer, that ceases 
to be a useful label – and at some point, an improbable risk is func-
tionally equivalent to impossible. Adding to this, the cancer as-
say accumulates false-positive results with group size. Gaylor et 
al. (2005) showed that in a series of 156 chemicals tested in the 
National Toxicology Program, raising the number of animals per 
chemical from 50 to 200 would increase the number of positive 
chemicals from 62% to 92%. So, a non-carcinogenic chemical has 
apparently just not been tested enough.

Even more straight-forward endpoints, such as skin sensitiza-
tion (which has one MIE – covalent binding to a protein) can be 
difficult to regulate with a binary classification without regard of 
potency. Exposure patterns (frequency and duration) in part de-
termine potency, with considerable variation in individual genetic 
susceptibility determining response (Bønnelykke et al., 2015), all 
of which are difficult to measure and are often not reflected in reg-
ulatory regimes. The Globally Harmonized System (GHS) classi-
fies skin sensitizers primarily into Category 1, with sub-categories 
1A and 1B based on the frequency and potency of sensitization 
observed in humans and animals. 1A is defined as inducing skin 
sensitization in a substantial number of exposed individuals, yet 
“substantial” is never defined. The diversity and variability in this 
evidence make it challenging to establish clear and consistent cri-
teria for predicting the potency of skin sensitizers. For example, 
Germany’s occupational exposure limits marked “Sh” (skin sensi-
tizer) and “Sah”8 (skin and airway sensitizer) are typically consid-
ered evidence for high hazard of skin sensitization by other regula-
tory regimes. However, the criterion for sufficient evidence of a 
MAK (maximum workplace concentration) skin sensitizer – case 
reports of clinically relevant sensitization for multiple patients 
from at least two independent centers – may not align with “high 
hazard” and depends in part on exposure prevalence, surveillance 
and reporting (Committee on the Design and Evaluation of Safer 
Chemical Substitutions, 20149). Not surprisingly, computational 
models tend to struggle when predicting an outcome such as skin 
sensitization as binary when the reality is considerably more com-
plex – false positives or negatives are often weak sensitizers. In 

7 https://www.iarc.who.int/wp-content/uploads/2018/07/pr244_E.pdf
8 https://safety-work.org/fileadmin/safety-work/articles/Grenzwerte_fuer_Gefahrstoffe_am_Arbeitsplatz/Grenzwerte_fuer_Gefahrstoffe_am_Arbeitsplatz.pdf 
9 https://www.ncbi.nlm.nih.gov/books/NBK253961/

https://www.iarc.who.int/wp-content/uploads/2018/07/pr244_E.pdf
https://safety-work.org/fileadmin/safety-work/articles/Grenzwerte_fuer_Gefahrstoffe_am_Arbeitsplatz/Grenzwerte_fuer_Gefahrstoffe_am_Arbeitsplatz.pdf
https://www.ncbi.nlm.nih.gov/books/NBK253961/
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al., 2015) – can be seen as an implicit admission that we cannot, 
with any exactitude, predict chemical impacts in humans. 

What types of data would give us more realistic metrics? In 
other words, how do we establish what is the “tipping point” – the 
critical threshold at which a small perturbation within a cell can 
cause a significant shift from one state to another, and eventually 
pathology? 

5.3  The adverse outcome pathway concept 
to address perturbation of biology
The AOP concept was suggested out of an OECD ecotoxicology 
working group (Ankley et al., 2010) but was quickly expanded to 
include human hazards (Leist et al., 2017). Parallel efforts toward 
pathways of toxicity (PoTs) (Hartung and McBride, 2011; Kleen-
sang et al., 2014) were developed within the Human Toxome Pro-
ject (Bouhifd et al., 2014, 2015).

5.3.1  From molecular initiating events to population
1. Molecular initiating event (MIE) 
To begin with, every chemical initiates a toxic response in a lim-
ited number of MIEs, e.g., inhibiting an enzyme, covalently bind-
ing to a macromolecule, binding to a receptor, or affecting mem-
brane permeability. In theory, this interaction is determined by the 
chemical structure – electronegativity determines the likelihood of 
binding to DNA or a protein; the 3D shape determines receptor 
binding. It follows that we should be able to predict MIEs from 
structure alone – and in many instances we can. Many existing 
models based on (quantitative) structure-based activity relation-
ships ((Q)SARs) are approaching an accuracy level similar to ani-
mal models, and as larger datasets that explore the chemical space 
become available, accuracy is expected to increase (Luechtefeld 
et al., 2018a; Golden et al., 2023). Similarly, molecular docking 
can predict receptor binding, and AI will likely improve not just 
our accuracy but will increase the scale of available data in the 
same manner that AlphaFold has increased our understanding of 
the known protein universe (Jumper et al., 2021). A decade ago, 
performing bulk target receptor binding assessment of extensive 
chemical libraries, as made possible by the AI-guided DeepDock 
integration of the publicly available Vina AutoDock software 
(Trott and Olson, 2010), would have been far too computationally 
intensive. In addition, data on MIEs are often the easiest to obtain 
at a scale that makes “big data” approaches possible.

The likelihood of a chemical binding to its target is intrinsically 
stochastic and depends on the concentration, affinity, and the pres-
ence of competing molecules. Each of these factors is influenced 
by considerable natural variability in biological systems as well 
as co-exposures. In lieu of a dose-response with a fixed threshold, 
the dose-response curve should represent the likelihood of a MIE 
occurring at different exposure levels. 

2. Key events 
Key events (KEs) are more challenging to predict, model and 
measure. While MIEs are limited to a molecular scale with direct 
interactions between chemicals and biological targets, KEs prop-
agate through various biological levels and can involve interac-
tions across multiple scales, from molecular changes to cellular 

the fundamental stochasticity of the process, the complexity, and 
the considerable genetic individual variability in the landscape. 

Clearly, dosing small mammals at high levels with a toxicant 
gives us little, if any, information to fill out this model. At best, it 
gives an estimate of the toxicokinetics, but little information about 
the toxicodynamics at the cellular level, often showing only organ 
pathology but revealing little about the MIE or subsequent perturbed 
signaling. It often leaves considerable uncertainty about species dif-
ferences, as well as the susceptibility of vulnerable populations. 
This has been previously dealt with by applying uncertainty factors 
of 10 for each source of uncertainty. Yet the continued reliance on 
large uncertainty factors – which dates back to 1954 (Dankovic et 

Fig. 3: Waddington landscape of tumor development 
The Waddington landscape of tumor development (Aranda-Anzaldo 
and Dent, 2018) refers to a metaphorical representation, based 
on the concept of an “epigenetic landscape” proposed by Conrad 
Waddington, which visualizes the progression of a normal cell into 
a cancerous cell as a ball rolling down a complex terrain, where 
different valleys represent distinct cell fates, with the “downhill” 
direction signifying increasing malignancy, highlighting how genetic 
and environmental factors can influence a cell’s trajectory towards 
becoming cancerous through various bifurcations and attractor 
states along the way.
A pluripotent stem cell can differentiate into either a normal cell or 
a cancer cell, influenced by the combined effects of genes (blue) 
and environmental agents (red). While many germline and somatic 
mutations that significantly lower the energy barrier between normal 
and cancer cells have been cataloged, our understanding of weaker 
gene and environmental interactions remains limited. A molecular 
initiating event (MIE) can push the cell away from its normal attractor 
state to an unstable intermediary. However, the progression to the 
cancer attractor state also depends on genetic predisposition.
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perturbations may lead to varying outcomes across populations 
with different genetic backgrounds.

A particularly powerful implementation of this approach uti-
lizes probabilistic Boolean networks that can be derived from 
molecular physiological or disease maps (Grabowska et al., 2021; 
Hemedan et al., 2023, 2024). These maps capture the complexity 
of biological systems and can serve as a direct basis for dynamic 
models leveraging systems biology tools (Niarakis et al., 2023). 
Integration of omics data can bring node (i.e., genes, proteins, 
phenotypes, KEs) variability into model parameters, allowing 
specifying personalized models that can be assembled into a vir-
tual population for stochastic hazard prediction (Ross et al., 2018; 
Montagud et al., 2022; Hemedan et al., 2024). The resulting mod-
els enable three key types of analysis for hazard characterization:
−	Trajectory analysis: Predicts the probability of activation for 

specific endpoints, represented as biological process nodes in a 
network. This provides quantitative predictions of adverse out-
come likelihood after the system reaches a stable state.

−	Sensitivity analysis: Identifies critical biological entities that 
significantly influence progression toward toxicological phe-
notypes, helping elucidate key mechanistic drivers of adverse 
outcomes.

−	Attractor mapping: Maps the long-term behavior of the system 
under different initial conditions (i.e., perturbed, not perturbed, 
multiple targets perturbed at different levels), revealing possible 
steady states and the mechanistic paths leading to them.

This framework is particularly valuable for chronic exposures, 
where the interaction between exposure dosage, duration, and 
biological adaptation becomes critical. For example, Boolean 
modeling has been applied to study Parkinson’s disease, simulat-
ing the long-term effects of protein aggregation and cell dysfunc-
tion characteristic of chronic exposure to disease-causing factors 
(Hemedan et al., 2023). 

Homeostatic adaptation in liver toxicity illustrates how cells 
initially mount protective responses against harmful exposures 
before these defenses become overwhelmed. This is exemplified 
in acetaminophen toxicity, where Phase I and II metabolic path-
ways and protective mechanisms like glutathione conjugation can 
become overwhelmed during overdose scenarios, leading to cellu-
lar damage (Sluka et al., 2016). Multi-scale modeling frameworks 
enable integration of ordinary differential equations (ODEs) de-
scribing chemical-target interactions, which can be combined with 
Boolean network models, allowing simulation of both acute and 
chronic – including repeated-dose – exposure scenarios (Letort et 
al., 2019) and simulate outcomes for different biological organiza-
tion levels, from molecular dynamics to individual full body re-
sponses (Sluka et al., 2016).

3. Population level
One of the most significant success stories has been the develop-
ment of precision medicine in oncology, made possible by the wide-
spread sequencing of tumors. This has led not only to improved 
therapies that can target treatments to the genomic profile of both 
the patient and the tumor – but has expanded our understanding of 
the complexity of cancer in ways that can be leveraged for envi-
ronmental health. Distinct mutational signatures of environmental 

responses, tissue effects, and ultimately organ pathology. The pro-
cesses are more complex and can involve both feedback loops and 
homeostatic mechanisms. This multiscale nature requires integrat-
ing data from various levels of biological organization, increas-
ing the difficulty of prediction. Biological variability in MIEs is 
mostly limited to toxicokinetics and is less influenced by individ-
ual variability and biological context since they depend primarily 
on chemical structure and target interaction; KEs are highly vari-
able and context-dependent, influenced by individual differences 
in genetics, epigenetics, health status, and other environmental 
exposures. 

This challenge, however, is also an opportunity – KEs are where 
our expanded repertoire of in vitro assays has the most poten-
tial. The past decade has seen omics technologies – particularly 
transcriptomics – deployed to map genetic regulatory networks 
and understand cellular physiology as well as signaling pathway 
perturbations (Kleensang et al., 2014; Maertens et al., 2015). Ex-
tending this to capture other biological layers such as proteom-
ics, metabolomics, and methylation is only a matter of improv-
ing analytical methodologies and algorithms (Maertens et al., 
2017). In addition, we have also seen the development of increas-
ingly sophisticated read-outs of cellular phenotypes for oxidative 
stress, stemness, and pathology, with technologies ranging from 
traditional dye-based methodologies to sophisticated AI-based 
readouts of morphology (Chandrasekaran et al., 2024). Most 
importantly, we have seen significant improvement in our abil-
ity to model normal human physiology in vitro. Previous tissue 
culture assays were limited to cancer-derived cell lines that were 
genomically unstable, prone to artifacts, and lacked reproducibil-
ity (Kleensang et al., 2016; Pamies and Hartung, 2017; Tran et 
al., 2021). Tissue cultures are often cultivated under altered oxy-
gen levels compared to normal tissue (Place et al., 2017), can be 
prone to artifacts from the glass or plastic surface they are grown 
on (Dehaan, 1971), are grown in highly artificial medium, and 
are not exposed to the mechanical forces they would experience 
in situ (Vertrees et al., 2009). However, with the development of 
improved tissue culture methodologies (ranging from providing 
physiological oxygenation levels to cultivation in 3D), we can 
better approximate human physiology. Finally, with MPS that can 
closely approximate normal organ function and the use of induced 
pluripotent stem cells (iPSCs), which can be derived from a target 
population, we can now capture population-level diversity and ex-
plore gene-environment interactions in the laboratory instead of 
through epidemiology (Suciu et al., 2023). 

In silico toxicology can provide important assistance in under-
standing how MIEs propagate through biological networks to pro-
duce adverse outcomes. This approach moves beyond traditional 
linear AOPs to capture the inherent complexity in the form of net-
works and the stochastic nature of biological responses. Modern 
multi-scale modeling frameworks integrate processes across dif-
ferent biological scales – from molecular interactions (Montagud 
et al., 2022) to whole-body pharmacokinetics (Sluka et al., 2016; 
Letort et al., 2019) – providing a more comprehensive understand-
ing of toxicological processes. By incorporating feedback loops, 
compensatory mechanisms, individual-specific variabilities, and 
temporal dynamics, these models can better represent how initial 



Maertens et al.

ALTEX 42(3), 2025 423

intricate networks of molecular interactions and pathways per-
turbed by toxicants, providing a more comprehensive understand-
ing of how these perturbations lead to adverse health outcomes.

Systems toxicology leverages advanced technologies such as 
high-content screening and high-throughput assays to generate 
vast amounts of data. These data are used to create detailed biolog-
ical profiles, known as signatures of toxicity (SoT). These signa-
tures capture the immediate and downstream effects of chemical 
exposure on biological systems, allowing researchers to identify 
pathways of toxicity (PoT, Kleensang et al., 2014) that lead to 
adverse health effects. Mapping pathway perturbations involves 
integrating data from various omics technologies. For example, 
transcriptomics can reveal changes in gene expression levels, 
while proteomics can identify alterations in protein abundance 
and modifications. Metabolomics provides insights into changes 
in metabolic pathways. Combining these data can identify criti-
cal nodes and interactions within biological networks that are per-
turbed by toxicants. 

Systems toxicology has the potential to revolutionize regulatory 
toxicology by providing more accurate and predictive models of 
chemical safety. Key applications include:
−	Chemical screening: High-throughput screening of chemicals to 

identify potential hazards based on their signatures of toxicity.
−	Mechanistic insights: Elucidating the mechanisms underlying 

chemical-induced toxicity, which can inform the development 
of safer chemicals and targeted interventions.

−	Risk assessment: Improving the accuracy and reliability of risk 
assessments by incorporating probabilistic models and path-
way-based data.

The future of systems toxicology lies in the integration of diverse 
data sources and the development of sophisticated computational 
models that can simulate complex biological responses. Advances 
in machine learning and AI (data-driven, black box approaches) 
will play a crucial role in this endeavor, enabling the prediction of 
adverse outcomes with greater precision. On the other end of the 
in silico spectrum, mechanistic models (knowledge-driven, white 
box approaches) are already being used to predict adverse out-
comes from a molecular perspective. In between, a combination of 
all “shades” of modeling (grey box models) will allow employing 
the optimal combination of data and knowledge and will potenti-
ate our ability to predict adverse effects and personalize risk as-
sessment from a population to the individual level. 

In conclusion, systems toxicology represents a paradigm shift in 
the way we assess chemical hazards. By focusing on the perturba-
tion of biological pathways and adopting probabilistic approaches, 
it offers a more comprehensive and accurate assessment of risk. 
This approach not only enhances our understanding of toxicologi-
cal mechanisms but also provides a robust framework for the devel-
opment of safer chemicals and more effective regulatory policies.

7  The challenge of modeling biological systems

Modeling biological systems is a complex and multifaceted task 
that requires addressing several key challenges. These challenges 
arise from the inherent complexity of biological networks, the 

agents such as benzene and UV radiation can be used as biomarkers 
of exposure and effect, while mutational signatures of oncogenes 
provide a glimpse into the MIE or genetic susceptibility (Alexan-
drov et al., 2020). For example, a recent study demonstrated that 
skin cancer in a European-derived population reflected UV-radia-
tion mutational signatures, while in an Asian population it reflected 
mutations in the NOTCH signaling pathway (King et al., 2023). AI-
enabled reconstruction of germline mutation status from sequenced 
tumors (Sun et al., 2018) has clarified the effects of heterozygosity 
for the MUTYH gene, which were previously inconclusive due to 
small sample sizes and the high cost of genotyping in epidemiol-
ogy studies. This method revealed that while heterozygosity for the 
MUTYH gene does not appear to increase susceptibility to hormo-
nally-driven cancers, it does elevate the incidence of other cancer 
subtypes. Consequently, researchers can now concentrate on more 
likely gene-environment interactions (Paller et al., 2024). 

In some respects, making better use of human data will bring 
toxicology back to its origins. Most human carcinogens were orig-
inally discovered based on the observation of higher rates of can-
cers in occupationally exposed individuals (Weindling, 1985). The 
Ames test (and other in vitro tests of mutagenicity and genotoxic-
ity) shifted focus to the MIE but also demonstrated that mutagens 
were in fact very common (Ames and Gold, 1990). The useful-
ness of the rodent model for predicting cancer remains up for de-
bate (Gottmann et al., 2001; Osimitz et al., 2013; Basketter et al., 
2012). What is beyond dispute is the vast improvement large-scale 
human data sets have brought to our understanding of the causes, 
complexity, and treatment of cancer (Tomczak et al., 2015). 

Cancer, uniquely, has the advantage of allowing for an easy mo-
lecular read-out of pathological tissue – a tumor can now be se-
quenced as a routine part of care, and more in-depth datasets with 
mutational profile, transcriptomics, and methylation, are readily 
available for AI-approaches. Translating this to diseases with less 
accessible pathology – for example, neurodevelopmental and neu-
rodegenerative diseases – will require a different approach. Yet 
here too there are lessons to be learned from recent successes – 
the mining of electronic health records for exposures that can be 
connected to disease has been able to definitively establish both 
valproic acid as a causal agent for autism (Jentink et al., 2010) 
and anticholinergic drugs for Alzheimer’s disease (Coupland et 
al., 2019) – in the latter case, grouping drug exposures by MIE 
and duration of exposure was crucial for establishing the statisti-
cal significance of long-term effects. A more expansive catalog of 
MIEs and improved biomarkers for KEs will therefore improve 
our ability to connect cause and effect in large-scale population 
data sets of exposures and outcomes.

6  Systems toxicology and its relation to identifying the 
probability of hazard from perturbation of biology

Systems toxicology, an extension of systems biology, integrates 
high-throughput omics data (genomics, transcriptomics, proteom-
ics, and metabolomics) with computational modeling to under-
stand the complexity of biological responses to chemical exposures 
(Hartung et al., 2017). This holistic approach aims to elucidate the 
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significant challenge lies in the fact that these technologies are 
not always compatible for measuring the same sample at the same 
time. This incompatibility can lead to difficulties in data integra-
tion and the need for separate experiments, potentially introducing 
unwanted variability and limiting the ability to capture the true dy-
namics of the system.

c) Incomplete knowledge and measurability of systems
Many biological systems are not completely known or measur-
able, with only a subset of network components being accessible 
for monitoring. This partial observability poses challenges for 
modeling, as the behavior of the system may be influenced by un-
measured or unknown factors. Researchers must develop strate-
gies to infer the states of hidden variables and account for the un-
certainty introduced by incomplete knowledge. This can involve 
the use of probabilistic modeling frameworks, such as Bayesian 
networks or hidden Markov models, which allow for the incorpo-
ration of prior knowledge and the estimation of latent variables.

d) Spatial and temporal aspects of biological systems
Biological systems often exhibit spatial and temporal organiza-
tion that is critical for their function. Spatial aspects, such as the 
compartmentalization of cellular processes within organelles or 
the localization of molecules in specific tissues, can have signifi-
cant impacts on the behavior of the system. Similarly, temporal 
aspects, such as the sequence and timing of events in signaling 
cascades or the circadian rhythms of gene expression, play crucial 

limitations of current experimental techniques, and the dynamic 
nature of living systems. This chapter explores these challenges 
and discusses potential strategies for overcoming them.

7.1  The challenges
A number of problems have to be tackled (Fig. 4):

a) Dynamic modeling with snapshot data
One of the primary challenges in modeling biological systems is 
the need for dynamic modeling. Biological processes are inher-
ently dynamic, with complex interactions and feedback loops 
that evolve over time. However, experimental techniques often 
provide only snapshots of the system at specific time points. To 
construct accurate dynamic models, researchers must combine 
these snapshots with existing knowledge of reaction kinetics and 
use computational approaches to infer the underlying dynamics. 
This requires the development of sophisticated algorithms and the 
integration of data from multiple sources, such as time-series ex-
periments, literature mining, and expert knowledge.

b) Compatibility of network monitoring technologies
Biological systems are composed of multiple interacting networks, 
such as gene regulatory networks, protein-protein interaction net-
works, and metabolic pathways. Each of these networks has its 
own set of technologies for monitoring and data acquisition, such 
as RNA sequencing for gene expression, mass spectrometry for 
protein abundance, and metabolomics for metabolite profiles. A 

Fig. 4: Challenges 
in modeling 
biological 
systems
Designed with 
napkin.ai.
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rate control and cross-validation, as well as the development of 
robust and interpretable modeling frameworks that can distinguish 
between true biological signals and spurious associations. In ad-
dition, combining data-driven approaches with mechanistic ones 
through advanced in silico modeling can help to amplify the sig-
nal.

7.2  Strategies for overcoming the challenges
To address the challenges of modeling biological systems, re-
searchers must adopt a multidisciplinary approach that combines 
experimental, computational, and theoretical techniques. Some 
strategies for overcoming these challenges include:
1.	 Integration of multi-omics data: Combining data from differ-

ent levels of biological organization, such as genomics, tran-
scriptomics, proteomics, and metabolomics, can provide a 
more comprehensive view of the system and help to overcome 
the limitations of individual technologies.

2.	 Development of advanced computational methods: Novel 
computational approaches, such as machine learning, deep 
learning, and network inference algorithms, can help to un-
cover hidden patterns and relationships in the data and enable 
the construction of more accurate and predictive models.

3.	 Incorporation of prior knowledge: Integrating existing knowl-
edge from the literature, databases, and expert opinion can 
help to constrain the model space and improve the interpret-
ability and robustness of the results. In addition, efforts to cu-
rate species-specific pathways can help in understanding inter-
species variances and addressing these differences in mode-
ling, making outcomes more relevant to humans and moving 
away from benchmarking NAM predictions against classical 
animal studies. 

4.	 Multi-scale and hybrid modeling: Combining different mod-
eling frameworks, such as ordinary differential equations, 
partial differential equations, agent-based models, and logic-
based models (e.g., Boolean networks), can enable the capture 
of both the spatial and temporal aspects of biological systems 
and the interactions between different levels of organization.

5.	 Personalized and stratified modeling: Developing models that 
account for interindividual differences and stratify populations 
based on relevant factors, such as genetic background or envi-
ronmental exposures, can improve the accuracy and applica-
bility of the results.

6.	 Rigorous model validation and uncertainty quantification: 
Employing robust statistical methods for model validation, 
such as cross-validation and bootstrapping, and quantifying 
the uncertainty in the model predictions can help to ensure 
the reliability and reproducibility of the results. Here again, 
the discussion on species relevance must be in the spotlight. 
Human-relevant models should be validated against human-
relevant data, or at least interspecies variabilities should be ac-
counted for. 

In conclusion, modeling biological systems is a challenging task 
that requires addressing the inherent complexity of living sys-
tems, the limitations of current experimental techniques, and the 
dynamic nature of biological processes (Fig. 5). By integrating 
multi-omics data, developing advanced computational methods, 

roles in regulating biological processes. Incorporating these spa-
tial and temporal features into models requires the development 
of specialized computational frameworks, such as partial differen-
tial equation models or agent-based models, which can capture the 
complex dynamics and interactions within the system.

e) Developmental aspects and model measures of interest
Biological systems undergo developmental processes, such as 
establishment, maturation, differentiation, and aging, which can 
have profound effects on their behavior and response to perturba-
tions. These developmental aspects must be considered when con-
structing models, as they can influence the parameters and struc-
ture of the network over time. Additionally, the measures of inter-
est in a model may change depending on the developmental stage 
or the specific question being addressed. For example, a model 
of embryonic development may focus on the spatial patterning of 
gene expression, while a model of aging may prioritize the accu-
mulation of cellular damage and the decline of functional capacity.

f) Interactions of different cell types and tissues
Many physiological processes involve the interaction of multiple 
cell types and tissues, adding layers of complexity to the modeling 
process. For example, the immune response involves the coordi-
nated action of various immune cell types, each with its own set of 
signaling pathways and regulatory mechanisms. Similarly, the de-
velopment and function of organs depend on the interplay between 
different cell types, such as epithelial cells, stromal cells, and vas-
cular cells. Modeling these interactions requires the integration 
of data from multiple sources and the development of multi-scale 
models that can capture the emergent properties arising from the 
interplay between different levels of biological organization.

g) Inter-individual differences and data acquisition
Inter-individual differences, arising from genetic variation, envi-
ronmental factors, and stochastic processes, can have significant 
impacts on the behavior of biological systems. These differences 
can affect the parameters and structure of the network, leading to 
variability in the response to perturbations or interventions. Ac-
counting for this variability in models requires the acquisition of 
data from diverse populations and the development of personal-
ized or stratified modeling approaches. However, obtaining suf-
ficient data to capture inter-individual differences can be challeng-
ing, as it may require large sample sizes and the integration of data 
from multiple cohorts or studies.

h) Multiple testing, over-fitting, and noise/signal ratios
The complexity of biological systems and the high-dimensional 
nature of the data generated by modern experimental techniques 
pose challenges related to multiple testing, over-fitting, and noise/
signal ratios. As the numbers of parameters and conditions in a 
model increase, the risk of false positives due to multiple test-
ing and over-fitting of the data also rises. Additionally, biological 
measurements are often subject to technical and biological noise, 
which can obscure the true signal and make it difficult to identify 
the underlying mechanisms. Addressing these challenges requires 
the use of rigorous statistical methods, such as false discovery 



Maertens et al.

ALTEX 42(3), 2025       426

The promise of systems toxicology lies in its ability to capture 
the complexity of biological systems and provide a more human-
relevant approach to safety assessment. By building computa-
tional models based on human cell cultures, organoids, and micro-
physiological systems, we can better recapitulate human physiol-
ogy and predict toxicological responses. These models integrate 
data across multiple levels of biological organization, from MIEs 
to cellular responses, tissue-level effects, and ultimately organ 
and organism-level outcomes. By considering the full spectrum 
of biological interactions and feedback loops, systems models can 
provide a more comprehensive and mechanistic understanding of 
how chemical exposures lead to adverse effects.

However, the complexity of these models also presents chal-
lenges for establishing causality. In traditional toxicology, causal-
ity is often inferred from observed associations between exposures 
and outcomes, with the assumption that intervening variables have 
been adequately controlled. But in complex systems with numer-
ous interacting components, it can be difficult to isolate specific 
causal relationships and rule out alternative explanations. Systems 
models may reveal unexpected emergent properties or non-linear 
dose-response relationships that complicate causal inference.

To address these challenges, systems toxicology relies on an 
iterative process of model building, virtual experimentation, and 
experimental validation (Smirnova et al., 2018). Computational 
models are constructed based on existing knowledge and experi-
mental data and then used to generate predictions about the sys-

incorporating prior knowledge, and employing rigorous validation 
and uncertainty quantification techniques, researchers can over-
come these challenges and construct more accurate, predictive, 
and interpretable models of biological systems. These models can 
provide valuable insights into the mechanisms underlying health 
and disease and guide the development of new therapies and in-
terventions. As the field of systems biology continues to evolve, 
the integration of experimental, computational, and theoretical 
approaches will be essential for unraveling the complexity of bi-
ological systems and advancing our understanding of life at the 
molecular, cellular, and organismal levels.

7.3  Virtual experiments in systems approaches to  
challenge our understanding of causality
Systems biology and computational modeling are revolutionizing 
our understanding of biological processes and how perturbations 
can lead to adverse outcomes. By integrating experimental data 
into computational models, we can gain insights into the complex 
interactions and emergent properties of biological systems that 
are difficult to discern through traditional reductionist approaches 
(Smirnova et al., 2018). These models allow us to perform vir-
tual experiments to test hypotheses and generate predictions that 
can guide further experimental work. However, this approach also 
challenges our traditional notions of causality and requires a shift 
in thinking about how we establish causal relationships in com-
plex systems.

Fig. 5: Refining 
biological 
systems models
Designed with 
napkin.ai.
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inform the development of AI models (Hartung, 2023b,c; Klein-
streuer and Hartung, 2024). By leveraging the knowledge gained 
from these methods, AI can help identify patterns, predict out-
comes, and extrapolate findings to human populations. However, 
the full potential of this synergy has not yet been fully exploited, 
presenting opportunities for further advancement. A major chal-
lenge is the validation of these AI-based approaches (Hartung and 
Kleinstreuer, 2025).

In silico trials and digital twins: In silico trials, which involve 
creating virtual cohorts of digital twins based on clinical data, are 
increasingly being used in the pharmaceutical industry for drug 
development and device testing (Craig et al., 2023; Bordukova et 
al., 2024). Adapting this approach to toxicology could enable the 
prediction of population-level effects from subcellular-level per-
turbations caused by chemicals. By integrating knowledge of how 
chemicals affect gene expression and molecular pathways, digital 
twins can help translate these findings to clinical outcomes. Mod-
els in some areas, such as cardiology and cardiotoxicity, are already 
outperforming traditional animal models in identifying cardiotoxic 
mechanisms (Passini et al., 2017). For example, in silico drug tri-
als using an experimentally-calibrated model of human ventricular 
myocyte electrophysiology and Ca2+ cycling (O’Hara et al., 2011) 
have demonstrated higher accuracy than animal models in predict-
ing clinical pro-arrhythmic cardiotoxicity and are used by phar-
maceutical industry (Passini et al., 2017). The use of digital twins 
represents a shift from traditional toxicology to a more probabilis-
tic and human-relevant approach. Large sets of clinical data can be 
used to create virtual patient populations, allowing for the extrapo-
lation of in vitro findings to human populations through modeling 
and simulation informed by machine learning.

Regulatory acceptance: Several studies demonstrate the po-
tential of in silico methods in toxicology (O’Hara et al., 2011; 
Passini et al., 2017). For example, both the European Medicines 
Agency (EMA) and the US Food and Drug Administration (FDA) 
acknowledge the value of in silico methods, especially PBPK 
models, in drug development and evaluation, with digital evidence 
from these models being accepted in regulatory submissions (Mu-
suamba et al., 2021). The number of submissions to the FDA con-
taining PBPK-derived evidence increased more than 50% from 
2017 to 2019 (Grimstein et al., 2019). This highlights the growing 
interest from industry and the increasing acceptance by regulators 
of these emerging methodologies.

Addressing human variability: One of the key advantages of 
using digital twins in toxicology is the ability to account for hu-
man variability and personalized factors. Unlike traditional animal 
studies, which often use genetically homogeneous rat or mouse 
strains, digital twins can incorporate individual differences in ge-
netics, metabolism, and susceptibility to chemical exposures. This 
allows for a more comprehensive assessment of the probability of 
hazard at the population level.

Improving hazard assessment with biological data: Incorpo-
rating biological data into ProbRA can help distinguish between 
significant effects and relevant effects, as well as identify com-

tem’s behavior under different conditions. These predictions can 
then be tested experimentally, with the results used to refine and 
improve the model. By cycling between virtual and physical ex-
periments, researchers can progressively build confidence in the 
model’s ability to capture causal relationships and generate reli-
able predictions.

This process also requires a more nuanced view of causality 
that considers the probabilistic and context-dependent nature of 
biological systems. Rather than seeking to establish deterministic 
causal chains, systems toxicology aims to identify the key drivers 
and modulators of adverse outcomes and characterize their inter-
actions. This may involve considering multiple causal pathways, 
feedback loops, and contextual factors that influence the likeli-
hood and severity of effects. Techniques such as sensitivity analy-
sis and uncertainty quantification can help to evaluate the robust-
ness of causal inferences and identify areas where additional data 
or model refinements are needed.

Ultimately, the goal of systems toxicology is to develop a pre-
dictive understanding of how chemical exposures impact human 
health, based on a mechanistic understanding of the underlying 
biological processes. By integrating virtual and physical experi-
ments in an iterative fashion, this approach can generate more reli-
able and human-relevant predictions of toxicological risk. How-
ever, it also requires a willingness to embrace the complexity of 
biological systems and adopt new ways of thinking about causal-
ity and evidence. As the field of systems toxicology continues to 
evolve, it will be important to develop rigorous methodologies for 
model validation, uncertainty quantification, and causal inference 
that can build confidence in this approach and support its appli-
cation in regulatory decision-making. A strong starting point is 
learning from the American Society of Mechanical Engineering 
(ASME)10 Verification, Validation, and Uncertainty Quantifica-
tion VVUQ protocols, some of which already cover computational 
modeling of medical devices (V&V-40), machine learning models 
(V&V-70), and pharmaceutical products (V&V-80). Currently, an 
ISO-IEC working group is preparing a harmonized version of the 
V&V-40. In addition, the International Council for Harmonisation 
of Technical Requirements for Pharmaceuticals for Human Use 
(ICH) is currently working on model-informed drug development, 
revising the inclusion of various modeling approaches and their 
credibility assessment. 

7.4  Advancing probabilistic risk assessment in toxicology
The field of toxicology is undergoing a paradigm shift towards 
the integration of advanced methodologies, such as AI, in silico 
trials, and digital twins, to improve the accuracy and relevance of 
risk assessment. This chapter explores how traditional methods 
inform AI, the synergies between these approaches, and the po-
tential for leveraging emerging technologies to advance ProbRA 
in toxicology.

Synergy between traditional methods and AI: Traditional toxi-
cological methods, such as in vivo animal studies and in vitro 
assays, provide valuable data and mechanistic insights that can 

10 https://www.asme.org/codes-standards/publications-information/verification-validation-uncertainty 

https://www.asme.org/codes-standards/publications-information/verification-validation-uncertainty


Maertens et al.

ALTEX 42(3), 2025       428

aling cascades, are characterized by intricate patterns of interac-
tions and dependencies that can obscure the true causal relation-
ships between variables.

Key tools and methods, such as causal graphs, causal inference, 
Granger causality, transfer entropy, complex network analysis, and 
dynamical systems theory, provide a framework for unraveling 
the causal relationships within these complex networks. These ap-
proaches enable researchers to visualize causality, quantify informa-
tion flow, identify structural patterns, and capture network dynam-
ics, leading to a deeper understanding of how perturbations propa-
gate through biological systems and give rise to adverse outcomes.

AI has emerged as a transformative force in the study of causa-
tion in complex networks, offering powerful tools for analyzing 
the vast amounts of data generated by modern experimental tech-
niques. AI techniques, such as machine learning, data mining, and 
deep learning, can uncover hidden patterns and correlations that 
may indicate causal relationships between different nodes in the 
network. Predictive modeling, causal inference, simulation and 
optimization, network reconstruction, and anomaly detection are 
among the key applications of AI in this context.

By leveraging AI approaches, researchers can identify the 
MIEs and KEs that link exposures to adverse outcomes, providing 
mechanistic insights into the perturbation of biological systems. 
AI-powered analysis of omics data, such as transcriptomics, pro-
teomics, and metabolomics, can reveal the complex cascades of 
molecular changes that occur in response to chemical exposures or 
other perturbations. These insights can inform the development of 
AOPs and support the prediction of hazard based on an understand-
ing of the underlying biological mechanisms (de Vries et al., 2021).

Moreover, AI techniques can help characterize the complex in-
teractions between exposures and genetic factors that determine 
an individual’s susceptibility to adverse effects. By studying the 
perturbation of biological networks in genetically diverse popula-
tions, researchers can better understand gene-environment interac-
tions and identify vulnerable subgroups who may be at higher risk 
of exposure-related diseases.

In conclusion, the integration of key tools and methods for 
understanding causation in complex networks, coupled with the 
power of AI, holds immense promise for advancing our under-
standing of how perturbations in biological systems lead to haz-
ard. By unraveling the intricate web of cause and effect within 
these networks, researchers can gain mechanistic insights, develop 
predictive models, and inform risk assessment and decision-mak-
ing in the context of chemical safety and public health. However, 
careful consideration must be given to the limitations and biases of 
these approaches, and collaboration between domain experts and 
AI specialists is essential to ensure the validity and reliability of 
the insights generated.

8  Challenges to the new paradigm

This new paradigm will come with challenges – there is a need for 
better analytical methodologies, assembling and curating large-
scale data sets – in particular using text-mining, not just to organ-

pensatory mechanisms and adaptive responses. By modeling the 
perturbation of biological systems and measuring omics data, we 
can gain insights into the differences in individual responses and 
the intrinsic factors that influence the manifestation of hazard. The 
concept of AOPs provides a framework for understanding the con-
tribution of KEs to the overall network of biological responses. 
However, there are still missing models that bridge the gap be-
tween cellular processes and higher levels of biological organiza-
tion (e.g., tissues and organs). Biologically informed models, such 
as those developed for drug-induced QT prolongation, demon-
strate how the integration of multiple pathways can help mitigate 
risk and avoid overly conservative approaches. These include:
1.	 Quantifying biology and setting thresholds: To effectively in-

corporate biological data into ProbRA, it is necessary to quan-
tify the extent of perturbation and determine the thresholds at 
which adaptive responses are overwhelmed and adverse ef-
fects emerge. This requires the identification of patterns and 
the minimum number of molecular drivers that characterize 
the tipping point between adaptation and adversity.

2.	 Test cases and proof of principle: Several test cases can be 
used to demonstrate the feasibility and value of ProbRA ap-
proaches in toxicology. For example, transcriptomics data 
from drug-induced liver injury (DILI) studies have been used 
to develop predictors of outcome, combining gene signa-
tures and toxicogenomics with chemical structure informa-
tion. Similarly, short-term animal studies with metabolomics 
data have been used to group chemicals and identify modes 
of action (MOAs), enabling the assessment of new substances 
based on their expected patterns.

3.	 Integration of MPS, clinical data, and in silico models: The 
integration of MPS, clinical data, and in silico models repre-
sents a promising approach for advancing ProbRA in toxicol-
ogy. MPS can provide relevant biological readouts, such as 
transcriptomics or morphological changes, which can be used 
to parameterize digital twin models. The combination of MPS 
and in silico models allows for the linking of cellular-level 
perturbations to population-level disease outcomes.

In conclusion, the integration of traditional toxicological meth-
ods, advanced in vitro systems, and emerging in silico approach-
es, such as digital twins and AI-informed modeling, holds great 
promise for advancing ProbRA in toxicology. By leveraging the 
synergies between these methods, incorporating human variabil-
ity, and quantifying the tipping points between adaptation and ad-
versity, we can develop more accurate, relevant, and protective 
approaches to assess chemical hazards. Continued research, vali-
dation, and regulatory acceptance of these methodologies will be 
crucial for their successful implementation in toxicology and risk 
assessment.

7.5  Causation in complex networks facilitated by AI
In the context of perturbation of biology leading to hazard, under-
standing causation in complex networks is crucial for identifying 
the underlying mechanisms and predicting the potential adverse 
effects of exposures or interventions. Complex biological systems, 
such as gene regulatory networks, metabolic pathways, and sign-
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to ensure regulators have confidence in the output. Larger data sets 
do not always guarantee that the signal will be stronger than the 
noise. Paraphrasing Nate Silver, we must accept that distinguish-
ing the signal from the noise requires scientific knowledge but 
also self-knowledge. We should have the courage to predict the 
endpoints that we can and the humility to accept that there are end-
points we cannot (yet) predict – and ideally, the wisdom to know 
the difference (Silver, 2012).

8.1  Data availability and needs for advancing  
probabilistic risk assessment
The advancement of ProbRA in toxicology relies heavily on the 
availability and quality of data. While the amount of toxicologi-
cal data has been increasing rapidly, there are still significant 
challenges in terms of data accessibility, standardization, and rel-
evance to human health. This chapter explores the current state of 
data availability, the types of data needed, and the steps required 
to bridge the gap between available and desired data for ProbRA.

Challenges and opportunities of data availability are central to 
this transition. Large datasets are crucial for standardization and 
the development of robust probabilistic models. However, several 
challenges need to be addressed to ensure the representativeness 
and quality of the data:
1.	 Population bias: If we assume that the available data repre-

sents a representative sample of the population, we may be 
skewed. Exposures are often higher in groups that are less 
likely to share data, leading to bias in the population structure.

2.	 Open access: A significant portion of the scientific literature 
is hidden behind paywalls. Major open access publishers, such 
as PLOS and Frontiers, are among the top sources of informa-
tion for AI models like ChatGPT. To effectively use data sci-
ence to address societal problems, including toxicological risk 
assessment, it is essential to promote open access to research 
data while ensuring the publication market is affordable for 
publishing authors.

3.	 Data types: The availability of different data types, such as pa-
thology, omics, and electronic health records, is crucial. In de-
fining the mission of ProbRA, it is important to consider what 
data types are available and can be integrated into the models 
in the short term.

One of the key challenges in advancing ProbRA is bridging the 
gap between in vitro systems, such as MPS or organoids, and hu-
man data. Efforts are needed to define how to translate findings 
from these advanced in vitro models to human health outcomes. 
Standardization initiatives, such as the MIAME guidelines for re-
porting the quality of transcriptomics data (Brazma et al., 2001), 
can help ensure the comparability and reliability of data from dif-
ferent sources.

Historically, regulatory agencies have relied heavily on animal 
data, but there is a growing interest in moving towards human-
relevant data for risk assessment, as reflected in the OECD guide-
lines. Developing a vision for ProbRA based on human data re-
quires exploring innovative approaches to leverage existing and 
emerging data sources, such as exposomics and multi-omics anal-
ysis of human blood and urine samples.

ize the existing literature-base but to include both regulatory data 
and gray literature, such as safety data sheets, to overcome our 
publication bias. It will certainly require the use of AI to overcome 
our limited understanding of biological interactions and shift to 
a systems biology perspective (Krewski et al., 2010; Kleensang 
et al., 2014). But it will also require embedding an understand-
ing of ProbRA in how we talk about hazard. The distinction be-
tween mutagenicity and carcinogen potency is well-understood, 
yet the failure to fully implement this in regulatory regimes has 
led to such absurdities as the State of California insisting that cof-
fee required a warning label about its potential for carcinogenic-
ity, which was only removed after a lengthy legal battle7 (Flynn, 
2019). No doubt, large-scale data sets and molecular docking will 
reveal a wealth of substances, both natural and artificial, that have 
some level of estrogen receptor binding; we cannot declare all of 
them endocrine disruptors (Cozzini et al., 2022). 

Similarly, omics data is inherently upstream of phenotypic 
manifestations of hazard. What portion of differentially expressed 
genes, translated proteins, generated metabolites, or altered sub-
cellular functionality should be deemed the minimum acceptable 
evidence of an adverse outcome? How do we benchmark these 
when used as biomarkers of effect? Moreover, biological systems 
are adaptive by nature. With the shift toward human-relevant in 
vitro models and in silico modeling, it is more pressing than ever 
to differentiate between an adaptive response and an adverse per-
turbation of a biological system.

For both drug and chemical safety, the cost of gathering data 
is astounding – $20 billion in annual spending for safety assess-
ments, with more on regulation, yet often this money is spent 
generating data with methods that were introduced 50 years ago 
(Meigs et al., 2018), or worse still, arguing about the significance 
of a tumor in one or two rodents (Williams et al., 2016; Davoren 
and Schiestl, 2018). Previous failures in this paradigm – thalido-
mide is a classic example – have been dealt with by requiring more 
animal testing, rather than thinking about what knowledge-gap led 
to this outcome. The precise mechanisms behind thalidomide’s de-
velopmental toxicity have taken over 60 years to unravel. A cru-
cial clue came from the observation that a mutation in the SALL4 
gene, a suspected molecular target, results in a rare human con-
dition resembling thalidomide toxicity. Structural differences be-
tween the human and mouse SALL4 proteins explain the species-
specific differences in thalidomide toxicity (Donovan et al., 2018).

At the same time, data has increased in scale and diversity. 
Bringing ProbRA to the molecular level will no doubt require in-
tegrating multiple data streams at diverse scales – in silico ADME 
and docking studies, biological networks and pathways modeling, 
in chemico assays, high throughput and high dimensional data 
such as Toxcast and omics data, all the way to population-level ex-
posure and outcome measurements. However, knowledge gained 
from one scale can inform the others, as has been demonstrated 
by the use of in silico metabolite predictions to help de-noise ex-
posomics data (Kincaid et al., 2023).

It will be a challenge to efficiently and transparently integrate 
all these disparate data, and it will require an investment in data 
ontologies and AI-assisted transparent data integration techniques 
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in the 2009 assessment of cadmium in food (EFSA, 2009).
2.	 Physiologically-based pharmacokinetic (PBPK) modeling: 

Combined with in vitro-to-in vivo extrapolation (IVIVE) to 
predict the distribution of a chemical in the human population, 
accounting for isoform-specific differences in metabolism.

3.	 Modeling applications: Used to address kinetic variability, 
perform population-specific simulations, and derive PODs 
based on internal dose, target organ or subcellular targets.

To further advance the use of probabilistic approaches in chemical 
risk assessment, several key questions need to be addressed:
1.	 Fit-for-purpose approach: Is a one-size-fits-all approach ap-

propriate, or should the approach be tailored to the specific 
question being addressed?

2.	 Expressing outcomes: How can outcomes such as mutagen-
icity be expressed as probabilities rather than binary (yes/no) 
results?

3.	 Incorporating NAMs: How can NAMs, such as in silico meth-
ods, be integrated into ProbRA, and what considerations are 
needed regarding uncertainty factors, quantitative in vitro-to-
in vivo extrapolation (QIVIVE), and the sensitivity of different 
endpoints?

Collaboration and data sharing are essential for advancing proba-
bilistic approaches in chemical risk assessment. Initiatives such as 
joint databases and research projects between regulatory agencies, 
like ECHA and the OECD, can help to structure toxicity data and 
promote the use of NAMs for classification and prioritization.

In conclusion, probabilistic approaches offer a promising way 
forward for chemical risk assessment, enabling a more compre-
hensive characterization of uncertainties and variabilities. By ad-
dressing key questions related to fit-for-purpose approaches, ex-
pressing outcomes as probabilities, and incorporating NAMs, the 
field can continue to evolve and improve the protection of public 
health. Collaboration between regulatory agencies, industry, and 
the scientific community is crucial to ensure the successful imple-
mentation of probabilistic approaches in chemical risk assessment.
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