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Abstract

Deep Neural Networks (DNN5s) often demonstrate remarkable performance when evaluated
on the test dataset used during model creation. However, their ability to generalize effec-
tively when deployed is crucial, especially in critical applications. One approach to assess
the generalization capability of a DNN model is to evaluate its performance on replicated
test datasets, which are created by closely following the same methodology and procedures
used to generate the original test dataset. Our investigation focuses on the performance
degradation of pre-trained DNN models in multi-class classification tasks when evaluated
on these replicated datasets; this performance degradation has not been entirely explained
by generalization shortcomings or dataset disparities. To address this, we introduce a new
evaluation framework that leverages uncertainty estimates generated by the models stud-
ied. This framework is designed to isolate the impact of variations in the evaluated test
datasets and assess DNNs based on the consistency of their confidence in their predictions.
By employing this framework, we can determine whether an observed performance drop is
primarily caused by model inadequacy or other factors. We applied our framework to ana-
lyze 564 pre-trained DNN models across the CIFAR-10 and ImageNet benchmarks, along
with their replicated versions. Contrary to common assumptions about model inadequacy,
our results indicate a substantial reduction in the performance gap between the original
and replicated datasets when accounting for model uncertainty. This suggests a previously
unrecognized adaptability of models to minor dataset variations. Our findings emphasize
the importance of understanding dataset intricacies and adopting more nuanced evaluation
methods when assessing DNN model performance. This research contributes to the devel-
opment of more robust and reliable DNN models, especially in critical applications where
generalization performance is of utmost importance. The code to reproduce our experi-
ments will be available at https://github.com/esla/Reassessing_ DNN_Accuracy.
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1 Introduction

The purpose of evaluating trained machine learning models on held-out test datasets is to
obtain unbiased estimates of their performance on datapoints that were not used for train-
ing purposes. A newer assessment approach in computer vision is to evaluate models
on independent test datasets (Recht et al., 2019; Lu et al., 2020) that have been created
by carefully replicating the way older and highly popular datasets were constructed. We
expect the accuracy on the replicated datasets to be similar to the accuracy on the original
datasets. However, in reality, models suffer from a substantial and consistent degradation
in accuracy when evaluation is done using replicated datasets. For example, Recht et al.
(2019) created two test datasets, namely CIFAR-10.1 and ImageNetV2, by carefully fol-
lowing the way the CIFAR-10 (Krizhevsky, 2009) and ImageNet (Deng et al., 2009) data-
sets were constructed, respectively. They subsequently evaluated a large number of models
on these test datasets and reported substantial and consistent accuracy drops of 3 — 15%
on CIFAR-10.1 and 11 — 14% on ImageNetV2. For convenience, in the remainder of this
paper, we will refer to the original validation set of the ImageNet dataset as ImageNetV 1.

Even though care is taken to ensure that the replicated datasets closely match their origi-
nal datasets by design, it is reasonable to expect some characteristics of these datasets to
still differ. Datasets can differ in their characteristics due to various factors, such as the
under-representation of sub-populations, differences in sampling strategies (Torralba &
Efros, 2011), variations in the ratio of easy to difficult datapoints (Recht et al., 2019; Lu
et al., 2020), varying degrees of label errors (Northcutt et al., 2021), and statistical bias
during replication (Engstrom et al., 2020). We argue that the degradation in the accuracy
of a model on similar-but-non-identical test datasets does not necessarily indicate that the
model fails to generalize well on the dataset. Instead, there is a possibility that the adopted
evaluation approaches do not adequately capture the rich information that DNN multi-class
classification models generate.

DNN multi-class classification models generally produce a softmax vector. From this
vector, we can extract two outputs for any given input datapoint: the predicted label and its
corresponding probability.! Recognizing that an accuracy comparison using all datapoints
might obscure model performance nuances, we propose a method that divides datasets into
subsets. These subsets are matched based on the confidence of the model studied in its
predictions. This division is designed to facilitate a comparison that isolates model per-
formance from dataset variability. When evaluating two test datasets, the division process
yields only a pair of matched subsets if the datasets have the same size and their datapoint
characteristics, such as class distribution and feature values, are highly similar. However,
when the test datasets vary in size or exhibit differences in their datapoint characteristics,
the division process inherently generates both matched and unmatched subsets. Our pro-
posed framework utilizes all the generated subsets, both matched and unmatched, to pro-
vide a comprehensive view of model behavior across diverse dataset scenarios.

Figure 1 illustrates the central component of our framework that generates the
matched and unmatched subsets. Our framework is aimed at investigating the perfor-
mance degradation of a pre-trained DNN when evaluated on two test datasets — the tar-
get and source — that are expected to be similar but distinct. For instance, it can be used

! In this paper, we refer to the maximum value of the softmax vector as the predicted probability or confi-
dence in an interchangeable manner.
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Fig. 1 Visual overview of the matching strategy in our proposed evaluation framework. Datapoints from
source and target datasets are paired based on model confidence, creating matched and unmatched subsets
for analysis. Details are provided in Algorithm 1

to investigate when a model performs significantly better on the source compared to
the target dataset contrary to our expectations. Firstly, the predictions and confidence
values for all datapoints in the test datasets are obtained from the model under evalu-
ation. Subsequently, datapoints from the source and target datasets are matched based
on predefined criteria, resulting in four subsets of matched and unmatched datapoints.
These subsets are further analyzed, focusing on the accuracy of the matched subsets and
the relationship between accuracy and confidence values across all subsets. Matching
is performed based on two criteria: (i) both predicted labels and their corresponding
confidence values, or (ii) solely the confidence values. This approach leverages these
matched and unmatched subsets to identify whether differences in accuracy between the
source and target datasets are due to model inadequacies. If matched subsets exhibit
minimal accuracy gaps and maintain a consistent accuracy-confidence relationship, it
suggests that performance discrepancies are more likely due to dataset-specific charac-
teristics rather than model flaws. This insight is critical for further investigation into the
underlying causes of performance variation.

Although it has been reported that the softmax probabilities generated by DNN mod-
els are usually over-confident (Guo et al., 2017; Hein et al., 2019), there are research
efforts (Hendrycks & Gimpel, 2017; Mukhoti et al., 2020; Pearce et al., 2021) that
acknowledge that softmax probabilities can serve as a baseline for the uncertainty esti-
mates that models make about their predictions. We adopt the softmax values as the
baseline for our framework, acknowledging that quantities that better capture model
uncertainty could even fit better into our framework. Nevertheless, we argue that these
softmax probabilities can provide additional insight into model behavior that the use
of zero—one loss or accuracy alone cannot capture; one such aspect is the relationship
between the accuracy and the uncertainty of a model. A property of DNN models that is

@ Springer



84 Page 4 of 22 Machine Learning (2025) 114:84

Fig.2 Scatter plot of accu-

racy vs. confidence for 286 0.85
pre-trained ImageNet models, 0.80
with each point representing
the performance of a model on 0.75
either ImageNetV1 or Image- 3‘ 0.70
NetV2. Confidence is the average S
predicted probability across all 5 0.65
data points 8 0.60
<
0.55 & Dat .
0.50 o 4% ¢ atase
<o @® ImageNetVi
0.45 <o < ImageNetVv2

0.40 0.50 0.60 0.70 0.80 0.90
Confidence

of high interest to practitioners is for a DNN model to be more correct when more cer-
tain and less correct when less certain.

To observe the relationship between accuracy and confidence, we evaluated the accu-
racy and confidence of 286 pre-trained ImageNet models on the ImageNetV1 and Ima-
geNetV2 datasets. Figure 2 summarizes the obtained results using a scatter plot. Here,
the confidence of a model is calculated as the average of the predicted probabilities
associated with the predicted labels, for all the datapoints in the test dataset of interest.
In Fig. 2, we can observe that models generally tend to be less confident and less accu-
rate on the ImageNetV2 dataset, whereas models tend to be more confident and more
accurate on ImageNetV1.

The aforementioned observation brings up interesting questions that warrant fur-
ther investigation. Are the models signaling that the characteristics of the two datasets
differ in more ways than we can adequately explain? Should we expect the accuracy
to degrade on ImageNetV2, if indeed the characteristics of ImageNetVI and Image-
NetV2 differ but only mildly? If we find similar datapoint subsets from each of the data-
sets, should we expect their accuracy gap to be narrower? Using evaluation methods
that adequately capture the behavior of DNN models is a step forward toward finding
answers to these kinds of questions. Our evaluation framework implicitly assesses the
consistency between the accuracy metric and the predictive uncertainty across dataset
subsets. For example, if we sample subsets of predictions with similar predicted prob-
abilities (matched by predicted probabilities) from two test datasets, how large will the
accuracy gap between these subsets be? Intuitively, we expect the accuracy gap to be
narrow (i) if the uncertainty information generated by the models correlates well with
the accuracy metric, and (ii) if the uncertainty information is consistent across the eval-
uated test datasets. Furthermore, for all the test splits (both matched and unmatched),
we would expect to observe a similar relationship between accuracy and uncertainty
estimates, even with substantial variance in accuracy across different data subsets. In
Sect. 4, we present the results of our extensive evaluations conducted on 278 CIFAR-
10 models and 286 ImageNet models. These results support our previously mentioned
expectations and provide evidence for the effectiveness of our evaluation approach. By
leveraging the uncertainty-related information generated by the models, we observe
that the accuracy degradation across all evaluated models is not as severe as has been
reported in prior studies.
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The contributions of this paper are as follows:

1. We highlight a weakness in comparing model accuracy on similar-but-non-identical
datasets; accuracy degradation on replicate datasets is usually accompanied by higher
model predictive uncertainty, which is often not taken into account.

2. We propose a nuanced evaluation framework that considers both predicted labels and
their corresponding probabilities, enabling a deeper understanding of model behavior
across multiple test datasets.

3. Through an extensive evaluation of 564 pre-trained DNN models, we provide empirical
evidence that challenges the reported deterioration in accuracy on similar-but-non-
identical datasets. By effectively utilizing the uncertainty-related information produced
by these models, we infer that the performance of the models does not severely degrade
on the evaluated replicated datasets, suggesting that other dataset-related factors could
contribute to the observed degradation.

In the remainder of this paper, we describe our evaluation approach in detail in Sect. 2.
Furthermore, we summarize related research efforts in Sect. 3. Next, we discuss our experi-
mental setup and our experimental results in Sect. 4. Finally, we present our conclusions
and a of number directions for future research in Sect. 5.

2 Proposed evaluation framework
2.1 Notations

In this section, we describe our evaluation framework, which enables us to gain more

insight into the performance of models when evaluated using multiple datasets. Although

the framework could be used to evaluate any supervised classification model that generates
predicted labels and their corresponding probabilities, we restrict our scope to supervised

DNN classification models for computer vision in this paper. Supervised classification in

machine learning involves observing examples of a random vector X and an associated

random variable Y to learn to predict Y from X by estimating the conditional probability
distribution P(Y|X). Our evaluation framework assumes that we are provided with:

o an iid. dataset D={(x?,y?)}" CXxY, which is further partitioned into
disjoint subsets: train (D), validation (D), and test (D> Here, X and
Y={1,2,...,K} denote the input space and label space, respectively, and K represents
the number of classes, labels, or categories that each realization of X can be assigned
to. An example input space may comprise a set of raw images belonging to the catego-
ries (denoted by integers) in a given label space;

e aclassification model f, : X — ) with trained parameters 0. This classification model,
which has been trained on D,;, and validated on D,,, produces the predicted class

label 9 = argmaxP(Y =y|X =x,0) and the corresponding predicted probability
yey
p= maxyeyP(Y =y|X =x,60); and

2 The ImageNet dataset does not include the ground truth labels for the test partition. Therefore, the accu-
racy on the validation partition is usually reported in published articles.
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e asecond test dataset, Dy, = {(xO, y)}¥ € X'x Y, such that DN Dy = B

Algorithm 1 Strategies for matching two datasets: based on both predicted labels and
probabilities (bottom left, referred to as MATCHI1), and based on probabilities only (bot-
tom right, referred to as MATCH?2).

1: procedure MATCHPREDICTIONS(fg, Dsrc, Digt, €)

2: Psrc <= PREDICT(fg, Dsrc)

3: Pigt < PREDICT( fg, Digt)

4 Initialize Pgrc_matched Ptgt_matched Ptgt_unmatched as empty

5 N <= LENGTH(Pigt)

6 for i< 1, N do

7: Yt, U, Dt < Prgtli]

8 Ys, Us, Ps, 1s-match <= MATCHI(...) or MATCH2(...)
9: if is_match then

10: Add matched items to Psrc_matched a0d Pigt_matched
11: else

12: Add to /Ptgt,unmatched

13: end if

14: end for

15: ’Psrc,unmatchcd = Psrc — ,Psrc,matchcd

16: return Matched and unmatched sets

17: end procedure

1: function MATCH1(y¢, §¢, Pt, Psrc, €) 1: function MATCH2(y¢, U¢, Pt, Psre, €)
2: Initialize Patched @S empty 2: Initialize Ppatched @S empty
3: for all (y,9,p) € Psrc do 3: for all (y,9,p) € Psrc do
4: if 9t = g and pr € [p— €,p + € 4: if pr € [p—€,p+ €] then
then 5: Add (y:gvﬁ) 50 Pratched
5 Add (y,9,D) t0 Pmatched 6: end if
6 end if 7 end for
7: end for 8: if |Puatched| > 0 then
8 if |Puatched| > 0 then 9: (ys, Us, Ds) < RANSEL(Patched)
9 (ys, s, Ps) <= RANSEL(Ppatched) 10: Remove matched item from Perc
10: Remove (y,9,p) from Psre 11: return (ys, Js, s, True)
11: return (ys, Js, ps, True) 12: else
12: else 13: return (null, null, null, False)
13: return (null, null, null, False) 14: end if
14: end if 15: end function

15: end function

Comments:

e The PREDICT(.) function returns the predictions of a model in an array that consists
of tuples (y, §,p), where y, §, and p denote the ground truth label, the predicted label,
and the predicted probability, respectively.

® The RANSEL(.) function returns a randomly selected tuple (y, g, p) from the array that
contains the input tuples.
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The task at hand is to compare the effectiveness of f, on D, and D,., using certain
metrics, such as accuracy.

In Sect. 1, we introduced two matching criteria: (/) matching by both the predicted
labels and their corresponding predicted probabilities and (if) matching by the predicted
probabilities only. In what follows, we describe our proposed evaluation framework. Given
two test datasets D, and D,.,, our evaluation strategy aims at assessing the accuracy of a
model on these datasets, while taking into account the predicted probabilities generated by
this model. For convenience, we designate the dataset with the larger number of datapoints
as the source dataset Dy, and the other dataset as the target dataset D,y

First, the model of interest is used to generate the predicted labels and probabilities for
all the datapoints in both test datasets. We represent the output of the model, for a data-
point, as a tuple (y, ¥, f)),3 where y, $, and p represent the ground truth label, the predicted
label, and the predicted probability, respectively. In a next step, we generate matched and
unmatched subsets from P, and Py, whose elements are tuples (y, §, p), by sub-sampling
from all the model outputs obtained for the datasets D, and Dy, without replacement,
making use of one of the matching criteria. Our first matching criterion is summarized as
follows: for every element in P, find an element in P, such that they both have the same
predicted labels and such that their predicted probabilities are approximately equal. In this
context, we make use of a very small fraction e to control how approximately matched
the probability values should be. For example, if we want the probability difference to be
within +£1%, we set € = 0.01. The second matching criterion relaxes the need for the pre-
dicted labels to be the same and matches only the predicted probabilities. Test datasets Dy,
and D, could have different number of datapoints. Moreover, some datapoints could have
probabilities that are not matched. Therefore, the matching strategy could result in four
non-empty sets: two matched and two unmatched sets. Our evaluation framework, using
these matching criteria, is described in more detail in Algorithm 1 and a summarizing
overview is presented in Fig. 1.

2.2 Accuracy evaluation

Algorithm 1 generates four output arrays: Py macheds Pret_matched> Fsrc_unmatcheds and
Pigt_unmatched- The arrays Py nached a0 Pg maccnea CONtain information about the model
outputs that satisfy the predefined matching criteria. These criteria determine whether a
datapoint from the source dataset Dy, has a corresponding match in the target dataset D.
Conversely, the arrays Py ynmarched 214 Pige_unmatchea Store information about the model
outputs for datapoints that do not have matching counterparts in the other dataset according
to the same criteria. Specifically, P yimatched CONtains information for datapoints in Dy,
that do not have a match in Dy, while P, 4 contains information for datapoints in
Dy that do not have a match in Dy
Although many other metrics can be used to evaluate the aforementioned arrays to get a
better understanding of the datapoints that are considered similar or not similar, as judged
by the outputs of a model, the scope of this paper is restricted to the accuracy metric,
given that this metric is widely used for evaluating models on multiple test datasets. Our

gt_unmatche

3 Even though the $ and p are sufficient for the generation of matched subsets, since we need to calculate
the accuracy on the matched subsets, we adopt a tuple representation for the model output obtained for each
datapoint, with this representation including the ground truth label.
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definition of accuracy is conventional — the ratio of the number of correctly classified data-
points to the total number of datapoints under evaluation. However, we make a distinction
between accuracy evaluated on all the datapoints in a source or target dataset, and the accu-
racy evaluated on the matched or unmatched datapoints. We refer to the accuracy on all
datapoints simply as accuracy, the accuracy on the matched subsets as matched accuracy,
and the accuracy on the unmatched subsets as unmatched accuracy.

3 Related research

In this section, we briefly summarize research efforts that are related to our work.

Possible explanations for the accuracy degradation in replication datasets Even after
carefully following the way the original datasets were constructed, the creators of the
CIFAR-10.1 and the ImageNetV2 datasets (Recht et al., 2019) concluded that the degrada-
tion in accuracy is not resulting from adaptive over-fitting to the original test datasets, sug-
gesting that a possible explanation for the degradation is the presence of harder-to-classify
images in the newer test datasets. Engstrom et al. (2020) concluded that the accuracy deg-
radation in the ImageNetV2 dataset is the result of statistical bias in the creation of the Ima-
geNetV2 dataset. They show that the accuracy gap is indeed narrower if various sources of
statistical bias are accounted for. Specifically, they demonstrate that only 3.6% + 1.5% of
the accuracy drop for ImageNetV2 remains unaccounted for. Our experimental results sup-
port their finding and our proposed evaluation framework additionally provides a practical
tool for realistic performance assessment of DNN models on multiple test datasets.

The versatility of softmax output in DNN research Softmax output has become a fun-
damental baseline across various research domains within DNN research, demonstrating
its broad applicability and adaptability.

In the domain of uncertainty estimation and out-of-distribution (OOD) detection, soft-
max output has been established as a baseline for identifying misclassified and OOD sam-
ples (Hendrycks & Gimpel, 2017). Researchers have acknowledged its potential for captur-
ing prediction uncertainty in multi-class classification tasks (Mukhoti et al., 2020; Pearce
et al.,, 2021) and have developed techniques to enhance OOD detection capabilities by
building upon this baseline (Liang et al., 2018). However, a recent study found that cur-
rent benchmark studies for evaluating OOD detectors are highly sensitive to experimental
details such as random seed, train/val/test splits, and early stopping (Szyc et al., 2023).
The study reported that the highest instability was observed for OOD detectors such as the
k-nearest neighbors (KNN) and Mahalanobis (Lee et al., 2018), compared to logit-based
methods like Maximum Softmax Probability (MSP) (Hendrycks & Gimpel, 2017).

Softmax output plays a crucial role in various learning paradigms, including semi-
supervised learning, self-supervised learning, and knowledge distillation. In semi-super-
vised learning, particularly with pseudo-labeling strategies (Lee, 2013; Sohn et al., 2020),
the highest confidence predictions of a model are used as ’pseudo-labels’ to extend train-
ing to unlabeled data. In self-supervised learning methods such as DINO (self-distillation
with no labels) (Caron et al., 2021), the softmax output of a teacher network serves as the
target for a student network, enabling the learning of meaningful representations without
labeled data. Similarly, in knowledge distillation (Hinton et al., 2015), softened softmax
probabilities are utilized as teaching signals to transfer knowledge from complex models to
simpler, computationally efficient ones. The softened probabilities provide a richer form of
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guidance than hard labels, allowing student models to learn subtle decision boundaries and
inter-class relationships (Hinton et al., 2015; Romero et al., 2015).

Northcutt et al. (2021) utilized softmax probabilities within their Confident Learning
framework to identify and rectify label errors in training and test datasets. Similarly,
Sun and Lampert (2020) employed softmax outputs in their KS(conf) approach to detect
dataset shifts, which is crucial for assessing the reliability of DNN models in real-world
scenarios. Stephan Rabanser et al. (2019) also leveraged statistical tests on softmax out-
puts in their Black Box Shift Detection (BBSD) method to identify potential out-of-
distribution data and reveal subtle shifts in data distribution.

Despite its utility, the interpretation of softmax output as a definitive measure of
uncertainty should be approached with caution. Modern neural networks have been
found to be poorly calibrated, with various factors influencing calibration (Guo et al.,
2017). Moreover, ReLU-type neural networks can exhibit arbitrarily high confidence
far away from the training data, with the problem exacerbated by increasing network
depth (Hein et al., 2019). These findings highlight the propensity of softmax outputs to
exhibit overconfidence, which can result in misleading uncertainty estimates.

Notwithstanding these limitations, we posit that softmax outputs can still serve as
a valuable baseline for investigating the behavior of DNN models within the specific
context and experimental settings of this paper. Our work leverages softmax output to
investigate the robustness and generalization performance of DNN models on unseen
test datasets that are similar to the training data, and for which we do not expect sub-
stantial performance degradation. Unlike previous works that utilized softmax for tasks
such as detecting misclassifications, semi-supervised learning, knowledge distillation,
dataset shift detection, and OOD detection, our focus is on employing softmax as a tool
for investigating model behavior and performance inconsistency under test scenarios
where performance degradation is not expected.

Calibration of models Model calibration, also known as confidence calibration, is
the task of predicting probability estimates that accurately reflect the true likelihood of
correctness (Guo et al., 2017). Existing methods for model calibration can be catego-
rized into two main approaches: (i) improving the modeling process to create inherently
calibrated models (Kumar et al., 2018; Mukhoti et al., 2021; Krishnan & Tickoo, 2020),
and (if) applying post-processing techniques to enhance the outputs of pre-trained mod-
els (Naeini et al., 2015; Guo et al., 2017).

Expected Calibration Error (ECE) (Naeini et al., 2015; Guo et al., 2017) is a widely
used metric for assessing model calibration, providing a single scalar value that sum-
marizes the calibration performance of a model across different predicted probability
intervals. Despite its popularity, ECE has several limitations. First, as a histogram-based
metric, ECE is heavily influenced by the chosen binning strategy (Nixon et al., 2019;
Ding et al., 2019). Second, different models may generate varying distributions of pre-
dicted probabilities for the same dataset, making ECE less suitable for comparing cali-
bration performance across models. Finally, ECE is independent of accuracy, implying
that a model can be well-calibrated but have low accuracy, or vice versa, suggesting a
trade-off between accuracy and calibration.

To address these limitations, we utilize an approach inspired by the work of Brocker
and Smith (2007). They introduced a resampling method for assigning consistency
bars to observed frequencies in reliability diagrams, enabling visual evaluation of the
likelihood of the observed relative frequencies under the assumption of reliably pre-
dicted probabilities. Inspired by their work, we plot accuracy versus confidence using
histogram bins and augment the plot with confidence interval regions. This addition is
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motivated by the first two limitations of ECE highlighted in the preceding paragraph.
Incorporating confidence intervals provides a more informative assessment of the cali-
bration performance of a model by accounting for the variability in sample sizes across
different histogram bins.

Classification with a reject option Classifiers with a reject option can abstain from pre-
dicting a label if certain criteria are not met. Examples of classifiers with a reject option
are those where the rejection is based on confidence thresholds (Chu, 1965; Cortes et al.,
2016). This group of classifiers comes with a trade-off between error rates and rejection
rates, benefiting from reliable confidence estimation. Research efforts on classification with
a reject option focus on creating classifiers that demonstrate improved effectiveness while
having the ability to abstain from making certain predictions. In contrast, our work aims to
establish a systematic approach for evaluating any multi-class classification DNN model.
This is particularly crucial when assessing the performance of a model on test datasets for
which we expect no substantial performance degradation.

Matching methods for causal inference

Matching methods are statistical techniques designed to approximate the conditions
of randomized experiments in observational studies by ensuring that treated and control
groups have similar covariate distributions (Stuart, 2010). These methods, including pro-
pensity score matching and subclassification, aim to reduce bias by creating well-matched
samples from the original groups, thus facilitating more accurate causal inferences. Early
works on matching began in the 1940 s (Stuart, 2010), but their popularity has grown
across various fields such as political science (Ho et al., 2007), economics (Chiappori and
Salanié, 2016), epidemiology (Brookhart et al., 2006), medicine (Thomas et al., 2020),
and statistics (Rubin, 2006) due to their effectiveness in addressing confounding vari-
ables and enabling robust analyses of observational data. Our proposed method, which
involves matching model predictions between two test datasets, is inspired by these match-
ing techniques. By matching predictions according to specific model output criteria, we
aim to reduce the impact of potential unknown differences between two similar test data-
sets, thereby enabling a more accurate assessment of the performance of the model on both
datasets.

4 Experimental setup and results
4.1 Experimental setup

Dataset pairs The goal of our experiments is to evaluate a representative sample of pub-
lished DNN classification models on the CIFAR-10 and ImageNet datasets, using the eval-
uation framework proposed in Sect. 2. To that end, we trained 278 models on the CIFAR-
10 dataset using PyTorch implementations by Mukhoti et al. (2020)* under various training
settings. These training settings include different model architectures, loss functions,
learning rate schedules, data augmentation techniques, and random seeds. We describe the
datasets used and the various characteristics of the trained models in Table 1 and Table 2,
respectively, both located in Appendix A. For CIFAR-10, we carried out evaluations on
the following test dataset pairs: (i) CIFAR-10 versus CIFAR-10.1, (ii) CIFAR-10 versus

4 We additionally used models implemented in https://github.com/hysts/pytorch_image_classification.
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CIFAR-10.2, and (iii) CIFAR-10 versus CINIC-10. The CIFAR-10.2 dataset was created
by Lu et al. (2020) and is a variant of the CIFAR-10 dataset; it was derived from the same
source as CIFAR-10 and assembled via a similar process. The CINIC-10 dataset (Darlow
et al., 2018) was derived from ImageNet, and consists of images that belong to the same
classes as those of the CIFAR-10 dataset; all the images were resized to a resolution of 32
X 32.

Due to computational limitations, we did not re-train the ImageNet models but utilized
286 pre-trained published models from a popular PyTorch repository (Wightman, 2019).
The network architectures of a selected number of the pre-trained ImageNet models and
their names, as used in the source GitHub repository, are presented in Table 3 of Appen-
dix A. Similar to what was done for the CIFAR-10 pairs, we determine the accuracy and
matched accuracy for the ImageNetV1 versus ImageNetV?2 dataset pair for each pre-trained
model. The ImageNetV1 dataset consists of a total of 50, 000 images taken from 1, 000
categories, while ImageNetV2 consists of a total of 10, 000 images taken from 1, 000
categories.

Generated results We applied Algorithm 1 to each of the aforementioned dataset
pairs to generate matching subsets, with € = 0.01. Subsequently, each model is evaluated
on these subsets to determine (i) the accuracy on the source and the target datasets, (if)
the matched accuracy on the matched source and matched target datasets, and (iii) the
unmatched accuracy on the unmatched source and target subsets. Another value calculated
is the fraction of datapoints in the target dataset that does not find a match with datapoints
in the source dataset, which we refer to as Fraction Unmatched. These results are presented
in Fig. 3 and Fig. 4. Additional results can be found in Fig. 7 and of Appendix A. The
accuracy and matched accuracy gaps are better visualized in the plots on the right column
of these Figures.

The results for the matched accuracy are the average of 10 runs for each of the match-
ing criteria (refer to Algorithm 1 for their description). Since the standard errors over these
runs were negligible, we did not include error bars for the matched accuracy. For accu-
racy, we evaluate already trained models and it is not feasible to have the same pre-trained
models over multiple seeds. Therefore, we plot the accuracy of the available pre-trained
models.

4.2 Results and discussion

Consistent and significant accuracy drops Our extensive evaluation of the accuracy of a
plethora of models, on both the original and replication datasets, produced results that are
in line with the results reported by Recht et al. (2019), Miller et al. (2021), and Lu et al.
(2020). When accuracy is evaluated on all datapoints, we observe consistent but significant
accuracy drops on the replicated datasets. These results are shown in Figs. 3a 3c, 3e, and
4a as the gap between the solid blue line and the solid orange line; the difference in accu-
racy can be better viewed in the corresponding accuracy difference plots in Figs. 3b, 3d, 3f,
and 4b as the blue line.

Narrower matched accuracy gaps Given an input image, a model is used to predict
the label for this image and the likelihood of the correctness of the prediction, which we
loosely interpret as the belief of the model about the correctness of the prediction or its
uncertainty. Algorithm 1 enables us to effectively partition the evaluation datasets into
matching and non-matching subsets and to evaluate how consistently the accuracy of mod-
els aligns with their uncertainty estimates.
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Fig.3 Plots for the accuracy and matched accuracy for (a) CIFAR-10 versus CIFAR-10.1, (c) CIFAR-10
versus CIFAR-10.2, and (e) CIFAR-10 versus CINIC-10. Plots for accuracy difference, matched accuracy
difference, and fraction unmatched for (b) CIFAR-10 versus CIFAR-10.1, (d) CIFAR-10 versus CIFAR-
10.2, and (f) CIFAR-10 versus CINIC-10. The models in all plots are sorted according to increasing accu-
racy on CIFAR-10

By utilizing our evaluation framework, which allows taking into account uncertainty
information, the matched accuracy gap is consistently narrower, indicating that the accu-
racies of the models on the test dataset pairs are closer if the uncertainty information is
taken into account. The key takeaway message here is that the uncertainty that a model
generates provides additional information that should be taken into account to better
evaluate the model. These results are presented in Figs. 3a, 3c, 3e, and 4a as the gap
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Fig.4 (a) Accuracy and matched accuracy plots and (b) difference in accuracy and matched accuracy for
286 models evaluated on the ImageNet and ImageNetV2 dataset pair according to Algorithm 1. The models
in all plots are sorted according to increasing accuracy on ImageNetV 1

%

between the dotted blue line and the dotted orange line; the accuracy difference can bet-
ter be viewed in Figures 3b, 3d, 3f, and 4b as the orange line. The evaluation results
obtained when matching is done by predicted probabilities only (our second matching
criterion) can be found in Fig. 7 in Appendix A. While the plots effectively illustrate the
reduction in the performance gap using our evaluation framework, we also quantify this
reduction by calculating the percentage decrease in the matched accuracy gap relative
to the original accuracy gap. The accuracy gap decreased by 60.83% for CIFAR-10.1,
51.30% for CIFAR-10.2, 57.06% for CINIC-10, and 64.05% for ImageNetV2, on average
across all models.
Consistency of confidence versus accuracy across various subsets of the test datasets
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Fig.5 The plots of characteristics of a pre-trained BEiT model (Dong et al., 2022) when evaluated on vari-
ous subsets of the ImageNetV1 and ImageNetV2 datasets, as generated by our proposed evaluation frame-
work: (a) accuracy versus confidence and (b) density plots for the predicted probabilities
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Fig. 6 (a) Density plots of normalized entropy for matched and unmatched subsets of ImageNetV1 (source)
and ImageNetV?2 (target) datasets across all evaluated models. Higher entropy values indicate greater pre-
diction uncertainty, with a rightward shift in the density curve for unmatched target datapoints, indicat-
ing a higher proportion of uncertain predictions in this subset. (b) Scatter plot illustrating the relationship
between average confidence and occurrence frequency of unmatched datapoints in the target dataset across
models. A strong negative correlation (Pearson correlation coefficient = —0.85, p < 0.001) is observed,
suggesting that datapoints consistently assigned lower confidence by models are more likely to appear fre-
quently in unmatched subsets

To further illustrate the behavior of models for the various dataset subsets, we present in
Fig. 5a the accuracy versus confidence curves, which are also known as calibration curves
or reliability diagrams (Niculescu-Mizil & Caruana, 2005), for all the subsets of the Ima-
geNetV1 and the ImageNetV2 datasets. The predictions were generated by utilizing our
proposed framework to evaluate an ImageNet pre-trained BEiT model (Dong et al., 2022).°
In Fig. 5b, we present the density plots for the predicted probabilities. The accuracy gap is
7.99%, while the matched accuracy gap is 2.58%. The accuracy for all datapoints in Image-
NetV1 is 88.57% compared to 80.58% in ImageNetV2. For the matched subsets, the accura-
cies are 90.27% for ImageNetV 1 and 87.69% for ImageNetV2. For the unmatched subsets,
the accuracies are 88.29% for ImageNetV 1 and 56.59% for ImageNetV2. These results indi-
cate that accuracy across different test subsets could vary substantially when their charac-
teristics differ. Even though this variation exists, the model demonstrates consistent behav-
ior within these subsets, showing a stable correlation between the generated uncertainty
values and prediction accuracy. This consistency is crucial, especially under mild distribu-
tion shifts, as it allows performance estimation from generated uncertainty values. This
is valuable for applications like classification with rejection, where the model can abstain
from making decisions for high-uncertainty predictions, thus enhancing the reliability of
decision-making.

Explanation for the perceived accuracy gap

To investigate the causes of the perceived accuracy gap, we analyzed the uncertainty in
matched and unmatched subsets across all models for both the source (ImageNetV1) and
target (ImageNetV2) datasets. Uncertainty was quantified using normalized entropy,
H,. =—— Zfi] p;log p;, where K is the number of classes and p; is the predicted prob-

norm _@
ability for class i. This normalization bounds entropy between O and 1, providing a clear
interpretation of uncertainty levels.

5 The pre-trained model, named as beit_large_patch16_512.in22k_ft_in22k_inlk, was obtained from
https://github.com/rwightman/pytorch-image-models.
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Table 1 Description of the

dataset partitions for CIFAR-10 Name Default available Partition used ~ Total images

and its replication datasets CIFAR-10  Train, Test Test 10,000
CIFAR-10.1  Test Test 2,000
CIFAR-10.2  Test Test 10,000
CINIC-10 Train, Validation, Test  Test 90,000

Table 2 Description of the characteristics of the trained models for CIFAR-10

Network architectures VGG (Simonyan & Zisserman, 2015), ResNet (He et al., 2016),
DenseNet (Huang et al., 2017), ResNeXt (Xie et al., 2017), ResNet_Pre-
act (He et al., 2016), Shake_Shake (Gastaldi, 2017), PyramidNet (Han
et al., 2017), SENet (Hu et al., 2018)

Loss functions Focal Loss (Lin et al., 2017), Brier Loss (Brier, 1950), Maximum Mean
Calibration Error (MMCE) Loss (Kumar et al., 2018), Label Smooth-
ing Loss (Miiller et al., 2019)

Data augmentations (Basic) Random Cropping, Horizontal Flipping

Data augmentations (Advanced) CutMix (Yun et al., 2019), MixUp (Zhang et al., 2017), RICAP (Taka-
hashi et al., 2018)

Table 3 Network architectures and names of a select number of models pre-trained on ImageNet

Network architectures VGG (Simonyan & Zisserman, 2015), DenseNet (Huang et al.,
2017), ResNet (He et al., 2016), ResNeXt (Xie et al., 2017),
Inception-ResNet (Szegedy et al., 2017), EfficientNet (Tan
& Le, 2019), DPN (Chen et al., 2017), SEResNet (Hu et al.,
2018), HRNet (Zhang et al., 2021), DeiT (Touvron et al., 2021),
PNasNet (Liu et al., 2017), Visformer (Chen et al., 2021), Vision
Transformers (ViT) (Dosovitskiy et al., 2021)

Pre-trained models (Wightman, 2019)  densenet161, deit_tiny_distilled_patch16_224, dpn68b, efficient-
net_b2, dpn92, gluon_resnet50_v1d, gluon_seresnext50_32x4d,
gluon_seresnext101_32x4d, hrnet_w18_small_v2, ig_
resnext101_32x8d, ig_resnext101_32x16d, legacy_seresnet50,
ig_resnext101_32x32d, ig_resnext101_32x48d, inception_
resnet_v2, pnasnetSlarge, resnet18, seresnext50_32x4d, tf_
efficientnet_b5, tf_efficientnet_I12_ns, vgg13, visformer_small,
vit_base_patch16_224, vit_tiny_patch16_384

Figure 6a presents density plots of normalized entropy values for datapoints in each
subset across all evaluated models. The unmatched datapoints from the target dataset
exhibit higher entropy, indicated by a rightward shift in their density curve, suggesting a
prevalence of high-entropy predictions in comparison to other subsets. To further under-
stand this observation, we calculated the occurrence frequency for each datapoint in the
unmatched subsets (i.e., the proportion of models in which a datapoint was unmatched) and
the average confidence score assigned by these models. The presence of datapoints that are
present in all subsets of the unmatched dataset could facilitate the investigation of the spe-
cific dataset properties that could differ between the target and source datasets. However,
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Fig.7 Plots for accuracy and matched accuracy, when matched by predicted probabilities only for the fol- p
lowing dataset pairs: (a) CIFAR-10 versus CIFAR-10.1, (c) CIFAR-10 versus CIFAR-10.2, (e) CIFAR-10
versus CINIC-10(h), and ImageNetV1 versus ImagenetV2. Plots for accuracy difference, matched accuracy
difference, and fraction unmatched for (b) CIFAR-10 versus CIFAR-10.1, (d) CIFAR-10 versus CIFAR-
10.2, (f) CIFAR-10 versus CINIC-10, and (h) ImageNetV1 versus ImagenetV. The models in all plots are
sorted according to increasing accuracy on CIFAR-10 and ImageNetV 1

we expect some variability in the composition of the subsets due to the factors discussed in
Appendix B.

Figure 6b illustrates the relationship between the occurrence frequency and average con-
fidence, revealing a strong negative correlation (Pearson coefficient = —0.85, p < 0.001).
This result indicates that datapoints consistently assigned lower confidence across models
are more likely to appear frequently in the unmatched sets. These findings, combined with
our earlier observations, suggest that the perceived accuracy degradation may stem from
dataset-specific properties that induce greater model uncertainty in the target dataset. This
observation warrants further investigation into the properties of the datasets and potential
issues with existing modeling and evaluation practices.

5 Conclusions and future work

In this paper, we introduced a new evaluation framework that addresses the limitations of
conventional accuracy-based methods when comparing the performance of DNN models
on multiple similar-but-non-identical test datasets. By leveraging the uncertainty estimates
generated by these models and matching subsets of datapoints from pairs of test datasets,
our approach enables a more nuanced assessment of model performance across datasets
with valid differences. Our comprehensive evaluation covered 278 CIFAR-10 and 286
ImageNet models using both original and replicated datasets. Accounting for uncertainty
in DNN models, we found that the performance degradation in accuracy was consider-
ably less than previously reported. Specifically, the accuracy gap decreased by 60.83% for
CIFAR-10.1, 51.30% for CIFAR-10.2, 57.06% for CINIC-10, and 64.05% for ImageNetV2.
These results indicate that DNN model performance remains robust, contrary to earlier
findings. Performance degradation likely stems from benign dataset shifts that traditional
evaluations fail to detect. Hence, incorporating model-generated uncertainty is crucial for a
thorough assessment of DNN behavior.

In conclusion, our new evaluation framework represents a step forward in investigat-
ing the performance degradation of DNN models on multiple similar-but-non-identical test
datasets. While our study utilized softmax probabilities as a baseline for model uncertainty,
future research could explore the integration of our framework with more advanced uncer-
tainty estimation techniques to obtain even more accurate and informative assessments
of model performance. Furthermore, extending our approach to settings with identifiable
covariate shift could provide valuable insights into the robustness and generalization capa-
bilities of DNN models by investigating the consistency of accuracy metrics and uncer-
tainty estimates. The experimental results on CIFAR-10 and ImageNet models highlight
the effectiveness of our approach and the importance of incorporating uncertainty infor-
mation into the evaluation process. Our framework proves particularly useful in complex
evaluation scenarios, such as when a DNN model experiences unexpected and substan-
tial performance degradation on test datasets that cannot be fully explained by model
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overfitting, and the distinctive characteristics of the datasets cannot easily be identified.
In such cases, our uncertainty-aware evaluation method provides valuable insights into the
model’s behavior and helps to uncover potential sources of performance discrepancies. We
believe that our work provides a practical framework for investigating model performance
in these challenging situations, and will inspire further research into the development of
uncertainty-aware evaluation methods, contributing to the advancement of robust and reli-
able DNN models for critical real-world applications.

Appendix A Description of dataset, models and additional results

Appendix B Additional characteristics of the matched and unmatched
subsets

Factors that can affect the composition of datapoints in the various subsets across all evalu-
ated models include:

e Model-specific confidence assignment: Each model assigns confidence scores differ-
ently, even for the same inputs. This leads to variability in which datapoints are clas-
sified as matched or unmatched across different models. As a result, there is no fixed
set of universally unmatched datapoints; for example, an image predicted as "cat" with
90% confidence by Model A may be matched, while the same image predicted with
70% confidence by Model B may remain unmatched. This variability highlights the
model-dependent nature of the matching process.

e Dataset-specific confidence patterns: Minor differences between the original and rep-
licated datasets could lead to distinct confidence score patterns for each model. For
example, similar "cat" images might be predicted with an average confidence of 85% in
Dataset A and 80% in Dataset B by the same model, affecting the matching outcomes.

e The sampling strategy: Given the disparity in size between the source and target data-
sets (e.g., ImageNetV1 with 50,000 samples versus ImageNetV2 with 10,000 samples),
and the use of sampling without replacement, the order of matching can lead to vari-
ability, particularly in the matched source subsets. This procedural aspect alone can
account for differences in matched subsets across models or even across multiple runs
of the same model.

e Threshold effects: The specific threshold (epsilon) used for matching confidence
scores can influence the outcomes. Our analysis across different epsilon values (0.01,
0.05, and 0.005) yielded consistent conclusions, thus minimizing the impact of thresh-
old selection on our findings.

Open Access This article is licensed under a Creative Commons Attribution 4.0 International License,
which permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long
as you give appropriate credit to the original author(s) and the source, provide a link to the Creative Com-
mons licence, and indicate if changes were made. The images or other third party material in this article
are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the
material. If material is not included in the article’s Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly
from the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.
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