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Personalised Medicine

Leveraging the Potential of Digital Technology for Personalised
Medicine
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I. Introduction

The emergence of digital technologies (DTs) in med-
ical practice is a revolutionizing field, marked by in-
creasing adoption of digital devices and artificial in-
telligence (AI)-based software solutions by both
physicians and patients. In this paper, the authors as-
sess the potential of AI-based DT for better person-
alised medicine from the perspectives of physicians,

data scientists, patients, and lawyers. In doing so, the
authors explain the added value of the use of digital
technology for medical practice (II), the possibilities
from a data science perspective (III), the way patients
perceive such use to advance medical research and
care (IV), as well as the legal challenges in the Euro-
pean Union (EU) for using AI in clinical research, de-
velopment, and routine (V). The report ultimately
outlines points of attention for decision makers will-
ing to regulate the use of AI for medical research and
practice in the EU (VI).

II. Physicians’ Perspective: The Added
Value of the Use of Digital
Technology for Medical Practice

A major challenge in medical practice is accurate di-
agnosis, especially in the early stages of the disease
when symptoms are often minimal or unspecific. Di-
agnoses are often based on self-reported symptoms
or physician-based examinations, which are subjec-
tive. DTs offer an objective, less time-consuming and
cost-effective alternative. In this line, the EU-wide
project DIGIPD1 demonstrated that DTs can positive-
ly contribute to a more precise and accurate diagno-
sis.

Chronic diseases require continuous symptom
monitoring to effectively select and adapt treatments.
Current practices of regular doctor visits at fixed in-
tervals are not only inefficient, but also place a sig-
nificant financial burden on the healthcare system,
especially with an aging population. DTs are bridg-
ing this gap. Tools such as body-worn sensors for gait
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analysis in Parkinson's disease (PD) or tablet-based
cognitive tests for dementia enable continuous home
monitoring and timely treatment adjustments, lead-
ing to better patient outcomes and more efficient
healthcare delivery reaching high clinical utility.

In terms of prognosis, digital biomarkers such as
gait measurements have shown promise in predict-
ing disease progression in conditions such as PD. This
predictive capability is critical for early intervention
in at-risk patients, potentially preventing complica-
tions and aiding in life planning, including occupa-
tional adjustments and home modifications.

Beyond clinical decision support, DTs are also
emerging as potential non-pharmaceutical interven-
tions, such as customised cognitive training pro-
grams that adapt to patients' specific deficits and cog-
nitive levels.

Furthermore, DTs are making significant advance-
ments in clinical research. They offer more cost-effi-
cient methods to conduct clinical trials by replacing
subjective markers of disease progression with ob-
jective digital markers or endpoints. This advance-
ment is particularly beneficial in reducing the num-
ber of patients required for clinical studies, facilitat-
ing the development of new drugs, and resulting in
substantial cost savings.

In summary, the integration of DTs in medical
practice is a cornerstone in the evolution towards a
new paradigm of personalised medicine. It brings
forth innovative diagnostic methods, individualised
treatments, and home monitoring of disease progres-
sion, thereby enhancing the quality of life for patients
while optimisng resource utilisation in healthcare.

This transformation promises substantial benefits
for patients and the broader medical community,
marking a significant leap forward in healthcare de-
livery and management.

III. Data Scientists’ Perspective: The
Possibilities Regarding the Use of
Digital Technology for Better
Personalised Medicine

The DIGIPD project aimed to provide a systematic
and objective data-driven evaluation of DTs, in par-
ticular, in the field of PD. DIGIPD focused on gait as-
sessments via a digital gait device2, joint audio and
face movement video recordings via a computer at
the hospital, and telephonic voice recordings from
subjects' homes. Each of these DTs produces large
volumes of patient specific data, processed via dedi-
cated algorithms, including AI and specifically ma-
chine learning. AI algorithms can process complex
datasets to identify patterns that may be impercep-
tible to humans. Overall, the DIGIPD consortium
brought together data from more than 1,000 patients
across three different cohort studies from Germany,
France and Luxembourg. The analysis of these
datasets demonstrated: 
– DT derived data from voice and video recordings

allow for a highly sensible discrimination between
PD and healthy subjects and could thus support
an earlier diagnosis.

– Data derived from a digital gait sensor correlate
well with traditional questionnaire-based symp-
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tom assessments and can thus be used for objec-
tive monitoring of motor symptom progression.

– Data derived from a digital gait sensor can be used
to construct an endpoint for a clinical trial. As a
digital device can easily collect data at a far high-
er frequency than hospital visits, disease symp-
toms can be monitored at a higher temporal reso-
lution. A physician can thus directly observe the
trend in symptom progression between one hos-
pital visit to the next. Our analysis has shown that
such high frequency digital gait monitoring can
increase the statistical power of clinical trials.
Hence, DTs can support bringing urgently needed
novel medications to the market.

In summary, our analysis of a large volume of patient
data coming from different DTs highlights the poten-
tial of modern AI-based technology for better disease
management and clinical research.

IV. Patients’ Perspective: The Way
Patients Perceive the Use of Digital
Technology to Advance Medical
Research and Care

DT has emerged as a transformative force in the
realm of medical research and care, reshaping the pa-
tient experience and engagement. Within the
DIGIPD project, we conducted a survey of more than
300 PD patients across Germany, France and Spain.
Our study revealed that PD patients are eager to em-
brace the digital transformation of healthcare. It pro-
vides valuable insights into the patient perspective
regarding the integration of DT into their healthcare
journey bringing forth a mix of optimism, empow-
erment, and expectations.

Although we found small differences across dif-
ferent sociodemographic groups, participants across
France, Germany, and Spain expressed overall will-
ingness to share their health data, share information,
and actively engage in digital health initiatives, pro-
vided privacy and security measures are ensured.
This inclination persisted even among those who had

not previously used digital health monitoring de-
vices, signifying a widespread readiness to adapt to
the evolving healthcare landscape.

Notably, the majority of patients exhibited confi-
dence in and acceptance of the use of sensitive data
for a better personalised treatment of PD. Their ap-
proval was contingent on the perceived medical ben-
efits, with inquiries during interviews focusing on
the reliability and accuracy of AI solutions. Patients
expressed a keen interest in understanding how their
data contributes to advancements and innovations
in PD research and treatment.

However, despite the patients' willingness to
adopt DT, our real-world testing has also revealed
practical challenges. For instance, we observed that
numerous patients encounter difficulties related to
device setup or usage. This discrepancy between the
expressed willingness and the real-world challenges
underscores the importance of addressing not only
initial perceptions but also practical barriers to
achieve successful implementation and sustained en-
gagement in the use of DT in healthcare.

This may also be one of the reasons why patients
emphasised the importance of device co-design, ad-
vocating for familiarity, simplicity, and intuitiveness.
The call for a ‘Design for All’ approach echoed the
need for inclusivity, catering to a diverse range of
users, including those with varying levels of age, ex-
perience, cognitive functioning and disease stage.
Additionally, participants sought devices that min-
imised physical effort for efficient and comfortable
use.

To foster sustained patient engagement, our study
underscores the importance of providing clear infor-
mation about participation in data research studies
as well as regular feedback on the outcomes of their
contributions. This approach empowers patients, al-
lowing them to make informed decisions and foster-
ing a sense of responsibility for their health.

V. Legal Situation: The Legal Challenges
in the European Union for Using
Artificial Intelligence in Clinical
Research, Development and Routine

The General Data Protection Regulation3 (GDPR) im-
poses a multiple set of obligations on data process-
ing parties willing to process patient data for med-
ical research and practice. From a practical point of

3 Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation).
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view, fulfilment of these requirements imposes a
non-trivial challenge, specifically with respect to
sharing of historical patient-level data, which is re-
quired to develop AI models. Typically, a joint con-
troller agreement or a data processing agreement
might be put in place between collaborating organi-
sations, and the finalisation of such a contract can
take up to 2 years before any data driven research
and development can start depending on the num-
ber of parties/partners. A reason is that stakeholders
(decision makers, legal departments, data protection
officers) within the different organisations fear a pos-
sible violation of the GDPR. Hence, they seek to take
steps to minimise this risk (eg by implementing com-
prehensive definitions of approved data processing
within the project), and because different partner or-
ganisations have different interests and legal percep-
tions, a lot of different aspects need to be negotiat-
ed. This delays the further processing of the person-
al data for the research and given the typical fund-
ing period of 3 years for research projects, it impos-
es a major challenge and risk for the success of such
projects.

Besides that, the solutions chosen often do not ad-
equately increase the level of data protection compli-
ance within the project. Therefore, the legal necessi-
ty and justification for vast agreements should ideal-
ly be scrutinised critically in the early phases of a
project. The collaborating organisations should ori-
entate themselves towards pan-European, au-
tonomous standards of EU law to the largest extent
possible. Capacities and efforts of scientists and pro-
fessionals can then be directed towards measures
which in fact increase legal and ethical compliance
to the benefit of the data subjects as well as the risk
carrying parties.

In the future, the European Health Data Space4 is
meant to facilitate data sharing not only for medical
practice (primary use of data) but also for research
(secondary use of data). However, the following
GDPR principles and obligations also challenge the
processing operations at stake:
– A data protection impact assessment must be car-

ried out, including to assess the necessity and pro-
portionality of the processing operations in rela-
tion to the purposes (medical research or medical
practice purposes). This is important to ensure
that the risks to the personal rights and freedoms
of the data subjects are always adequately mitigat-
ed and to comply with the purpose limitation prin-

ciple, which requires that the purposes are legiti-
mate.

– While features describing characteristics within
an individual patient are not ‘human understand-
able’, accuracy of personal data must be main-
tained. This is crucial to comply with the accura-
cy principle.

– Understanding the outcomes of the processing op-
erations is crucial as well, as digital biomarkers
and the advanced analytical methods will not be
usable in medical practice if a human cannot take
decisions based on the outcomes. This human in-
volvement in the diagnostic and treatment deci-
sions is required because solely automated indi-
vidual decision-making is prohibited.

– This human involvement jibes with the necessity
that the controller remains able to provide mean-
ingful information about the logic involved in the
processing operations leading to a decision, in or-
der to comply with the transparency principle, and
more specifically with the obligation to provide a
set of information to the data subject.

– The controller must be able to explain the person-
al data it processes in a concise, transparent, intel-
ligible and easily accessible form, using clear and
plain language. This is important to ‘provide a
copy’ of the personal data where the data subject
exercises the right of access.

Furthermore, the Artificial Intelligence Act5 (AI Act)
has been formally adopted by the Parliament in its
March 2024 plenary session and the Council en-
dorsed the final text in May 2024. The AI Act will
soon enter into force, ie 20 days after its publication
in the EU's Official Journal, and it will apply 2 years
after its entry into force, with some exceptions for
specific provisions. While it does not apply to AI sys-
tems specifically developed and used for the sole pur-
pose of scientific research, the AI Act adds a set of
further obligations to providers and deployers of
high-risk AI-based medical devices. These concern,

4 Proposal for a Regulation of the European Parliament and of the
Council on the European Health Data Space, 3 May 2022,
COM(2022) 197 final – updated according to the provisional
political agreement reached at the fifth trilogue on 14 March
2024.

5 Regulation of the European Parliament and of the Council laying
down harmonised rules on artificial intelligence and amending
Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No
168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144
and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828.
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i.a. active devices intended to allow direct diagnosis
or monitoring of vital physiological processes, and
software intended to provide information which is
used to take decisions with diagnosis or therapeutic
purposes. For the related AI systems, a set of require-
ments are added to the ones stemming from the Med-
ical Devices Regulation6. Interestingly, pursuant to
the new Regulation, the systems concerned must be
designed and developed in such a way that the nat-
ural persons to whom human oversight is assigned
are enabled to correctly interpret the system’s output
and use it appropriately. This seems to suitably com-
plement the transparency requirements stemming
from the GDPR, mentioned above.

While most provisions of the AI Act, including the
quality criteria for training, validation, and testing
datasets, seem necessary to ensure appropriate de-
velopment of high-risk AI-based medical devices, it

remains to be seen what the practical impact of ad-
ditional requirements for companies and physicians
active in the field will be.

VI. Conclusion

Physicians and data scientists agree on the strong po-
tential of digital device technologies and data driven
decision support for medical diagnosis, prognosis
and symptom monitoring. Patients have in general a
positive attitude towards these new technologies. At
the same time, the current European legislation im-
poses a multitude of obligations for researchers, tech
companies and physicians which are derived from
the GDPR and from the Medical Devices Regulation,
soon to be combined with the AI Act. It is important
that European decision makers carefully identify the
necessary legal constraints on data sharing and AI
developments in the health sector, bearing in mind
their strong potential for science, patients and econ-
omy as well as the potential negative consequences
of overly complex regulations while enabling inno-
vation and protecting European values in healthcare.

6 Regulation (EU) 2017/745 of the European Parliament and of the
Council of 5 April 2017 on medical devices, amending Directive
2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC)
No 1223/2009 and repealing Council Directives 90/385/EEC and
93/42/EEC.


