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1 IntroductionThe optimization goals of tra�c engineering are to enhance the performance of IP tra�cwhile utilizing network resources economically. In this paper, our focus is on optimizingOSPF/IS-IS tra�c routing so as to make more e�cient use of network resources in scenariosof changes to tra�c and networks.Shortest Path First (SPF) protocols such as Open Shortest Path First (OSPF) [22] or In-termediate System-Intermediate System (IS-IS) [9] are the most commonly used intra-domaininternet routing protocols today. Tra�c is routed along shortest paths to the destination.The weights of the links, and thereby the shortest path routes, can be changed by the net-work operator. A simple default weight setting suggested by Cisco [11] is to make the weightof a link inversely proportional to its capacity. As an alternative to OSPF/IS-IS, the more
exible Multi-Protocol Label Switching (MPLS) protocol has been suggested [5, 24]. MPLSis not yet widely deployed, but in principle, it would allow arbitrary routing in networks.Our general objective in this paper is to route demands through an OSPF/IS-IS basednetwork so as to avoid congestion in terms of link loads exceeding capacities with resultingpacket loss and back-o� in TCP.In the context of a �xed network with a �xed known demand matrix this problem hasalready been addressed experimentally in [19] with real and synthetic data, showing that wecan �nd weight settings supporting 50%-110% more demands than Cisco's defaults inverse-capacity-weights, and get within a few percent of the best possible with general routing,including MPLS. Similar positive �ndings have been reported in [23], [20], and [7]. Here,the demand matrix could be based on concrete measurements, as described in [16] (see also[6, 12]), but could also be based on concrete service level agreements (SLAs).However, as stipulated in [3], demand matrices and networks change. The obvious ideafor dealing with change is to just reset the weights using the above mentioned techniques.However, as we shall see shortly, there are several reasons why one should avoid weight1



changes as much as possible. Our target in this paper is to match the above mentionedimprovements for �xed networks and demand matrices in scenarios of changing networksand demand matrices, changing as few weights as possible.Why weight changes are bad There are multiple reasons why weight changes are to beavoided as much as possible. First we note that even a single weight change is disruptive fora network. The weight change has to be 
ooded in the network. As the routers learn aboutthe change, they recompute their shortest paths to update their routing tables, and it maytake seconds for before all routers agree on the new shortest paths. Meanwhile, packets mayarrive out of order, degrading the performance of TCP. Obviously, the more weight changeswe try to 
ood simultaneously, the more chaos we introduce in the network with packetsbeing sent back and forth between routers with very diverging pictures of the weights andshortest paths in the network.A quite di�erent problem with many weight changes is that a human network operatoroversees the con�guration of weights and is making sure that the resulting routing is well-behaved, making sure that a diverse set of requirements is satis�ed. These requirements maybe very speci�c to the network, and may never be explicitly formulated until the networkoperator sees a concrete problem. In contrast, we are developing a generic tool for reducingcongestion in arbitrary networks according to a speci�c mathematical formulation of con-gestion. Indeed, congestion is important, but our tool can only act as a decision supportsystem over which the human operator has full control. If the tool suggests a few congestionreducing weight changes, the operator has a chance of checking that these are consistentwith other requirements, but if we suggest too many changes, he is less likely to be able toendorse them.In fact, our tool allows the operator to limit the range of di�erent weights. If he does notapprove of suggested weight changes, he can limit the ranges, thus forcing the tool to come2



up with new suggestions. This kind of interactive play is only meaningful if the number ofweight changes is so limited that a human can comprehend them. We note that limiting therange of weights is technically trivial, and it will not be discussed further in this paper.Good performance with few weight changes Motivated by the problems in changingweights, our �rst contribution is a technique for optimizing weights, changing as few weightsas possible.The technique was applied to a real weight setting of the AT&T IP backbone, and it wasfound that increasing a single weight from 1024 to 1025 reduced the max-utilization by 8%.Here, the utilization of a link is the ratio of its load over its capacity, so utilization above100% means an overloaded link. The max-utilization is the maximum utilization over alllinks in the network. Thus, from the perspective of max-utilization, the weight change wasworth an 8% increase in link capacities. Checking the impact of a single weight change isrelatively easy, and executing it is much cheaper than buying and installing new links withhigher capacity.Our technique was also tried on the experimental networks from [19], including a proposedAT&T IP backbone as well as the synthetic 2-level graphs of Zegura et al. [28, 29, 10].Here it was found that if we started with Cisco's suggested default link weights inverselyproportional to link capacities, using at most 10 weight changes, we could support around50% more demands, achieving about 2/3 of the gains reported in [19] with a complete changeof all weights.Of particular interest, we considered the problem of reestablishing performance after alocal change such as a link-failure or a new hot-spot. That is, our starting point was a set ofweights optimized for a network with a given demand matrix. We then simulated all possiblesingle link-failures and hot-spots, and discovered that even in the worst cases, three weightchanges su�ced to get within a few percent of the best possible with a complete dynamic3



change of all weights.We note that improved routing may cause TCP to send packets more aggressively, thuschanging the demand matrix. Allowing TCP to send more tra�c thanks to less loaded linksand packet loss is in itself considered positive, and here we ignore the more complicatedinteraction. We note, however, that we in response to demand changes from TCP couldapply the weight changes iteratively.Periodic daily changes Even on a daily basis there are large structural di�erences be-tween day and evening tra�c. However, this pattern is relatively similar for di�erent days,that is, the tra�c undergoes quite predicted periodic changes on a daily basis [16, 17].The most obvious idea for dealing with daily changes would be to use the above techniquesto adapt the weights to the changes. However, even a few daily weight changes are bestavoided.We propose here to seek one weight setting that is good for all the typical periodicchanges happening during a day. To deal with periodic changes, we suggest optimizingthe weight setting based on a few representative demand matrices, such as one day and oneevening matrix. Our basic idea is that if one set of weights works well for some representativedemand matrices, it works as well for all demand matrices dominated (� in each entry) byconvex combinations of these representative demand matrices, thus allowing us to cover anin�nite space of demand matrices rather than just a few singular points. This combinedwith general robustness to noise gives us a chance of addressing all the periodic changeshappening throughout a day.For our test instances, we succeeded in �nding single weight settings for pairs of struc-turally di�erent demand matrices that simultaneously for each individual demand matrixgave routing close to the optimum for general routing (including MPLS) for that demandmatrix. That is, our �xed weight setting is competitive with ideal dynamic routing with4



unlimited power to adapt independently to each demand matrix.This �nding is somewhat surprising in that it is easy to construct pairs of demand matricesso that however we �x the routing, even with MPLS, it is going to be bad for at least one ofthe demand matrices.Our successful optimization over multiple demand matrices is also interesting for di�er-entiated services with Quality of Service (QoS) constraints. Here we want to �nd one weightsetting that on the one hand satis�es certain performance guarantees for high priority cus-tomers, and on the other hand gives good best e�ort service for the general tra�c. Havingone demand matrix for the high priority customers and another for the regular tra�c, wecan apply the above mentioned techniques.Summary of contribution This is the �rst paper addressing the problem of �nding goodweight settings for OSPF/IS-IS without the freedom to change all weights. We believe thatrespecting the problem in changing weights takes us from a nice classical style combinatorialoptimization problem to something of true practical relevance.Our technique for tuning a weight setting with as few weight changes as possible is anovel general adaptation of the classical local search approach of combinatorial optimization[1], and we expect it to �nd many other applications in areas where parameter changes areundesirable. From a programming perspective, the adaptation had the advantage that wecould largely reuse our previous local search code for a good setting of all weights [19].Concerning periodic changes, our main new idea is not to do the obvious thing of pre-computing weight changes for a transition between, say, day and evening, but to strive forone weight setting good for the whole day.The value of our techniques is demonstrated experimentally on synthetic and real net-works, showing that we can improve signi�cantly over standard default weight settings, andin fact get close to the best dynamic routing with the more general MPLS scheme. As5



pointed out in [4, 18, 19], it is trivial to construct networks and demand matrices for whichthe best OSPF/IS-IS routing is worse than the best MPLS routing. Also, in this paper, wepresent a negative example with two demand matrices that do not have a good commonrouting, even with MPLS. Thus, our positive results cannot be achieved in general, but theyindicate that the negative examples are unlikely to dominate in real networks.In combination, our techniques provide an e�cient tool for OSPF/IS-IS tra�c manage-ment in a changing world. It is now an integrated part of AT&T's NetScope/Bravo tra�cengineering tool for IP networks [15]. Note that our work may also be applicable to MPLStra�c engineering when label-switched paths or tunnels become logical links with weightslike the physical links in OSPF/IS-IS.Contents First, in x2, we de�ne our exact model and objectives. Next, in x3, we presentour technique for optimizing with few weight changes. In x4, this technique is applied inconnection with link failures and hot-spots. Then, in x5, we describe and evaluate ourapproach with multiple demand matrices. Finally, we have some concluding remarks in x6.2 Models and experimental test-bedThis section presents the basic framework from [19] used to evaluate weight settings fora given network and demand matrix. Whereas [19] kept the network and demand matrix�xed, we are going to show how to deal with changes in the subsequent sections. The originalpresentation of the framework from [19] was rather short, and here we provide much moremotivating discussions and background.2.1 The general routing problemOptimizing the use of existing network resources can be seen as a general routing problemde�ned as follows. We are given a capacitated directed graph G = (N;A; c); A � N�N; c :=(ca)a2A, whose nodes and arcs represent routers and the capacitated links between them, and6



u srq v w
t Default Increasing weight Optimal globalunit weights of overloaded link single changeLink Weight Load Weight Load Weight Load(q; u) 1 1 1 0.5 1 1(r; u) 1 1 1 0.5 1 1(s; u) 1 1 1 0.5 3 0(u; t) 1 3 2 1.5 1 2(q; v) 1 0 1 0.5 1 0(r; v) 1 0 1 0.5 1 0(s; v) 1 0 1 0.5 1 1(v; w) 1 0 1 1.5 1 1(w; t) 1 1 1 2.5 1 2Figure 1: The need for global weights optimizationa demand matrix D that, for each pair (s; t) of nodes, tells us how much tra�c 
ow we needto send from s to t. We refer to s and t as the source and the destination of the demand.Many of the entries of D may be zero, and in particular, D[s; t] should be zero if there is nopath from s to t in G. A routing solution speci�es for each source-destination pair how thedemanded tra�c should 
ow in the network. The load `a on an arc a is then the total tra�c
ow through the arc, including the contributions from each source-destination pair.In the left side of Figure 1 is a concrete example of a network where each of the nodesq, r, s, and w demand a 
ow of 1 to t. In the displayed routing solution, the 
ows justfollow shortest paths to the destination, and thereby a load of 3 is accumulated on link (u; t)whereas all other links have loads 0 or 1. The table on the right will be discussed in the nextsubsection.For real instances of the problem, additional complicating constraints such as nodes for-bidden for transit tra�c or point-to-multi-point demands arise [16]. These kind of constraintscan be integrated by modifying the graph including arti�cial links, but these constraints donot a�ect the methods and results presented here and are left out for the sake of clarity.So far, we have been rather vague about our objective of \avoiding overloaded arcs", andwe will now de�ne some more exact objectives. Recall that the utilization of an arc a is the7



load divided by the capacity, i.e. `a=ca, and a link is overloaded if the utilization exceeds100%. The max-utilization is the maximum utilization over all links. Thus, if all links inFigure 1 had capacity 2, the max-utilization would be 3=2 = 150%.Minimizing the max-utilization as in [20] is a natural and intuitive objective for routing.In our example, we can reduce the max-utilization to 1 by sending the tra�c from s viav and w to t instead of via u. We note that there may be some links for which we areparticularly concerned about high utilization, but we can just view such links as having areduced capacity. We will consider the max-utilization in this paper, but it su�ers fromallowing a single bottle-neck, e.g. an ingress link from another domain over which we haveno control, to dominate the whole picture. Also, it doesn't penalize using very long detours.To get a measurement considering the whole network, we consider cost functions of the form� =Xa2A �(`a; ca)summing a cost �(`a; ca) from each arc a depending on the relation between the load `a andthe capacity ca. In [23] they use a queuing theory style link cost function �(`a; ca) = `a=(ca�`a). With this function, it is more expensive to send 
ow along arcs whose loads approachcapacity, which is what we want. However, the function doesn't deal with overloaded links,and in reality, a single overloaded link does not take down a whole network. To overcomethis problem, we resorted to a piece-wise linear approximation of `a=(ca � `a), de�ned withheavy penalty for overloaded links. More precisely, for some �xed capacity ca, we de�ne�(x; ca) as the continuous function with �(0; ca) = 0 and derivative in the load `a of
�0(`a; ca) =

8>>>>>>>>>>>>>><>>>>>>>>>>>>>>:
1 for 0 � x=ca < 1=3;3 for 1=3 � x=ca < 2=3;10 for 2=3 � x=ca < 9=10;70 for 9=10 � x=ca < 1;500 for 1 � x=ca < 11=10;5000 for 11=10 � x=ca < 1:
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ow overan arc with a small utilization `a=ca. The cost increases progressively as the utilizationapproaches 100%, and explodes when we go above 110%.Because of the explosive increase in cost as loads exceed capacities, our objective typicallyimplies that we keep the max-utilization below 1, or at least below 1:1, if at all possible.The objective function was chosen on the basis of discussions on costs with people close tothe AT&T IP backbone. The exact coe�cients are not important. We tried many variationsand found that this did not change the quality of our results. Also, it had no substantialimpact to use a smoother objective function with smaller segments. More importantly, therouting solutions found were very robust to changes in the objective function. In particular,when optimizing routings for �, our solutions tended to also do very well with respect tomax-utilization.The piece-wise linearity of our cost function has the advantage that using a Linear Pro-gramming (LP) solver, we can �nd the optimal solution to the general routing problem withno limitations to how we can distribute the 
ow between the paths. We can then com-pare ourselves against this unrealistic ideal to see how competitive we are with any otherapproach, including MPLS.A problem in the current formulation of � is that it does not provide a universal measureof congestion. With the max-utilization, it is clear for any routing in any network that we9



have a problem if it exceeds 100%, and we would like a similar universal cut-o� for oursummed link-costs. To achieve this, we use a normalized cost function1�� = �=	where 	 is the cost we would have had if all 
ow was sent along hop-count shortest paths andthe capacities matched the loads. When capacities match loads, we pay �(1; 1) per unit loadover a link, so if �(s; t) is the hop-count distance between s and t, 	 = P(s;t)2V 2(D[s; t] ��(s; t) � �(1; 1)). Note that for a given network and demand matrix, the division by 	doesn't a�ect which routings are considered good. Summing up, �� � 1 implies that weare performing as badly as if all 
ows where along hop-count shortest paths with loadsmatching the capacities. The same cost can, of course, also stem from some loads goingabove capacity and others going below, or by 
ows following longer detours via less utilizedarcs. Nevertheless, it is natural to say that a routing congests a network if �� > 1.2.2 OSPF/IS-IS routingAs mentioned earlier, this paper focuses on routing with OSPF [22] and IS-IS [9], whichare the most commonly used intra-domain internet routing protocols today. The networkoperator assigns a weight to each link, and shortest paths from each router to each destinationare computed using these weights as lengths of the links. In each router, the next link onall shortest paths to all possible destinations is stored in a table, and a 
ow arriving atthe router is sent to its destination by splitting the 
ow between the links that are on theshortest paths to the destination. The details of the splitting/tie-breaking depends on thecon�guration of the router. In this paper we assume a hash-based splitting, as used in theAT&T IP network: if a router has multiple outgoing links on shortest paths to a destination,packets are assigned an outgoing link based on a hash function of some information in theirheader. The hashing ascertains that packets from the same 
ow follow the same path, which1The normalization from [19] was de�ned di�erently so that it was �(1; 1) = 10 23 times bigger.10



is important for the packets to arrive in the order they were transmitted. The hash basedsplitting generally results in a roughly even split, and for simplicity, in our analysis andsimulations, we assume that the split is exactly even.In [18, 19], it was found that Cisco's [11] suggested default of setting weights inverselyproportional to the capacity was as good or better than setting all weights to 1, or usingphysical distance. This justi�es that inverse-capacity is the only default weight setting thatwe compare ourselves against in the current paper.2.3 The need for global optimizationA naive approach to the problem of trying to improve a given routing by modifying onlyone or few weights would be to just increase the weight of overloaded links, thus avoidingthe need for sophisticated tools as presented in this paper. (Un)fortunately, such a strategyis often insu�cient to provide the best results. To illustrate this, reconsider the network ofFigure 1 assuming that all capacities are 2. Suppose that we want to send one unit of 
owfrom q; r; s and w to t. The table in Figure 1 presents the loads resulting from three di�erentweight settings. For units weights, we get a maximal load of 3 on link (u; t). If we wishto decrease this maximal load by increasing the weight of this heavily loaded link, the bestsolution is to set the weight to 2. We then get that the 
ows coming from q; r and s aresplit along the two possible paths, and the maximal load becomes 2:5 on link (w; t). If weinstead look for the best change over all links, we easily see that setting the weight of link(s; u) to 3 changes the routing for the 
ow from s to t, but not those from q and r to t, andthe maximal load in the network is thereby decreased to 2, matching the capacity.Note that in this optimal solution, the shortest paths are unique, hence that we madeno use of the even splitting feature. Rather it just singles out part of the tra�c from s andredirects it. A similar pattern was found in many of the optimized weight settings from[19]. A somewhat similar �nding is reported in [25], where the authors, in a slightly di�erent11



context, show that the best routing strategy usually is obtained with a limited number ofdi�erent paths.2.4 Test instancesOur basic experimental networks and demand matrices are the same as in [18, 19]. We havea proposed AT&T IP backbone with 90 nodes, 274 arcs and projected demands. Also, wehave a synthetic 2-level networks produced using the generator GT-ITM [28], based on amodel of Calvert, Bhattacharjee, Daor, and Zegura [29, 10]. This model places nodes in aunit square, thus getting a distance �(x; y) between each pair of nodes. These distances leadto random distribution of 2-level graphs, with arcs divided in two classes: local access arcsand long distance arcs. Arc capacities were set equal to 200 for local access arcs and to 1000for long distance arcs. Many networks were generated and tested, also including Waxmangraphs [27] and random graphs, but for space reasons, we only present experiments over one2-level graph with 50 nodes and 148 arcs. Results for other networks are consistent withthose reproduced here and follow the same patterns.The above synthetic network model does not include a model for the demands. Inspiredby classical entropy models for urban tra�c [26], we decided to model the demands as follows.For each node x, we pick two random numbers ox; dy 2 [0; 1] . Further, for each pair (x; y) ofnodes we pick a random number c(x;y) 2 [0; 1]. Now, if the Euclidean distance (L2) betweenx and y is �(x; y), the demand between x and y is�oxdyc(x;y)e��(x;y)=2� (2)Here � is a parameter and � is the largest Euclidean distance between any pair of nodes.Above, the ox and dx model that di�erent nodes can be more or less active senders andreceivers, thus modeling hot spots on the net. Because we are multiplying three randomvariables, we have a quite large variation in the demands. The distance factor e��(x;y)=2�implies that we have relatively more demand between close pairs of nodes, yet the distance12



on its own never has an impact bigger than a factor pe = 1:648:::. In our experiments, wealso tried not using the distance factor e��(x;y)=2�, and the results were essentially unchanged.In fact, we should mention that the model without the distance factor also has been usedin [13] for Internet tra�c. In [13] they also consider voice and transaction data but with alarge distance factor.In our experiments, we generated one demand matrix for each network, then we scaled it(by multiplying each entry by a constant) at di�erent levels to obtain di�erent total demands.All our results are reported for these increasing total demands, which allows to measure, fora given routing, at which level of total demand congestion occurs for the given topology anddemand pattern.Our technique for few weight changes was also tested on the real AT&T IP backbonewith its real weight setting and measured demands [16].Discussion of test instances We will now brie
y discuss our choice of synthetic data.On the positive side, for the network model itself, it has already been established that itgives good approximations to real networks in many aspects [29, 10]. Further, the similarityin results found in [19] between the proposed AT&T IP backbone and our synthetic networksindicate that the model is reasonably faithful for our purpose.On the negative side, it has recently been found that the degree distribution for IPnetworks has heavy tails [14] (we note that [14] actually considers the Internet as a wholewhereas we are only considering a single domain), and similar �ndings have been found forthe demands [16], that is, we should have some nodes with very high degrees, and some verylarge demands. Our synthetic models do not provide such heavy tails.Generating networks and demand matrices with heavy tails is in itself easy [2]. For thenetworks, one could even use some of the o�cial networks available at [8]. However, inreal networks, the heavy tails of the networks and demand matrices are highly dependent.13



Generally, heavy tails means structure. High degree nodes are placed at strategic positionsrelative to the structure of the expected demand matrix. Indeed, we have found that AT&T'snetwork performs very poorly on a random demand matrix. A random heavy tail demandmatrix placing a large demand in, say, Alaska, would be even worse. Thus, networks anddemand matrices with heavy tails have to be tailored to each other to be realistic. So far,there is no established model for such tailored combination, and tailoring the input dataourselves would make our results less convincing.The advantage of Zegura's networks is that they are constructed in a generic way notfavoring any particular demands, and for that reason they work reasonably well for genericdemand matrices such as ours.Thus, we argue there is no obvious better choice of a model, given that, to claim goodoptimization results, we cannot convincingly construct a model by hand. However, for thesake of optimization work like ours, we see it as an important challenge to develop a singleheavy tail model integrating both IP networks and demand matrices where the IP networkis reasonably tuned for the demand matrix. In fact, as argued above, we think that such anintegrated approach may give a better understanding of the heavy tails found in IP network,viewing the hight degree nodes as strategically positioned hops.3 Few weight changesIn this section, we consider the problem of optimizing, making as few weight changes aspossible. We apply our technique for few changes in two scenarios. One is when the weightsetting has not previously been optimized, e.g. if the network is so far just run with inversecapacity weights following Cisco's recommendation [11]. The other one, described in Sec-tion 4, is in response to problematic changes in demands or topology like critical link failuresor emerging hot-spots.
14



3.1 Technique for few changesWe want to make as few weight changes as possible. The local search from [18, 19] that weused for multiple demand matrices works with a single solution that is iteratively improvedby small changes in the current solution. It typically performs a lot of iterations (5000 inour practical experiments), and therefore produces a solution completely di�erent from thestarting one. This can be seen as a depth-�rst search in the solution space, but since we wantto make as few changes as possible, our approach should rather be a breadth �rst search.Our heuristic for improving an input weight setting w0 with as few weight changes aspossible works as follows: �rst we consider about 1000 single weight changes to w0, corre-sponding to about 5 weight changes for each arc in our largest networks. Instead of selectingonly the best weight change as in [18, 19], we keep the 100 best weight changes in a familyF of \best weight settings". The process is iterated with F instead of w0: we consider 1000single weight changes for each weight setting in F and a new F is selected containing the 100best of the old weight settings in F and the about 100,000 new weight settings considered.After i iterations, including the start from w0, the family consists of weight settings withup to i weight changes from w0. The size of F corresponds to the breadth of our search.All the above numbers are just parameters that experimentally were found to give a goodcompromise between quality of solution and time. For the largest networks considered, 10iterations took about 1 1/2 hours on a 194 MHz CPU SGI Challenge XL. If running timeis an issue, one can, for example, reduce the family size or the number of iteration, or evenbetter, buy a better faster computer.This technique for few changes has, to our knowledge, not been used before. Its maininterest is that it provides a general framework for optimizing with few changes that can beeasily adapted for other applications. It has the advantage that if a local search such as ourprevious heuristic from [19] is available, the main ingredients such as the changes appliedto one solution to get a neighbor of it, or the procedures to evaluate a new solution, can be15



reused in this new framework, saving a lot of implementation work.3.2 Experiments with few changesAs our base experiment with few changes, we took the inverse-capacity weight setting (Inv-CapOSPF) as a starting point. A concrete output for running the code for 3 iterations ispresented in Figure 3.It tells the user how much improvement can be obtained with 1, 2, and 3 changes andwhich changes to make. Further, it shows more precisely how the loads on the most utilizedlinks change as more changes are applied.The results of applying our technique are presented in Figures 4{5, with InvCap+kdenoting that we applied k changes. DirectOSPF represents a weight setting, involving allweights, optimized with our local search from [19], and OPT is the solution of the generalrouting problem, including the possibilities with MPLS.First, as in [18, 19], we note that all curves start o� pretty 
at, and then, quite suddenly,start increasing rapidly. This behavior follows our cost function that explodes when the loadof a link reaches its capacity (cf. (1) and Figure 2).The most interesting comparison between the di�erent schemes is the amount of demandthey can cope with before the network suddenly gets congested in the sense that its normal-ized cost exceeds 1. Here 1 change gives 10%{50%, 3 changes give 25%{75% while 10 changesgive 35%{90%. Thus quite substantial improvements can be obtained with few changes.The code was also run with on the real AT&T IP backbone with its real weight settingand measured demands. It was found that changing the weight of a single link from 1024 to1025 improved the max-utilization by 8%. Further details on this are, however, proprietary.
16



Number of iterations set to 3.Will profile top 4 utilized links.Demand scaling factor set to 2.916967.Data file: experiments/hier100.datNo input weights. Using InvCap as default.Scaling factor : 16113.563InvCap : 8.873 (1.210)Utilization profile:69:2.420e+02/2.000e+02= 1.210170:1.639e+02/2.000e+02= 0.820176:1.584e+02/2.000e+02= 0.79289:1.564e+02/2.000e+02= 0.782Iteration 1 : 1.323 (0.820)w[69] : 5 -> 11Utilization profile:170:1.639e+02/2.000e+02= 0.82069:1.623e+02/2.000e+02= 0.81189:1.564e+02/2.000e+02= 0.78281:1.533e+02/2.000e+02= 0.766
Iteration 2 : 1.308 (0.811)w[69] : 5 -> 11w[170] : 5 -> 10Utilization profile:69:1.623e+02/2.000e+02= 0.81189:1.564e+02/2.000e+02= 0.78281:1.533e+02/2.000e+02= 0.766231:1.499e+02/2.000e+02= 0.750Iteration 3 : 1.294 (0.782)w[100] : 5 -> 1w[69] : 5 -> 12w[170] : 5 -> 9Utilization profile:89:1.564e+02/2.000e+02= 0.78281:1.533e+02/2.000e+02= 0.766180:1.466e+02/2.000e+02= 0.73363:1.456e+02/2.000e+02= 0.728Adaptive CPU time : 221Best found : 1.294 (0.782)Figure 3: Optimizing with few changes on 2-level graph with 100 nodes and 280 arcs.
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Figure 4: Few changes on AT&T's proposed backbone.

0

0.2

0.4

0.6

0.8

1

1.2

1.4

0 1000 2000 3000 4000 5000 6000 7000

co
st

demand

InvCapOSPF
InvCap+1
InvCap+3

InvCap+10
DirectOSPF

OPT

0

0.2

0.4

0.6

0.8

1

1.2

1.4

0 1000 2000 3000 4000 5000 6000 7000

ma
x-
ut
il
iz
at
io
n

demand

InvCapOSPF
InvCap+1
InvCap+3
InvCap+10

DirectOSPF
OPT

Figure 5: Few changes on 2-level graph.
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4 Link failures and hot-spotsIn this section, we consider the problem of link failures and emerging hot spots. We showthat they are not normally problematic. However, there are a few critical cases, but forthese, we reestablish good performance with at most 3 weight changes.4.1 Link failuresFor AT&T's proposed IP backbone, we tried all possible link-failures, and computed therouting both with InvCapOSPF, and with a weight setting optimized from before the link-failure (DirectOSPF). The results are depicted in Figure 6, giving the values, �rst withoutlink-failures, then as average over all link-failures, and �nally with worst-case link failures.Here, by worst-case, we mean the link whose deletion decreases the objective function themost for the given weight setting. This link is thus found independently for each weightsetting considered.For average link failures, we see that DirectOSPF performs 25% better than InvCap-OSPF, which is still pretty good. However, for worst-case link failures for the proposedAT&T IP backbone in Figure 6, we see that our optimized weights do 65% worse thanInvCapOSPF. Shortly we will turn this defeat into victory.If we remove the worst-case link that caused the biggest problem for weight settingsfound by our DirectOSPF for the proposed AT&T IP backbone and re-optimize with as fewweight changes as possible, as described in the last section, we obtain results depicted inFigure 7. Here OldOSPF denotes our optimized weight setting from before the link failure,and Old+k denotes the result of optimizing this weight setting with k changes. InvCapOSPF,DirectOSPF, and OPT are all based directly on the network without the bad link.First observe that OldOSPF comes down and perform as well or better than InvCapOSPFfor demands scaled around 11000 and 19000. The reason for this is that for the original weightsettings generated for these two demand scalings, it was actually a di�erent link that was bad.18
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Figure 6: Link-failure on AT&T's proposed backbone.
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Figure 7: Resurrecting performance after worst possible link failure in AT&T's proposedbackbone.However, for all the other demand levels, it is the worst possible link we have deleted. Thisessentially means that our weight setting had some di�erent choices in what links to makecritical, and the choice happened to come out di�erently for two of the scalings. The jumpsnearly disappear after just one weight change, which makes us beat InvCap everywhere.What we now see is that after just 1 weight change, we do 60% better than InvCap andwith 3 changes we do 160% better, getting within 10% of OPT.4.2 New hot-spotsOur next experiments concern the developments of new hot-spots. The essential experimentis to take one router and multiply all incoming demands by a factor of 3. This correspondsto multiplying one dx by 3 in (2), which again amounts to multiplying all entries in a column19
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Figure 8: Hot-spot on AT&T's proposed backbone.
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Figure 9: Resurrecting performance the worst hot spot in AT&T's proposed backbone.of the demand matrix by 3. This is likely to give more structural di�erence than just noise,turning links towards x into bottlenecks.The results of the experiments are depicted in Figure 8. As for link failures, the aver-age and the worst performance are obtained over hot-spotting all nodes, one at the time.We do this with the weight settings both from InvCapOSPF and DirectOSPF. We see thatDirectOSPF performs 20% better than InvCapOSPF for average hot-spots, and 30% betterfor worst-case hot-spots. Without hot-spots, DirectOSPF performed 50% better than Inv-CapOSPF. Thus, we do lose some of our advantage over InvCapOSPF, but our optimizedweight setting still provides a clear advantage over InvCapOSPF.As for link-failures, we tried to take the worst possible hot-spot (in the sense that itdeteriorates the most the objective function), and reestablish good performance. The resultis depicted in Figure 9. The nice thing is that we only need a single weight change to get20
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1t Figure 10: Bad choiceback very close to optimum, which is even better than for the worst possible link failure.5 Multiple demand matricesOur motivation for working with multiple demand matrices is the general experience fromAT&T that tra�c follows quite regular periods with a peak in the day and in the evening.The network operators do not want to change weights on a regular basis so we want just oneweight setting which is good for the whole period. We then collect a peak demand matrixfor the day and one for the evening. A weight setting performing good on both performsgood on all convex combinations, and hence it has a good chance of performing well for thewhole period.5.1 An impossible exampleIn Figure 10, it is illustrated that if we have two �x one set of routes for two di�erent demandmatrices, this may force us to increase the max-utilization by 50% for one of them. In theexample, one demand matrix wants one unit of demand from s0 to t0 and from s1 to t1 whilethe other wants one unit of demand from s0 to t0 and from s2 to t2. However, any 
ow froms0 to t0 has to share a link with either 
ow from s1 to t1, or from s2 to t2. In each situationindependently, we can get max-utilization 1, but if we have to �x the routing from s0 to t0,the best we can do is to split the s0-t0 
ow evenly, getting a max-utilization of 3=2 in bothcases. As for the negative examples in [19], this worst-case example is far from real networks,21



and we will see that in practice, real networks perform much better.5.2 Optimizing for multiple demand matricesGiven a network G = (N;A; c) with several demand matrices D1; :::; Dk, we want to �nda single weight setting w := (wa)a2A which works well for all of them. In general, we willuse `a(G;D;w) to denote the load on link a with network G, demand matrix D, and weightsetting w. Similarly for our cost function, we have �(G;D;w) = Pa �a(`a(G;D;w)) with�a as de�ned in (1).Now consider a demand matrix D dominated by a convex combination of D1; :::; Dk, thatis D � �1D1 + � � � + �kDk where �1 + � � � + �k = 1. Here everything is understood to beentry-wise, so for all x; y, D[x; y] � �1D1[x; y] + � � �+ �kDk[x; y].Since the routing for each source-destination pair is �xed by the weight setting w, for eacharc a 2 A, `a(G;D;w) � �1`a(G;D1; w)+ � � �+�k`a(G;Dk; w). In particular, it follows thatthe max-utilization for D is no worse that the worst max-utilization for the Di. Further,since each arc cost function �a is convex, �a(`a(G;D;w)) � �1�a(`a(G;D1; w)) + � � � +�k�a(`a(G;Dk; w)), and hence �(G;D;w) � �1�(G;D1; w) + � � � + �k�(G;Dk; w). Thus,our weight setting w does no worse for D than for the worst of the Di, neither with respectto our cost function �, nor with respect to max-utilization. Note that the same observationholds true with MPLS, as long as the routing for each source-destination pair is �xed.>From [18], we know that it is NP-hard even to approximate a good weight setting for asingle �xed demand matrix, that is, unless NP=P, there cannot be any general method pro-viding guaranteed good results. However, an e�cient local search heuristic for the problemis suggested in [18, 19] that for a given network G and demand matrix D looks for a weightsetting w that minimizes �(G;D;w).To optimize simultaneously for several demand matrices D1; :::; Dk, we simply modify the
22



local search heuristic to minimize�(G;D1; :::; Dk; w) =Xi�k �(G;Di; w) (3)As in our original motivation for de�ning �, this has the the e�ect of penalizing highly loadedlinks, this time, for all the demand matrices instead of just one. Our negative theoreticalexample shows that we cannot in general hope for good results, but we can still hope to dowell in practice.5.3 Experiments for multiple demand matricesIn [18, 19] there was only one demand matrix D1 for each network. Here we generated asecond independent matrix D2, using the same distribution, and scaled to have the sametotal demand as D1. We call this demand matrix a twin of D1. The di�erence between D1and D2 models structural di�erences in tra�c, with a complete change in who are the bigsenders and receivers, thus modeling, e.g., the di�erence between day and evening tra�c.We also derived a noisy version ~D1 of D1 that will be discussed later.We compared OPT, InvCapOSPF and DirectOSPF (obtained with our heuristic from[19]) against OSPF/IS-IS routings of D1 using weight settings optimized relative to D2(TwinOSPF) and for D1 and D2 simultaneously (PairOSPF) as in (3). A symmetric set ofexperiments were performed with the roles of D1 and D2 interchanged. A good performanceof PairOSPF on both D1 and D2 shows that we have successfully found one weight settingthat compromised neither demand matrix.The results of our experiments are presented in Figures 11{14 with di�erent scalings ofthe demand matrices.In the experiments, we see that DirectOSPF allows us to cope with 50%-110% moredemand than the oblivious heuristics. Also, DirectOSPF is less than 2% from being able tocope with the same demands as the optimal general routing OPT.23
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Figure 11: Simultaneous optimization on AT&T's proposed backbone and scaled projecteddemands (D1).If we look at TwinOSPF, we see that it is often at least as bad, or worse than Inv-CapOSPF. Nevertheless, PairOSPF does very well, never getting more than 10% worse thanDirectOSPF and OPT. In particular, PairOSPF is always doing simultaneously well for bothdemand matrices it optimizes over.Put in terms of our day-evening example, this means that if we just optimize relativeto a peak demand matrix from the day, we cannot expect to gain anything for the evening.However, if we do simultaneous optimization for a day and evening demand matrix, we canhope do well on both. This combined with our robustness to noise (see below) and ourautomatic bene�t for all convex combinations gives us a good chance of dealing well fortypical daily periodic changes with a single weight setting.One may wonder why things work so well in spite of simple negative examples like theone presented in Figure 10. A simple explanation comes from the fact that even if a badexample occurs as a subgraph of the network, real networks are usually large enough thatwe can steer the tra�c around such a small bottle-neck even with limited control over therouting. Indeed, in our experiments it usually turned out that only a small number of linkswhere overloaded, so our bottlenecks were local, and making just a few good weight changesallowed us to smooth out these local discrepancies.
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Figure 12: Simultaneous optimization on AT&T's proposed backbone and synthetic twindemands (D2).
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Figure 13: Simultaneous optimization on 2-level graph (D1).
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Figure 14: Simultaneous optimization on 2-level graph and twin demands (D2).
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5.4 Robustness to noiseWe derived a noisy version ~D1 ofD1 by multiplying each entry by a random number between 0and 2. On the average this changes each entry by 50% without changing the expected totaldemand. The discrepancy between D1 and ~D1 could represent problems of getting exactmeasures [16], or general 
uctuations in tra�c.The results of our experiments with noise are also presented in Figures 11 and 13, wherewe compared DirectOSPF against routings of D1 using weight settings optimized relative to~D1 (NoiseOSPF). NoiseOSPF is doing quite well, gaining a minimum of 40% over InvCap-OSPF. Thus our weight settings are pretty robust to noise, and this implies that we onlyneed a rough estimate of the demand matrix.Note that the results obtained with D2 with weights optimized for D1 (TwinOSPF) aremuch worse than those with ~D1 (NoiseOSPF), meaning weight settings are more sensible tostructural changes than to noise.5.5 Di�erentiated serviceWe now outline how our positive experience with multiple demand matrices could also beapplied with di�erentiated service. Suppose we have two classes of customers: gold cus-tomers that were promised a guaranteed bandwidth, and normal customers. We want toensure that gold customers packets are routed in the �rst 60% of the capacity of each link.Suppose we can �nd a weight setting such that we remain below 60% of the capacity if weonly send gold customers demands. Then we can ensure with this weight setting that goldcustomers packets will be send below 60% of the capacity by giving them the priority overnormal customers using weighted fair queuing. Let D1 be the demand matrix describing thebandwidth promised to gold customers. We need to route D1 with max-utilization 3=5. Re-call that our objective function � is designed to keep max-utilization below 1, which is alsoevident in our experiments with DirectOSPF. To satisfy our gold customers, keeping their26



max-utilization below 3=5, we can therefore optimize with respect to �(G; (10=6D1); w).However, this approach does not take normal customers into account, and could lead toreally bad situations for them. To remedy this, let D2 be a demand matrix estimating thetotal tra�c, including the gold customers. We want to provide good best-e�ort service withrespect toD1, while keeping the objective of getting the gold customers max-utilization below3=5. This problem has been addressed for MPLS [21] where it is just a multi-commodity
ow problem.This leads us to a combined objective function of the form��(G; (10=6D1); w) + �(G;D2; w)where � is a parameter, that we can just optimize as we did for multiple demand matrices.If � is su�ciently high, we only care about the �rst term, and then we are pretty sure tostay below 60% capacity for gold customers, if at all possible. However, as soon as we havesatis�ed the gold customers, we better start worrying about best e�ort service for everybodyas in the second term, so the natural optimization is to use the smallest � for which the goldcustomers get satis�ed. This smallest � can be found by a binary search.The interesting thing here is that our successful experiments with multiple demand matri-ces indicate that we can satisfy both gold customers and normal customers with OSPF/IS-ISwithout compromising either.6 ConclusionWe have presented a system of algorithms for e�cient OSPF tra�c management in a chang-ing world. As described in x5, we can optimize e�ciently over a few peak demand matrices,say representing day and evening US tra�c and international tra�c in the night, and therebyproduce a weight setting covering all demand matrices dominated by convex combinationsof these peaks. The noise tolerance from x5 implies that we don't need to �nd the absolute27



peaks, as long as we get within a reasonable neighborhood of them. Further, the resultsfrom x4 indicate that our weight setting is good for new hot-spots, and most link failures,so generally, we do not expect to have to change the weight setting.However, by simulation, we may discover that a few critical link failures can cause prob-lems. For these few links we pre-compute a few weight changes to be applied in case theyfail. Similar pro-active strategies can be applied against other predicted changes.In case the whole structure of the demand matrix evolves to a degree that our weightsetting is no longer satisfactory, we expect to reestablish good performance with just a fewchanges. Here the code from x3 can be used to generally monitor the network, keeping thenetwork operator informed whether he can improve network performance with a few changes.The current running times of 1-2 hours may be considered too slow for such on-line tra�cengineering. However, as is typical for local search, we can always make a less exhaustivesearch to terminate earlier. Within 10-15 minutes, one often get within 5% of the presentedresults. Also, there are much faster machines on the market. Anyhow, our system is expectedto be most interesting to network operators in cases where real problems are experienced inthe network, and where the alternative is to buy new hardware. In such a case, 1-2 hours ofCPU time is cheap.Besides the above concrete results, we believe that we have set a quite general frameworkfor e�cient tra�c management, and many of the objectives could be reused within MPLSrouting. Particularly this covers the convexity idea.In combination, our techniques provide and e�cient system for OSPF/IS-IS tra�c man-agement in a changing world. It is now an integrated part of AT&T's NetScope/Bravo tra�cengineering tool for IP networks [15].
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