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[bookmark: _Toc136240994]Introduction
Artificial Intelligence (AI)[footnoteRef:3] has become a prominent topic in recent academic and regulatory discourse, namely in the European Union (EU). Curiously, the ‘Pavlovian reflex’ of national, European and International regulators was to initially engage in a quest for principles of ethics that would then shape subsequent, binding instruments.  [3:  	For the purpose of this Chapter, we will use the definition of AI included in the HLEG’s Ethics Guidelines (available on, https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai (last accessed on 10 May 2023) i.e. “software (and possible also hardware) systems designed by humans that, given a complex goal, act in the physical and digital dimension by perceiving their environment through data acquisition, interpreting the collected structured or unstructured data, reasoning on the knowledge, or processing the information, derived from this data and deciding the best action(s) to take to achieve the given goal. AI systems can either use symbolic rules or learn a numerical model, and they can also adapt their behaviour by analysing how the environment is affected by their previous actions.” This definition is, mutatis mutandis, carried over into the content of Article 3(1) in the AI Act (COM(2021) 2076 final). ] 

This ‘ethics first’ approach is, in many ways, not surprising: industrial revolutions have often been associated with ethical challenges, as each generation of new technologies posed (or was seen as posing) various kinds of threat to human welfare and wellbeing.[footnoteRef:4] But AI is thought to be different from its predecessors, since it impacts the world in new, unprecedented ways. This impact is largely due to the fact that AI constitutes a class of intelligent rather than automated devices, ‘intelligence’ here being understood as the capacity to predict and problem-solve in a context with fully or partially unknown variables.[footnoteRef:5] The growing human-AI co-existence/co-dependence/co-acting has motivated scholarship to pinpoint the various ways in which AI is likely to change the world and its existing paradigms. Though much can be said in this regard, our ambition in this introductory Section is to explain why AI has created the incentive to revisit abstract (yet cardinal) concepts like the ‘right’ and ‘good’, with a view to tailoring adequate normative responses to the AI phenomenon. [4:  	One of the topical examples of the threats that new technologies raise is the replacement of human labour, often triggering strong human resistance to the use of those technologies. The so-called Luddite movement can be cited as an example here, concerning an organization of English textile workers who, fearing their replacement by the advances of industrialization, destroyed textile machinery. For a comment on this movement, as an illustration of perceptions of, and reactions to threats caused by new technologies, see K. McGowan, S. Geobey, “’Harmful to the commonality’: the Luddites, the distributional effects of systems change and the challenge of building a just society,” Social Enterprise J., vol. 18, n° 2 (2020), 306-320.]  [5:  	See S. M. Mahmoud Zadeh, D. M.W. Power, R. B. Zadeh, Autonomy and Unmanned Vehicles. Augmented Reactive Mission and Motion Planning Architecture, Springer (2019), at 5.
.] 

An insightful glimpse into the nature and scope of AI’s real-life impact(s) can be detected in a relatively recent strand of social sciences scholarship which upholds the so-called Anthropocene thesis. Following the Holocene (the evolutionary epoch in which it was humans who adjusted to their shifting environments), ‘Anthropocene’ is the epoch where the adjustment effort is reversed: it is the environment that makes the adjustment to individual and collective human action (or ‘impairment’). Biber, for example, highlighted three key essential features of the Anthropocene: 1. humans are a substantial, if not a dominant driver of a wide range of global systems such as the atmosphere, oceans, global biodiversity, and the cycling of important elements; 2. human impairments are often the product of the aggregation of large numbers of relatively small activities (even individual actions); 3. there is a substantial increase in the speed with which new human impairments of natural systems arise and expand, in large part because of the rapid increase in global technological change.[footnoteRef:6] For Biber, these ‘human impairments’ have affected and will continue to affect the ways in which our societies function, gradually reshaping the role of law which - Biber predicts - will be called upon to strike a careful balance between “protecting individual liberties and managing impacts that individual actions have on society.”[footnoteRef:7]  [6:   	E. Biber, “Law in the Anthropocene Epoch,” Georgetown L. J., vol. 106, n° 1 (2017), 1-68, at 9.]  [7:   	Id., at 6. This has been the stance in connection to AI technologies which quickly became “overwhelming for governments” because law, as it currently stands, does not allow us to fully anticipate, and protect against  AI’s negative or undesired effects. J. F. Weaver, “Value-Based Regulation of Artificial Intelligence,” RAIL: The J. Of Robotics, AI & Law, vol. 2, n° 3 (2019), 219-226, at 224.] 

This ‘fine-tuned’ balance between protecting individual liberties and regulating the (potentially negative) actions on society, would be achieved through several strategies, namely, mitigation, adaptation, restoration, substitution and doing nothing.[footnoteRef:8] It is useful to keep these in mind - particularly (risk) mitigation and adaptation[footnoteRef:9] - because they are mutatis mutandis echoed in the strategies that regulators (in particular the European Commission - EC) considered in selecting the approach best suited toward the regulation of AI.  [8:   	E. Biber, “Law in the Anthropocene Epoch,” cit. supra, at 25.]  [9:  	For Biber, ‘risk mitigation’ involves “efforts to reduce human impairments of global resources” whereas ‘adaptation’ involves “societal efforts to reduce or eliminate the negative impacts caused by human impairments of global resources without reducing the activities or impairments that cause those impacts.” See id., at 26. These trends of reducing a risk and adaptation to risks (by essentially defining a level of acceptability of risks) is one of the features of the EU’s AI regulation which we will discuss further in this Chapter.] 

Against the backdrop of Anthropocene scholarship,[footnoteRef:10] AI gives a telling example of a specific kind of human intervention that the world should now adjust to. The ‘impairment’ here comes from the fact that the portion of nature that the human genius has found a way to artificially mimic (and reshape?) is… human nature (or rather, aspects of human rationality and agency). This has motivated certain a part of the research fieldscholars to qualify AI technologies as actants: agency-apt entities, capable of making decisions with concrete consequences, much like their ‘natural’ counterparts i.e. human actors.[footnoteRef:11] In this context, Floridi suggested that AI - more so than previous technologies - has the ability to affect the world ontologically. In a comment on his work, he reasserted two of his pivotal concepts that capture the tech-induced shifts of reality: the so-called infosphere and re-ontologizing. Infosphere - a pendant of the biosphere - denotes “the whole informational environment constituted by all informational entities.”[footnoteRef:12]  It is an environment comparable to, but different from, cyberspace “since it also includes offline and analogue spaces of information.”[footnoteRef:13]  [10:  	E. Biber, “Law in the Anthropocene Epoch,” cit. supra, at 43: “there are causal connections between some of the most trivial everyday activities and the harms that occur across the planet. It is hard to see how most individuals would have foreseen the wide range of harms that would result from everyday actions in the Anthropocene or the wide range of people around the world harmed by those actions.”]  [11:  	The postulate here is that there is no absolute qualitative distinction between humans and nonhumans, both being understood to be actors (‘actants’) i.e. “any entity (defined) by an association profile of other entities called actors.” See, Ch. Watkin, French Philosophy Today: New Figures of the Human in Badiou, Meillassaux, Malabou, Serres and Latour, CUP (2016), at 178.]  [12:  	L. Floridi, “Ethics after the Information Revolution” in L. Floridi (ed.), The Cambridge Handbook of Information and Computer Ethics, CUP (2012), 3-19, at 6.]  [13:  	Ibid.] 

Re-ontologizing refers to a “very radical form of (re)engineering (…) that not only designs, constructs or structures a system (e.g. a company, a machine or some artefacts) anew, but one that also fundamentally transforms its intrinsic nature, that is, its ontology or essence (…) nano-technologies and biotechnologies are not merely re-engineering but actually re-ontologizing our world.”[footnoteRef:14]  This ‘re-ontologizing’ of the world (and of humans as a prominent part thereof) is not necessarily negative: in some of his more recent work, Floridi suggested that AI can, in fact, be a contributor to, and a catalyser for the social good.[footnoteRef:15] As is often the case with new technologies, they are never ‘all good’ and ‘all bad’ as their advantages (e.g. an increase in GDP, an overall increase in people’s levels of education[footnoteRef:16]) often come accompanied by threats (e.g. replacement of human labour by AI systems, data/privacy-violations etc).  [14:  	Ibid.]  [15:  	Floridi et al. posited that ethics enables organisations to take advantage of “the social value that AI enables.” See L. Floridi, J. Crowls, M. Beltrametti, R. Chatila, P. Chazerand, V. Dignum, Ch. Luetge, R. Madelin, U. Pagallo, F. Rossi, B. Schafer, P. Valcke, E. Vayena, “AI4People - An Ethical Framework for a Good AI Society: Opportunities, Risks, Principles and Recommendations,” Minds & Machines, n° 28 (2018), 689-707, at 694.]  [16:  	On the ‘upskilling’ potential of new technologies, see D. Acemoglu, “Technical Change, Inequality and the Labour Market,” Journal of Economic Literature, XL (2002), 7-72; D. Autor, A. Salomons, “Is Automation Labor-Share-Displacing? Productivity Growth, Employment, and the Labor Share,” Brooklyn Papers on Economic Activity (2018), available on: https://www.brookings.edu/wp-content/ uploads/2018/03/1_autorsalomons.pdf (last accessed on 10 May 2023).] 

In sum, if history has taught us anything, it is that technological progress yields generally positive results, but comes at a price of accepting a series of unwanted consequences.[footnoteRef:17] Biber’s intuition is confirmed here: technologies push us to redefine the ethical concepts of ‘the good’ and ‘the right,’ placing on the law the (heavy) burden of striking the ‘careful balance’ between individual liberties and the undesired effects that AI technologies are likely to have.[footnoteRef:18]  [17:  	We allude here to a level of acceptability of risks, which we will discuss infra, Sub-Section 3.2.]  [18:   	E. Biber, “Law in the Anthropocene Epoch,” cit. supra, at 6.] 

The incentive to push toward more AI innovation and use (as a key feature of what the EC labelled the ecosystem of excellence[footnoteRef:19]) needed to be balanced against the guarantees of individual rights protection, thus warranting an increased level of trust in AI technologies, as well as in the legal instruments designed to regulate them (naturally, this was the main feature of what the EC qualified as the ecosystem of trust[footnoteRef:20]). To be operative, this excellence/trust diptych needed solid axiological anchoring so that the excellence in technological development would not be pursued to the detriment of trust that the law would - ideally - provide by establishing guarantees against subtly intrusive (e.g. manipulative[footnoteRef:21]), privacy-disregarding AI systems. In this landscape, the turn toward ethics becomes clearer because ethics (as the conceptual realm of ‘the good’) enables organisations to both take advantage of the social value that AI enables and to anticipate, avoid or minimise costly mistakes.[footnoteRef:22]  [19:  	Cf. White Paper on AI, COM (2020) 65 final, at 5: “to build an ecosystem of excellence that can support the development and uptake of AI across the EU economy and public administration, there is a need to step up action at multiple levels.” These ‘levels’ translate to several actions which include: working with the Members (through a revised version of their Coordinated Plan published in 2018); facilitating the creation of excellence and testing centres that combine European, national and private investments; establish and support through the advanced skills pillar of the Digital Europe Programme networks of leading universities and higher education institutes to attract the best professors and scientists and offer world-leading masters programmes in AI; focus on SMEs (through at least one digital innovation hub per Member State and launching a pilot scheme to provide equity financing for innovative developments in AI); partnership with the private sector (through private partnership in AI, data and robotics to combine efforts, ensure coordination of research and innovation in AI, collaborate with other public-private partnerships in Horizon Europe); promoting the adoption of AI by the public sector (through open and transparent sector dialogues giving priority to healthcare, rural administration and public service operators in order to present an action plan to facilitate development, experimentation and adoption); securing access to data and computing infrastructures and international cooperation.]  [20:  	Cf. White Paper on AI, COM (2020) 65 final, at 9. In connection to the ecosystem of trust, the EC referred to the seven requirements  (discussed further in this Chapter) identified in the HLEG’s Ethics Guidelines: human agency and oversight; technical robustness and safety; privacy and data governance; transparency; diversity, non-discrimination and fairness; societal and environmental well-being and accountability.]  [21:  	We allude to Art. 5(a) AI Act which creates an ex officio ban on putting on the market AI systems that deploy subliminal techniques beyond a person’s consciousness “in order to materially distort a person’s behaviour in a manner that causes or is likely to cause that person or another person physical or psychological harm.”]  [22:  	L. Floridi, J. Crowls, M. Beltrametti, R. Chatila, P. Chazerand, V. Dignum, Ch. Luetge, R. Madelin, U. Pagallo, F. Rossi, B. Schafer, P. Valcke, E. Vayena, “AI4People - An Ethical Framework for a Good AI Society: Opportunities, Risks, Principles and Recommendations,” cit. supra, at 694.] 

This ethics-first-law-second trend has certainly been the hallmark of the EU’s regulatory trajectory in the field of AI. In 2017 the EC published its Digital Single Market Strategy[footnoteRef:23] which contains a number of key normative actions integrated in three key pillars: better access for consumers and business to online goods and services; creating the right conditions for digital networks and services to flourish; and maximising the growth potential of the European Digital Economy.[footnoteRef:24] Already in the Strategy, data and by extension data processing technologies, were seen as “a catalyst for economic growth, innovation and digitalisation across all economic sectors.”[footnoteRef:25] The Strategy also cautioned that “businesses and consumers still do not feel confident enough to adopt cross-border cloud services for storing or processing data, because of concerns relating to security, compliance with fundamental rights and data protection more generally.”[footnoteRef:26] The GDPR was meant to resolve many of the rights-related issues in connection to personal data processing. However, it soon became apparent that many of the ‘new,’ AI-related issues (agency, liability and fault, opacity etc) fell beyond that instrument’s scope. [23:   	Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions. A Digital Single Market Strategy for Europe, COM(2015)192 final.]  [24:  	Id., at 3-4.]  [25:  	Id., at 14.]  [26:  	Ibid.] 

The EU institutions, like the European Parliament (EP)[footnoteRef:27] and the European Council[footnoteRef:28] began to highlight the need for a European reflection on ethical standards that would apply to high-level data processing as well as to robotics and AI. In 2018, the EC published the AI for Europe Communication[footnoteRef:29] which includes a number of actions meant to ensure Europe’s ‘lead’ in the so-called AI race[footnoteRef:30] but also lays down appropriate ethical and legal frameworks, “based on the Union’s values and in line with the Charter of Fundamental Rights.”[footnoteRef:31] The drafting of ethics guidelines was anticipated, for the purpose of addressing a variety of issues ranging from the future of work, fairness, safety and security to social inclusion and algorithmic transparency.[footnoteRef:32] In 2018, the EC did indeed constitute an independent high-level expert group on AI (HLEG) which included experts from the most relevant fields related to AI (law, philosophy and computer science). In 2019, the HLEG famously published its Ethics Guidelines,[footnoteRef:33] followed, in 2020, by the Assessment List For Trustworthy AI (ALTAI)[footnoteRef:34] which laid out seven basic requirements, discussed further in this Chapter.  [27:  	European Parliament, Report with Recommendations to the Commission on Civil Law Rules on Robotics, 2015/2103(INL), para. V.]  [28:  	European Council, 19 October 2017, CO EUR 7/CONCL 5.]  [29:  	Communication from the Commission to the European Parliament, the European Council, the Council, the European Economic and Social Committee and the Committee of the Regions. Artificial Intelligence for Europe, COM(2018) 237 final.]  [30:  	The Communication stresses the possibility to ‘capitalize’ on world-class researchers, labs and startups, common rules in the Digital Single Market, and the wealth of industrial, research and public sector data, see id., at 2.]  [31:  	Id., at 3. The features of these frameworks include high standards in terms of product safety and liability, rules on network and information systems security and stronger rules on the protection of personal data, enhanced trust and explainability of AI systems. See id, at 14.]  [32:  	Id., at 15.]  [33:  	HLEG, Ethics Guidelines for Trustworthy AI, available on: https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai (last accessed on 10 May 2023).]  [34:  	Assessment List for Trustworthy Artificial Intelligence (ALTAI) for Self-Assessment, available on: https://digital-strategy.ec.europa.eu/en/library/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment (last access on 10 May 2023).] 

In 2021, the EP issued a Resolution,[footnoteRef:35] recommending that the EC submit a legislative proposal on a framework of the ethical aspects of AI. Following this Resolution, the EC made public a proposal for a regulation laying down harmonized rules on AI (the AI Act)[footnoteRef:36] which - in the EC’s own words - follows a “proportionate risk-based approach”[footnoteRef:37] by proposing “a single future-proof definition of AI” and by suggesting a four-level taxonomy (minimal, non-high, high, unacceptable), with corresponding standards and obligations.[footnoteRef:38] [35:  	European Parliament, Resolution of 20 October 2020 with recommendations to the Commission on a framework of ethical aspects of artificial intelligence, robotics and related technologies 2020/2012(INL).]  [36:  	Proposal for a Regulation of the European Parliament and of the Council laying down harmonized rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative Acts, COM (2021) 206 final.]  [37:  	Id., at 3.]  [38:  	Ibid.] 

The shift from ethics to law in the EU’s regulatory trajectory seems to be characterized by a general-to-specific transition: the initial normative quest was focused on the values and principles of ethics (by definition, general in content) which the AI Act ‘converted’ into binding, specific (and ideally practicable) legal standards and duties. The cursory overview of the stages of that ‘shift’ allows us to raise two questions: first, which (logical, axiological, historical, legislative…) referents were used to select the ethical values that would subsequently shape the EU’s regulation of AI? This question will be addressed in Section 2. Second, there is the issue of their normative translation: did the AI Act give an adequate legal translation of the content and objectives of the selected values? This issue will be raised in Section 3.	Comment by Márton Varju: Could you add somewhere here, or where you see this suitable in your text, a cross-reference to the “Chapter by Varju in this volume” on the specific dilemma that this conversion of ethics into law was directly conditioned by the competences available to the EU to regulate technologies.	Comment by Grozdanovski Ljupcho: See footnotes 90 & 91
[bookmark: _Toc136240995]The selection of values as corner stones of the EU’s data-processing and AI regulation
In mainstream regulatory discourse, algorithmic opacity is often mentioned as the root cause of the many and varied harms AI systems are capable of causing. That human beings required protection from those harms was beyond doubt, but an open question still remained: which aspects of the human persona deserved reinforced safeguards against autonomous, opaque and potentially harmful decisions and predictions? In the EU, the principle selected to act as the primary ‘axiological shield’ against AI opacity was human dignity (2.1.) which - as the HLEG’s Ethics Guidelines show - was particularized into four principles of ethics, having paved the axiological way for the subsequent drafting of the AI Act (2.2.).
[bookmark: _Toc136240996]Human dignity as axiological ‘anchor’ of the EU’s regulation on data processing and AI…
Defining values is no small feat, given their inherent importance but also indeterminacy. For the purpose of this Chapter, the concept of value will be defined in reference to Brey who noted that “values depend on valuation. Valuation is the act of valuing something, or finding it valuable, and to find something valuable is to find it good in some way. (…) Those things that people find valuable that are both ideal and general, like justice and generosity, are called values, with disvalues being those general qualities considered to be bad or evil, like injustice and avarice.”[footnoteRef:39] Values thus correspond to “idealized qualities or conditions in the world that people find good. For example, the value of justice corresponds to some idealized, general condition of the world in which all persons are treated fairly and rewarded rightly.”[footnoteRef:40] In addition, Brey distinguished values from norms which he defined as “rules that prescribe which kinds of actions or state of affairs are forbidden, obligatory or allowed.”[footnoteRef:41]  [39:  	Ph. Brey, “Values in technology and disclosive computer ethics,” in L. Floridi, The Cambridge Handbook of Information and Computer Ethics, CUP (2012), 41-58, at 46.]  [40:  	Ibid (emphasis added).]  [41:  	Id., at 47 (emphasis added).] 

Brey highlights a consequentialist (outcome-focused) approach to the selection of the values that eventually find their way into positive law. These ‘embedded-value norms’ are characterized by “a special kind of built-in consequence. They are tendencies to effectuate norms by bringing it about that the environment behaves or is organized according to the norm.”[footnoteRef:42] The author gives the example of the non-acceptance of online cookies: a web-browser can be set not to accept cookies from websites, thus enforcing the norm that websites should not collect information about their users. Digital artefacts (like AI) “thereby also promote the corresponding value, if any (e.g. privacy).”[footnoteRef:43] [42:  	Ibid.]  [43:  	Ibid.] 

The consequentialist perspective suggested by Brey provides a vantage point for our analysis of so-called AI ethics, which essentially seeks to posit a normative understanding of ‘the good’ under the effect of sophisticated, data-processing technologies.[footnoteRef:44] This allows us to raise two important questions. First, which existing principles of ethics can be referred to with a view to tailoring an ‘updated’ conception of ‘the good’? Second, how can that conception be particularized through a set of specific values?  [44:  	HLEG, Ethics Guidelines, cit. supra, at 9: “AI Ethics is a sub-field of applied ethics, focusing on the ethical issues raised by the development, deployment and use of AI. Its central concern is to identify how AI can advance or raise concerns to the good life of individuals whether in terms of quality of life, or human autonomy and freedom necessary for a democratic society.”] 

The first question essentially deals with conceptualizing the desired effects AI can (or even should) generate.[footnoteRef:45] To map those out, Floridi et al.[footnoteRef:46] raised four key questions: by whom, how, where and when will the positive and/or negative impact be felt?[footnoteRef:47] These questions correspond to four components of a generic understanding of ‘the good’ which - arguably - includes 1. autonomous self-realization; 2. the preservation of human agency; 3. the development of individual and societal capabilities, and the fostering and 4. enhancement of social cohesion.[footnoteRef:48] The realisation of each of these aspects - Floridi et al. argue - is largely conditioned by the types of use of intelligent systems which the authors placed in four categories: ‘proper’ use (directed at enhancing human potentialities), under-use (creating so-called opportunity costs); over-use and mis-use (both of which generate the risk of some type of harm).[footnoteRef:49] Though Floridi et al. espouse an optimistic view of AI[footnoteRef:50] (as being more a catalyst of than a hindrance to ‘the good’), they make an important point, shared by countless other studies, reports and regulatory strategies: AI per se is not the problem; its use however might be.  [45:  	The issue of referents in ethics is relevant because, as stressed by Rességuier and Rodrigues, principles of ethics are not ethics, but where ethics ultimately leads. See A. Rességuier, R. Rodrigues, “AI ethics should not remain toothless! A call to bring back the teeth of ethics,” Big Data & Society (2020), vol. 7,  n° 2, 1-5, at 3]  [46:  	L. Floridi, J. Crowls, M. Beltrametti, R. Chatila, P. Chazerand, V. Dignum, Ch. Luetge, R. Madelin, U. Pagallo, F. Rossi, B. Schafer, P. Valcke, E. Vayena, “AI4People - An Ethical Framework for a Good AI Society: Opportunities, Risks, Principles and Recommendations,” cit. supra.]  [47:  	Id., at 690.]  [48:  	Ibid.]  [49:  	Ibid.]  [50:  	Id., at 691: “AI may enable self-realisation, by which we mean the ability for people to flourish in terms of their own characteristics, interests, potential abilities and skills, aspirations and life projects.”] 

Although Floridi et al. suggested the key inquiries (by whom/how/when/where) that allow us to methodologically frame the exploration of ‘the good’ in connection to AI, the problem is that, due to its continued innovation and development, AI is a somewhat unpredictable class of technologies, making it difficult to map out - in a set-in-stone kind of way - the totality of their unwanted or negative effects. In this context, we could - in a reductionist attempt - seek to define ‘the good,’ not positively (i.e. through its essential features) but negatively (i.e. through what may be viewed as the ‘ultimate bad’ or the greatest threat posed by AI). We posit here that a common negative effect usually associated with AI is the restriction of people’s ability for self-determination.[footnoteRef:51] In the jargon of computer ethics,[footnoteRef:52] this threat is qualified as moral opacity that is, the attribute of operations of technological systems “that are very complex and difficult to understand for laypersons and that are often hidden from view for the average user.”[footnoteRef:53] These practices are ‘morally opaque’ because “they involve distant actions over computer networks by system operators, providers, website owners and hackers and remain hidden from view from users and from the public at large.”[footnoteRef:54]  [51:  	See HLEG, Ethics Guidelines, cit. supra, at 10: “human beings should remain free to make decisions for themselves. This entails freedom from sovereign intrusion, but also requires intervention from government and non-governmental organisations to ensure that individuals or people at risk of exclusion have equal access to AI’s benefits and opportunities.” See also, id. at 12  “Human interacting with AI systems must be able to keep full and effective self-determination over themselves, and be able to partake in the democratic process. AI systems should not unjustifiably subordinate, coerce, deceive, manipulate, condition or herd humans. Instead, they should be designed to augment, complement and empower human cognitive, social and cultural skills.”]  [52:  	Ph. Brey, “Values in technology and disclosive computer ethics,” cit. supra, at 51.]  [53:  	Id., 51. The General Data Protection Regulation (GDPR) alludes to the ‘moral opacity’ threat in its preamble, by stating that “natural persons should be made aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to exercise their rights in relation to such processing.” See Regulation n° 2016/679 of the European Parliament and of the Council, of 27 April 2016, on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, OJ n° L 119, 4.5.2016, at 1, Preamble, pt 39 (emphasis added).]  [54:  	Ibid.] 

To assert that new technologies can be morally opaque goes counter to the longstanding idea that technology is per se ethically neutral.[footnoteRef:55] However, practice reveals instances where AI can be morally opaque, by virtue of its ability to autonomously exert force or behaviour.[footnoteRef:56] But ethics offers numerous values - justice, freedom, privacy, honesty… - that can be used to ‘shield off’ the threat of moral opacity.[footnoteRef:57] However, both the GDPR and the AI Act show us that the apex axiological referent in the quest for those values is the principle of human dignity because - as already mentioned - that which is most threatened by morally opaque, automated processes is, indeed, humans’ ability to self-define (human autonomy) and their capability to pursue personal and common goals (human flourishing). The human autonomy/dignity interrelationship can be explained by the fact that dignity is an essentialist notion, relating to the “the intrinsic and equal worth of each individual human being.”[footnoteRef:58] Autonomy is the instrumental pendant of human dignity, implying freedom from constraint in the way in which a person asserts their individuality. The regulatory approach that developed based on the human dignity principle is the so-called human-centrism, the goal of which is to precisely preserve individual autonomy as the “quintessence of human rights” and “a protection against State - or any other public or private - interference.”[footnoteRef:59]  [55:  	Ph. Brey, “Values in technology and disclosive computer ethics,” cit. supra, at 43.]  [56:  	Id., at 44.]  [57:  	Id., at 47.]  [58:  	UNESCO Recommendation on Ethics of AI, at 18 (available on https://www.unesco.org/en/artificial-intelligence/recommendation-ethics, last accessed on 10 May 2023).]  [59:  	A. Mishra, “State-Centric Approach To Human Rights: Exploring Human Obligations,” Rev. Québecoise de droit int’l, (2019), 49-66, at 52 (emphasis added). In the HLEG’s Guidelines, human-centrism is understood as a commitment to the use of AI in the service of humanity and the common good, with the goal of improving human welfare and freedom. See HLEG, Ethics Guidelines, cit. supra,  at 4. In the GDPR, human centrism is understood as a ‘mission’ that the processing of personal data be designed “to serve mankind,” operationalized through the protection of the right to data protection, but also through the other rights enshrined in the Charter such as the respect of private and family life, freedom of thought, conscience and religion, freedom of expression and information, freedom to conduct a business, the right to an effective remedy and to a fair trial, and cultural, religious and linguistic diversity. See GDPR, cit. supra, Preamble, pt 4.] 

The problem here is that though cardinally important, human dignity remains conceptually unfathomable. Floridi noted this. Commenting on the axiological kinship between the GDPR and the AI Act,[footnoteRef:60] he stressed that the latter “uses an anachronistic terminology to define this approach as ‘human-centric’, that is, as an approach that places humanity at the centre of technological development. Yet this is both trivially true and dangerously ambiguous.”[footnoteRef:61] For Floridi, the ‘ambiguity’ and ‘triviality’ of human-centrism stems from the fact “any technology, AI included, must be at the service of humanity, its values, and needs.”[footnoteRef:62]  In other words, human dignity does provide the ultimate referent for the pursuit of the common good in the age of AI and gives the necessary orientation and impulse regarding the guarantees and safeguards that AI regulatory frameworks should provide. But for human dignity to be a workable benchmark for the design of ethical and legal frameworks on AI, it needed to be ‘broken down’ into specific values that targeted the points on which protection from AI’s moral opacity was to be established. This process of particularization is the object of the second question, mentioned above. In the EU, it was the HLEG who seminally made the general-to-particular axiological leap. [60:  	L. Floridi, “The European Legislation on AI: a Brief Analysis of its Philosophical Approach,” Philosophy & Technology, vol. 34 (2021), 215-222, at 218: “from an ethical perspective the AI Act inherits the same foundational approach seen in the GDPR: it is based on protecting human dignity and fundamental rights.”]  [61:  	Ibid.]  [62:  	Ibid.] 

 
[bookmark: _Toc136240997]… particularized in principles of ethics meant to shield off ‘morally opaque’ data-processing operations
As proceduralists tell us,[footnoteRef:63] the address of any ethical inquiry (such as: what is justice?) does not require scientific discovery but a discursive context, i.e. a forum where selected representatives can express their views in conditions of equal participation and deliberation.[footnoteRef:64] Using deliberation to give answers to ethical questions is not a new idea in - what can be qualified as - the epistemology of ethics.[footnoteRef:65] Think of the Habermasian discursive model[footnoteRef:66] or even Rawls’s ‘veil of ignorance’ thought experiment.[footnoteRef:67] The EU debates on ethics in connection to AI were no exception to this trend. [63:  	The so-called proceduralist scholarship developed following Rawls’ Theory of Justice where the author conceptualised a specific type of deliberative procedure in which representatives discussed and deliberated on justice behind the so-called ‘veil of ignorance’ (i.e. ignorance of the actual ‘injustices’ plaguing the real world). For Rawls, this state of ignorance guaranteed participatory and deliberative parity of his representatives, as well as their reliance on their own moral sensibility in reaching consensus when deciding on the basic principles of justice. See J. Rawls, A Theory of Justice (revised ed.), Cambridge, Harv. Univ. Press (1999). Fundamentally, proceduralists are interested in testing the moral acceptability of the procedures through which society is organized, which in turn affects the legitimacy of the outcomes of those procedures. For an overview of proceduralism (in particular, in connection to legitimacy and justice), see E. Ceva, “Beyond legitimacy. Can proceduralism say anything relevant about justice?” Crit. Rev. of Int’l Social & Pol. Phil’y, vol. 15, n° 2 (2012), 183-200.]  [64:  	Anderson refers to a ‘collective willing’ because the address of ethical inquiries usually requires some type of shared empirical and normative conditions of - what the author called - ‘conditional’ compliance.’ See E. Anderson, “The Epistemology of Justice,” the South. J. of Phil’y, vol. 58, n° 1 (2020) 6-29, at 26.  ]  [65:  	Ibid.]  [66:  	J. Habermas, The Theory of Communicative Action: Reason and Rationalization of Society, Beacon Press (1984). Habermas conceptualized a so-called ideal speech situation characterized by three rules: (1) rule of (equal) participation; (2) rule of equal communicative opportunity and 3) rule against compulsion. The application of these rules is meant to uphold a level of baseline participatory and deliberative equality which proceduralists consider as prerequisite for the design (as well as the outcomes) of a given procedure to be considered as morally acceptable. For a comment on Habermas, see also L. Solum, “Procedural justice,” South. Calif. L. Rev., vol. 78, n° 1 (2004), 181-321, at 269 seq.]  [67:  	Cf. J. Rawls, A Theory of Justice, Cambridge, Harv. Univ. Press, (1999), at 54.] 

In 2017, the ‘discursive procedure’ (or rather, forum) created by the EC took shape in the HLEG. In much the same way that Rawls’s representatives were charged with deliberating on, and selecting the principles of justice,[footnoteRef:68] the members of the HLEG also discussed and deliberated on the principles of ethics in the field of AI (presumably, in conditions of participatory and deliberative parity). Unlike Rawls’s representatives however, the HLEG’s deliberation did not unfold behind a veil of ignorance, but against the backdrop of an already existing EU regulation on data processing and protection (i.e. the GDPR[footnoteRef:69]) and knowledge of some already materialized risks of AI-related harm, the most prominent one being, no doubt, the risk of unfair biases. The HLEG even listed examples of ‘key concerns’ raised by AI which include methods used to identify individuals (such as biometric identification), citizen scoring and lethal autonomous weapons.[footnoteRef:70]   [68:  	For Rawls, ‘ignorance’ was an epistemic precondition (which he called ‘original position’) meant to create the context in which his representatives could select the two fundamental principles of justice, namely liberty (i.e. a basic liberty can be limited or denied only for the sake of one or more other basic liberties, and never for a greater public good understood as a greater net sum of social and economic advantages for society as a whole) and difference (starting from equal division, the more advantaged are not to be better off at any point to the detriment of the less well off (…) a deeper idea of reciprocity implicit in this is that social institutions are not to take advantage of contingencies of native endowment, or of initial social position, or of good or bad luck over the course of life, except in ways that benefit everyone, including the least favoured). See J. Rawls, A Theory of Justice, cit. supra, at 124.]  [69:  	Regulation n° 2016/679, (GDPR) cit. supra.]  [70:  	HLEG, Ethics Guidelines, cit. supra,  at 33-35.] 

In this context, and echoing Floridi’s view of AI as being a source of social value,[footnoteRef:71] the HLEG kept its sight on the ultimate ‘good’ that AI is meant to bring, namely human flourishing, enhanced individual and societal well-being as well as progress and innovation.[footnoteRef:72] For this conception of ‘the good’ to be achieved, the Guidelines highlight a psychological prerequisite and an axiological postulate. The prerequisite is trust: trustworthy AI - the Guidelines state - is warranted when three factors are present: lawfulness (i.e. AI should comply with all applicable laws and regulations); ethics (i.e. AI should adhere to ethical principles and values) and robustness (both from a technical and a social perspective, considering that AI can cause ‘unintentional harm’).[footnoteRef:73] The axiological postulate is the above-mentioned principle of human dignity as the “common foundation”[footnoteRef:74] of fundamental rights and is conducive to  - the Guidelines confirm - a human-centric approach by virtue of which “the human being enjoys a unique and inalienable moral status of primacy in the civil, political, economic and social fields.”[footnoteRef:75]   [71:  	L. Floridi, J. Crowls, M. Beltrametti, R. Chatila, P. Chazerand, V. Dignum, Ch. Luetge, R. Madelin, U. Pagallo, F. Rossi, B. Schafer, P. Valcke, E. Vayena, “AI4People - An Ethical Framework for a Good AI Society: Opportunities, Risks, Principles and Recommendations,” cit. supra.]  [72:  	HLEG, Ethics Guidelines, cit. supra, at 4. Human flourishing has, in particular, been associated with so-called virtue ethics. From the vantage point of virtues, human flourishing is “an inclusive term that is open to figures of thought from other philosophical traditions, such as utility, duty and care. At the same time this openness can be problematic because it is difficult to determine when and how exactly flourishing has been achieved.” See B.C. Stahl, Artificial Intelligence for a Better Future. An Ecosystem Perspective on the Ethics of AI and Emerging Digital Technologies, Springer (2021), 19-33, at 93.]  [73:  	HLEG, Ethics Guidelines, cit. supra, at 5.]  [74:  	Id., at 10.]  [75:  	Ibid.] 

Against this backdrop, the HLEG famously suggested its four principles of ethics namely, respect of human autonomy, avoidance of harm, fairness and explicability.[footnoteRef:76] It can be argued that these principles express the basic quadrants of human dignity. For instance, the respect of human autonomy seeks to ensure people’s full and effective self-determination over themselves, namely by not subordinating, coercing, deceiving, or manipulating, and by augmenting, complementing and empowering their cognitive, social and cultural skills.[footnoteRef:77] The prevention of harm principle entails ‘due protection’ to vulnerable groups and in situations where AI systems can “cause or exacerbate adverse impacts due to asymmetries of power or information” such as between employers and employees, businesses and consumers or governments and citizens. [footnoteRef:78] Fairness is defined in its two versants: substantive and procedural. Substantive fairness implies a commitment to “ensuring equal and just distribution of both benefits and costs and ensuring that individuals and groups are free from unfair bias, discrimination and stigmatisation.”[footnoteRef:79] Procedural fairness is defined as “the ability to contest and seek effective redress against decisions made by AI systems and by the humans operating them.”[footnoteRef:80] Finally, explicability “means that processes need to be transparent, the capabilities and purpose of AI systems openly communicated, and decisions - to the extent possible - explainable to those directly and indirectly affected.”[footnoteRef:81] On the basis of this ‘tetrarchy of principles,’ the Guidelines went on to define seven key requirements for a Trustworthy AI, namely, human agency and oversight, technical robustness and safety, privacy and governance, transparency, diversity, non-discrimination and fairness, societal and environmental well-being and accountability. [footnoteRef:82]  [76:  	Id., at 11-12.	]  [77:  	Id., at 12.]  [78:  	Ibid.]  [79:  	Ibid.]  [80:  	Id., at 13.]  [81:  	Ibid.]  [82:  	Id., 14.] 

Placed in the broader context of the debates on ethics in connection to AI - canvassed in the previous sub-section - the HLEG’s principles and the corresponding requirements do not depart from what eventually became conventional AI regulatory discourse. Most of the national, regional and international instruments on ethics and AI share much of the content of the HLEG’s Guidelines. For example, the principles highlighted in UNESCO’s Recommendation on the ethics of AI include proportionality and ‘do no harm,’ safety and security, fairness and non-discrimination, sustainability, the right to privacy and data protection, human oversight and determination, transparency and explainability, responsibility and accountability, awareness and literacy, multi-stakeholder and adaptive governance collaboration.[footnoteRef:83] Similarly, the Recommendation of the OECD’s Council for AI includes, in a first section addressed to stakeholders, the principles of inclusive growth, sustainable development and well-being; human-centred values and fairness; transparency and explainability; robustness, security and safety and accountability.[footnoteRef:84] Among the national instruments, the American Blueprint for an AI Bill of Rights[footnoteRef:85] outlines five principles that ought to guide the design, use and deployment of automated systems. These include safe and effective systems, algorithmic discrimination protections, data privacy, notice and explanation (equivalent to the HLEG’s explicability principle), human alternatives, consideration and fallback (equivalent mutatis mutandis to the right to a human explanation in the context of the GDPR/AI Act). In Germany, the Opinion of the Data Ethics Commission highlighted human dignity, self-determination, privacy, security, democracy, justice and solidarity, and sustainability.[footnoteRef:86]  [83:  	UNESCO Recommendation on Ethics of AI, cit. supra, at 20-23.]  [84:  	OECD, Recommendation of the Council on AI, available on: https://legalinstruments.oecd.org/en/instruments/oecd-legal-0449#mainText (last accessed on 10 May 2023). The second section of the Recommendation includes recommendations for national policies and international cooperation for trustworthy AI. These recommendations include i) investing in AI research and development; ii) fostering a digital ecosystem for AI; iii) shaping an enabling policy environment for AI; iv) building human capacity and preparing for labour market transformation; v) international cooperation for trustworthy AI.]  [85:  	Blueprint for an AI Bill of Rights. Making Automated Systems Work for the American People (October 2022), White House Office of Science and Technology Policy, available on: https://www.whitehouse.gov/ostp/ai-bill-of-rights/ (last accessed on 10 May 2023).]  [86:  	Opinion of the German Data Ethics Commission, (available on https://www.bmi.bund.de/EN/topics/it-internet-policy/data-ethics-commission/data-ethics-commission-node.html, last accessed on 10 May 2023), at 39 seq.] 

If these instruments are a testament to anything, it is that the global collective has succeeded in arriving at a fairly universal model of AI ethics. This is commendable, given that - as Carsten Stahl points out - we live in an ethically pluralist world[footnoteRef:87] which does not prima facie warrant global consensus on any ethical issue.[footnoteRef:88] To illustrate this, Carsten Stahl cited the so-called Delphi study - involving 93 experts on ethics - which showcased the difficulty of transcending the multitude of (economic, political, social…) factors that impact the ‘extracting’ of the essence - as it were - of global AI ethics. These factors included inter alia the cost of innovation, the risk of harm to physical integrity, lack of access to public services, lack of trust, security problems, disappearance of jobs, power asymmetries, negative impact on health, etc.[footnoteRef:89] And yet, as the cited instruments show, human dignity and the corresponding values (expressed as principles) seem to now be largely shared by regulators worldwide.[footnoteRef:90] [87:  	B. Carsten Stahl, Artificial Intelligence for a Better Future. An Ecosystem Perspective on Ethics of AI and Emerging Digital Technologies, Springer (2021), at 36.]  [88:  	We allude here to Lauer who correctly observes that “even in a field that has been grappling with ethical questions and issues for thousands of years, the attempt to define an ethical approach specific to the field, and divorced from broader ethical philosophy and questions, remains a moving target.” See D. Lauer, “You cannot have AI ethics without ethics,” AI & Ethics, n° 1 (2021), 21-25, at 23.]  [89:  	Id., at 37-38.]  [90:  	Carsten Stahl observes that “a key to understanding ethics (…) is that humans recognise that we all, despite many and far-reaching differences, have much in common. We could call this state ‘the shared features of the human condition.’” See B. Carsten Stahl, Artificial Intelligence for a Better Future. An Ecosystem Perspective on Ethics of AI and Emerging Digital Technologies, cit. supra, at 21.] 

However, the practical issue of implementing those values remained open. Notions such as transparency, explainability, fairness, robustness etc. intuitively ring true and seem appropriate for the purpose of safeguarding the principle of human dignity. But how should they be represented and translated into legal language? The difficulty with value representation is, of course, the risk of misrepresentation. On this point, Brey writes: “expressive embedded values in artefacts represent the values of the designers or users of the artefact. This does not imply, however, that they also function to realize these values. It is conceivable that the values expressed in artefacts cause people to adopt these values and thereby contribute to their own realization.”[footnoteRef:91] In other words, prescribing values for AI does not guarantee that AI will always operate in conformity with those values. Hence the level of caution advised regarding the types of legal expression given to the values the HLEG - so thoughtfully - selected. Enter the AI Act. [91:  	Ph. Brey, “Values in technology and disclosive computer ethics,” cit. supra, 47-48 (emphasis added).] 

[bookmark: _Toc136240998]The expression of values in binding obligations enshrined in the EU’s data processing and AI Regulation
Based on the HLEG’s Ethics Guidelines, the EC chose a risk-based regulatory approach and technical standardisation as a regulatory model for the AI Act.[footnoteRef:92] Intuitively, this might seem surprising since a human-centric instrument (like the AI Act) ought to aim at safeguarding - by conferring - individual rights. Yet, we find in the AI Act the regulatory schema shared by most instruments on health and environmental risks, product safety and product liability: the compliance with technical standardisation generates a presumption of lawfulness[footnoteRef:93]. Within the meaning of this legislation, the direct function of technical standards is not to safeguard fundamental rights but to regulate market operators (Sub-Section 3.1). However - as will be discussed - the AI Act is an ‘unusual’ instrument because said safeguard is, in fact, achieved through the standards that market operators are required to observe (Sub-Section 3.2).	Comment by Márton Varju: This may be a good place for another cross-reference to the “Chapter by Varju in this volume” where he analyses that Article 114 TFEU as the only available legal base for EU technology regulation makes it unavoidable (or inevitable) that an EU measure would focus on the narrower regulatory frame (or risk concept) of product safety, instead of providing a direct regulation of rights and values.	Comment by Grozdanovski Ljupcho: Do let me know if the footnote captures the gist of what you are arguing in your Chapter [92:  	On the point of translating ethics into law, Varju argues that, with regard to the AI Act, the EU legislature’s choice to ‘translate’ ethical values into technical standards  was also conditioned by the EU competence to regulate new technologies. See M. Varju (title of Chapter).]  [93:  	Varju argues that the choice of Art. 114 TFEU as legal basis for the AI Act dictates that the regulatory approach epitomized with this instrument should follow a logic of product safety rather than one of - strictly speaking -human rights protection. See M. Varju (title of Chapter). ] 

[bookmark: _Toc136240999]On technical standards and the safeguarding of rights
Given their common axiological rooting in human-centrism, it is not surprising that the GDPR and the AI Act converge functionally as they share many of the principles that shape the safeguards they seek to afford. In the GDPR, those principles - listed in Article 5 - are lawfulness, fairness and transparency, purpose limitation, data minimization, accuracy, storage limitation and integrity and confidentiality. The provisions of the AI Act largely express (through technical standards, discussed further in this sub-Section) the above-mentioned requirements for trustworthy AI (human agency and oversight; technical robustness and safety; privacy and data governance etc). 
A combined reading of both instruments also confirms that they mirror each other in the ways in which they integrate their (largely shared) foundational principles into binding provisions. For example, Article 13 (transparency and provision of information to users), and Article 14 (human oversight) in the AI Act echo the obligation of information, enshrined in Article 15 GDPR, as well as the right to a human explanation (in the context of automated data processing) pursuant to Article 22 GDPR. Similarly, the requirements of accuracy, robustness and cybersecurity as per Article 15 AI Act complement, in many ways, the right to rectification enshrined in Article 16 GDPR.[footnoteRef:94]  [94:  	A comprehensive table and a comment on how the AI Act’s provisions mirror the GDPR’s is provided in L. Grozdanovski, J. De Cooman, “Forget the Facts, Aim for the Rights! On the obsolescence of empirical knowledge in defining the risk/rights-based approach to AI Regulation in the European Union,” Rutgers Comp. & Tech’y L. J. (2023) (forthcoming), 69 p. at 58-59.] 

This ‘mirroring’ can also be detected in the fact that both the GDPR and the AI Act include cases of fundamental rights violations considered as intolerable. For example, Article 9(1) of the GDPR sets out a (quasi) absolute prohibition[footnoteRef:95] of discrimination based on racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, health or data concerning a natural person’s sex life or sexual orientation. Similarly, the AI Act prohibits (through an ex officio ban)[footnoteRef:96] the use of AI systems that pose a so-called unacceptable risk (i.e. an inadmissible violation of a fundamental right). Article 5 lists the AI ‘practices’ that fall in the scope of the ban. These include, specifically, AI systems that deploy subliminal techniques beyond a person’s consciousness in order to materially distort that person’s behaviour in a manner that causes, or is likely to cause them physical or psychological harm;[footnoteRef:97] the placing on the market, putting into service or use of an AI system that exploits any of the vulnerabilities of a specific group of persons due to their age, or physical or mental disability, in order to materially distort the behaviour of a person pertaining to that group.[footnoteRef:98] [95:  	This prohibition is (quasi)absolute because there are cases where the processing of the personal data listed in Art. 9(1) can be exceptionally permitted. As per Art. 9(2), these exceptions include cases where the data subject has given explicit consent (a); where the processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller/data subject in the field of employment, social security and social protection(b); where the processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent (c); where the processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim (d); where the processing relates to personal data which are manifestly made public by the data subject (e); where the processing is necessary for the establishment, exercise or defence of legal claims (f); where the processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law (g); where the processing is necessary for reasons of public health (i); where the processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes (j).]  [96:  	AI Act, COM(2021) 206 cit. supra, Art. 5.]  [97:  	Id., Art. 5 (a).]  [98:  	Id., Art. 5 (b).] 

Because of their common axiological foundation (i.e. human dignity) and functional convergence (on the level of their basic principles), one would assume that the GDPR and the AI Act would also mirror each other instrumentally i.e. in terms of the ‘normative means’ through which they achieve their regulatory objectives. Surprisingly - or perhaps, not - this is not the case. 
Indeed, if one looks at the ways in which the principles-to-law leap is performed in each instrument, a particularity can quickly be discerned: the GDPR’s principles take the shape of subjective rights.  For instance, the principle of transparency is translated into the right of access by the data subject to relevant information about the data processing (purposes, categories of personal data, period of data storage etc.);[footnoteRef:99] the principle of accuracy is expressed in the right to rectification,[footnoteRef:100] the principles of purpose limitation and data minimization are expressed in the right to be forgotten,[footnoteRef:101] the right to restriction of processing;[footnoteRef:102] the principles of lawfulness and fairness can be considered as expressed in the right to object to a specific data processing[footnoteRef:103] and the right to human explanation in the context of automated data processing.[footnoteRef:104]   [99:  	Regulation n° 2016/679 (GDPR), cit. supra, Art. 15.]  [100:  	Id., Art. 16.]  [101:  	Id., Art. 17.]  [102:  	Id., Art. 18. Art. 19 is relative to the obligation regarding rectification or erasure of personal data or restriction of processing.]  [103:  	Id., Art. 21.]  [104:  	Id., Art. 22.] 

Alternatively, in the AI Act, the EU legislature translated the selected foundational principles (lawfulness, fairness and transparence etc.) into technical standards creating obligations for compliance, in particular as far as high-risk AI systems are concerned. For these systems, the AI Act sets out obligations for data and data governance,[footnoteRef:105] record keeping,[footnoteRef:106] transparency and provision of information to users,[footnoteRef:107] human oversight,[footnoteRef:108] accuracy, robustness and cybersecurity.[footnoteRef:109] In light of this, the ‘big’ question is of course: why do the GDPR and AI Act give different normative expressions to their ground-principles which, for the most part, they share?  [105:  	AI Act, COM(2021) 206, cit. supra, Art. 10. ‘Data governance’ translates to appropriate data governance and management practices which concern, in particular, relevant design choices, data collection, relevant data preparation processing operations etc. (see Art. 10(2)(a-g). It also includes the obligation for the training, validation and testing data to be relevant, representative, free of errors and complete (Art. 10(3)) and that biases be monitored, detected and corrected (Art. 10(5)).]  [106:  	Id., Art. 12. Record keeping is ensured through logging meant to ensure a level of traceability of the AI system’s functioning throughout its lifecycle. ]  [107:  	Id., Art. 13.]  [108:  	Id., Art. 14. By virtue of this provision, human oversight shall be ensured through a measure where such oversight is technically identified and built into the high-risk AI system by the provider (Art. 14(3)(a)), and where it is identified by the provided before placing the high-risk AI system on the market or putting it into service (Art. 14(3)(b)). These measures are meant to enable the individuals to whom human oversight is assigned to fully understand the capacities and limitations of a given high-risk system (Art. 14(4-a)); to remain aware of the possible tendency of automatically relying or over-relying on the output produced by a high-risk AI system (Art. 14(4-b)); to be  able to correctly interpret the high-risk AI system’s output (Art. 14(4-d)); to be able to decide, in any particular situation, not to use the high-risk AI system or otherwise disregard, override or reverse the output of the high-risk AI system (Art. 14(4-d); to be able to intervene in, or interrupt the system through a ‘stop’ button or a similar procedure (Art. 14(4-e)).]  [109:  	Id., Art. 15.] 

If we look at the designs of the instruments considered from a market perspective, it becomes apparent that the GDPR follows a rights-first-market-second approach: it aims to create a system of protection of fundamental rights and freedoms, in particular the right to the protection of personal data, while at the same time, ensuring the unrestricted free movement of personal data within the Union.[footnoteRef:110] By contrast, the AI Act explicitly states that its purpose is to “improve the functioning of the internal market by laying down a uniform legal framework in particular for the development, marketing and use of artificial intelligence in conformity with Union values.”[footnoteRef:111] It follows that the GDPR seeks to create a standard of protection for the right to data protection, whereas in the AI Act, human rights appear as an almost external conformity standard (“…in conformity with Union values”) that AI systems must comply with.[footnoteRef:112] In other words, unlike the GDPR, the AI Act neither gives expression to fundamental rights, nor does it aim to define a standard of protection for those rights.[footnoteRef:113] 	Comment by Márton Varju: This corresponds with the general analysis by Mark Flear of EU techno regulation that the protection of values and rights is just a front, and that the standard practice of health and safety regulation and technical standardisation continues to dominate the regulatory landscape even for ethically and socially controversial technologies. Mark L. Flear, Regulating New Technologies: EU Internal Market Law, Risk, and Socio-Technical Order, in Marise Cremona (ed.), New Technologies and EU law (Oxford, OUP 2017), 74-120 [110:  	Regulation n° 2016/679 (GDPR), cit. supra, Art. 1.]  [111:  	AI Act, COM(2021) 206, cit. supra, Preamble, pt 1. This is also supported by the fact that the legal basis for the AI Act is Article 114 TFEU which, in essence, enables the enactment of harmonizing measures ‘completing’ the internal market (save in the fields of fiscal measures, free movement of persons or the rights and interests of employed persons).]  [112:  	Commenting on fundamental rights protection in connection to AI, the EC stressed that “the obligations for ex ante testing, risk management and human oversight will also facilitate the respect of other fundamental rights by minimising the risk of erroneous or biased AI-assisted decisions in critical areas such as education and training, employment, important services, law enforcement and the judiciary. In case infringements of fundamental rights still happen, effective redress for affected persons will be made possible by ensuring transparency and traceability of the AI systems coupled with strong ex post controls.” See AI Act, COM(2021) 206, cit. supra, at 11.]  [113:  	For an analysis on the interrelationship between human rights and risk-regulating EU policy (in areas such as environment and health), see Mark L. Flear, “Regulating New Technologies: EU Internal Market Law” in M. Cremona (ed.), New Technologies and EU law, OUP (2017), 74-120. ] 

Against the backdrop of the EU’s regulatory methods and strategies, the ‘instrumental’ divergence between the GDPR and the AI Act becomes clearer. Because the former defines a standard of protection of the right to data protection, the effectiveness[footnoteRef:114] of that standard depends on the beneficiaires’capabilities to claim the level of protection afforded to them. The EU’s ‘usual’ legislative trend has been to achieve this through the conferal of subjective rights or entitlements. Telling examples can be derived from the EU’s Secondary law in the fields of non-discrimination and the EU citizenship.[footnoteRef:115] Alternatively, the AI Act’s normative philosophy seems to be more akin to that of risk-regulating instruments in, say, the field of product safety, health and environment.   [114:  	With regard to subjective rights, we will define effectiveness in reference to the citizenship case law in which the CJEU stressed that the effectiveness of the rights associated with the Union citizen status is defined in reference to the genuine enjoyment of the substance of the rights which the Member States’ nationals derive from their status as Union citizens. See inter alia CJEU, 8 May 2018, K.A. et al., case C-82/16, EU:C:2018:308, para. 70 seq.]  [115:  	In the field of EU citizenship, see Directive 2004/38 of the European Parliament and of the Council, of 29 April 2004, on the right of citizens of the Union and their family members to move and reside freely within the territory of the Member States, OJ L n° 158, 30.4.2004, p. 77. In the field of non-discrimination, see Council Directive 2000/43, of 29 June 2000, implementing the principle of equal treatment between persons irrespective of racial or ethnic origin, OJ L 180, 19.7.2000, p. 22; Council Directive 2000/78, of 27 November 2000, establishing a general framework for equal treatment in employment and occupation, OJ L 303, 2.12.2000, p. 16; Directive 2006/54, of the European Parliament and of the Council, of 5 July 2006, on the implementation of the principle of equal opportunities and equal treatment of men and women in matters of employment and occupation, OJ L 204, 26.7.2006, p. 23.] 

It follows that, though axiologically and functionally akin, the GDPR and the AI Act ultimately belong to different families of normative instruments. The former is prima facie a rights-based (and rights-conferring) instrument whereas the latter, a risk-based (and risk-regulating) one. However, scholarship has astutely noted that this classification is not as black-or-white as it first appears: though predominantly rights-based, the GDPR integrates a ‘risk rationale’ and the risk-based nature of the AI Act notwithstanding, this instrument integrates a ‘rights rationale.’ It can even be argued that the EU’s risk-regulation model under the effect of new technologies has inaugurated a novel, risk-and-rights-based normative approach, under which technical standards are no longer ‘mere’ instructions addressed to market operators but means through which human rights protection is practically achieved. The standards in the AI Act tailored for the so-called high-risk systems give a telling example of this ‘new’ trend.
[bookmark: _Toc136241000]On the safeguarding of rights through technical standards
The AI Act defines the notion of ‘high risk’ by using typical ‘technical standardisation’ jargon. As per Article 6, a system is considered high-risk if two cumulative conditions are met: first, the system is intended to be used as a safety component of a product or is itself a product, covered by the relevant EU legislation;[footnoteRef:116] second, the product which integreates AI as a component, or the AI system itself, is required to undergo a third-party conformity assessment with a view to placing that product on the market or putting it into service.[footnoteRef:117] The eight ‘high risk’ types of systems are listed in Annex III of the AI Act and include biometric identification and categorization of natural persons; management and operation of critical infrastructure; education and vocational training; employment, workers management and access to self-employment; access to and enjoyment of essential private services and public services and benefits; law enforcement; migration, asylum and border control management and administration of justice and democratic processes. [116:  	AI Act, Art. 6(1)(a). The EU legislation referred to in this provision is listed in Annex II of the AI Act.]  [117:  	Id., Art. 6(1)(b).] 

This technical standardisation jargon receives a ‘human rights flavour’ in the provision on the Commission’s power to add - through delegated acts - AI systems to Annex III, when two conditions are fulfilled: 1. the AI systems are intended to be used in an area listed in that Annex,[footnoteRef:118] 2. the AI systems pose a risk of harm to health and safety “or a risk of adverse impact on fundamental rights, that is, in respect of its severity and probability of occurrence, equivalent to, or greater than the risk of harm or of adverse impact posed by the high-risk systems” already mentioned in Annex III.[footnoteRef:119] The reference to ‘adverse impact on fundamental rights’ echoes the definition of risks suggested in the EP’s Resolution on a framework of ethical aspects of AI, robotics and related technologies.[footnoteRef:120] As per this Resolution, a ‘high risk’ is a “significant risk entailed by the development, deployment and use of artificial intelligence, robotics and related technologies to cause injury or harm to individuals or society in breach of fundamental rights and safety rules as laid down in Union law, considering their specific use or purpose, the sector where they are developed, deployed or used and the severity of injury or harm that can be expected to occur.”[footnoteRef:121]  [118:  	Id., Art. 7(1)(a).]  [119:  	Id., Art. 7(1)(b) (emphasis added).]  [120:  	European Parliament, Resolution of 20 October 2020 with recommendations to the Commission on a framework of ethical aspects of artificial intelligence, robotics and related technologies, cit. supra.]  [121:  	Id., Art. 4 (e) (emphasis added).] 

In the landscape of the EU’s existing risk regulation, the AI Act is atypical because its definition of ‘risk’ seems to relate to the probability of human rights violations which… are not measurable[footnoteRef:122]. Indeed, in ‘standard’ risk scholarship, we may refer to the definition given by Möller who defined risks as unwanted events which may or may not occur; the causes of unwanted events which may or may not occur; the probability of unwanted events which may or may not occur; the fact that a decision is made under conditions of known probabilities; the statistical expectation value of unwanted events which may or may not occur.[footnoteRef:123] However, it is Knight who authored the seminal distinction between risks proper and (mere) uncertainties. For him, risks are measurable or quantifiable uncertainties as opposed to unmeasurable ones.[footnoteRef:124] As argued in our recent study,[footnoteRef:125] knowledge about risks is usually derived from sound, verifiable data which ought to convincingly (though not conclusively) showcase the existence and likelihood of a specific type of threat. The probability of human rights violations cannot be supported by evidence comparable to that of risks in the fields of, say, environment and health.[footnoteRef:126] The GDPR confirms this in its Article 35 relative to the Data Protection Impact Assessment (DPIA).	Comment by Márton Varju: Just to note : my conclusions in my Chapter are similar, though I follow a different analysis: basically, I distinguish what I regard as the seemingly declarative (rights and value protection) and the truly normative (technical standards etc) components of the AI Act. There is no real regulatory content to match the declared commitment to address the fundamental rights risks (apart from cross-references to data protection). [122:  	On the measurability risks in relation to human rights violations, see M. Varju, (title of Chapter).]  [123:  	N. Möller, “The Concepts of Risk and Safety,” in S. Roeser, R. Hillerbrand, P. Sandin, M. Peterson (eds.), Handbook of Risk Theory: Epistemology, Decision Theory, Ethics, and Social Implications of Risk, Springer (2012), 56-82, at 58.]  [124:  	See H. Riesch, “Levels of Uncertainty,” Phil. Trans. Roy. Soc.’y A. vol. 369 (2011), 4730-4750.]  [125:  	L. Grozdanovski, J. De Cooman, “Forget the Facts, Aim for the Rights! On the obsolescence of empirical knowledge in defining the risk/rights-based approach to AI Regulation in the European Union,” cit. supra.]  [126:  	C. Quelle, “Enhancing Compliance under the General Data Protection Regulation: The Risky Upshot of the Accountability- and Risk-based Approach,” Eur. J. Risk Reg. vol. 9, n° 3 (2018) 502-526, at 511.] 

The DPIA is a procedure that allows controllers (and, when applicable, processors) to determine if a specific type of data processing “is likely to result in a high risk to the rights and freedoms of natural persons.” In the presence of such a risk, the controller carries out an assessment of the impact of the envisaged processing.[footnoteRef:127] The DPIA is performed in the following cases : systematic and extensive evaluations of personal aspects relating to natural persons through automated processing, including profiling, based on which decisions are made with legal effects concerning the natural person;[footnoteRef:128] in the case of the processing on a large scale of special categories of data referred to in Article 9(1) GDPR or of personal data relating to criminal convictions and offences referred to in Article 10 GDPR[footnoteRef:129] and in the case of a systemic monitoring of a publicly accessible area on a large scale.[footnoteRef:130] For the sake of comparison, the risk assessment procedure in Art. 44 of the REACH Regulation[footnoteRef:131] (relative to the criteria for substance evaluation) lists specific criteria that the European Chemical Agency should consider when making those assessments. These criteria include, inter alia, hazard information (e.g. structural similarity of a given substance with known substances of concern or with substances that persistently bio-accumulate), exposure information and tonnage.[footnoteRef:132]  [127:   	Regulation n° 2016/679, GDPR, cit. supra, Art. 35(1) (emphasis added).]  [128:   	Id., Art. 35(2)(a).]  [129:   	Id., Art. 35(2)(b).]  [130:  	Id., Art. 35(2)(c).]  [131:  	Regulation n° 1907/2006, of the European Parliament and of the Council, of 18 December 2006, concerning the Registration, Evaluation, Authorization and Restriction of Chemicals (REACH), establishing a European Chemicals Agency, OJ L 396, 30.12.2006, p. 1.]  [132:  	Id., Art. 44(1)(a-c).] 

The combined reading between the REACH Regulation and the GDPR unveils a fundamental difference between ‘old school’ and - as it were - ‘new age’ understanding of the concept of risk. The REACH Regulation is clearly ‘old school’ as it seems to require evidence proper (measurable and verifiable data) on the properties and effects of chemical substances. The GDPR - and by extension the AI Act - are ‘new age’ since the assessments of risks contained in their provisions do not seem to require the gathering of ‘hard’ evidence, but a (roughly plausible) assessment of likelihood (as opposed to probabilities sricto sensu). This is understandable, considering that the risk of fundamental rights violations cannot be numerically represented: there is seldom, if ever evidence showing a 40% chance that a specific data processing might, for example, take into account a person’s ethnic background. 
Bearing in mind this ‘new age’ way of defining risks, are the GDPR and the AI Act rights-based, risk-based…or both? The answer here may come from the way in which each instrument represents risks. 
By suggesting the four-level risk scale (minimal, non-high, high and unacceptable), the AI Act in fact defines thresholds of acceptability of threats of fundamental rights violations. To do so, it seems to ‘borrow’ from pre-existing risk-regulating instruments the approach which involves defining levels of gravity which (if empirically verified) provide the basis for technical standards as a means of regulation of the practical effects of ‘grave events’. Glasson eloquently explains the difference and complementarity between ‘thresholds’ and ‘standards’: “’thresholds’ refer to discrete points that must be exceeded to begin producing a given effect or result to elicit a response (…) ‘Standards’ provide guidance that regulates the effect of an activity (normally human activity) on a receptor.”[footnoteRef:133] Against the backdrop of Glasson’s distinction, the four risk levels in the AI Act can be understood as relating to four different thresholds of gravity that the EC presumes, since there is no way of actually measuring the probability of harm associated with each level of risk. In reference to these thresholds, the AI Act defines technical standards (namely for high risk systems) addressed to five categories of addressees, at least four of which are market operators i.e. providers,[footnoteRef:134] product manufacturers,[footnoteRef:135] importers,[footnoteRef:136] distributors[footnoteRef:137] and users.[footnoteRef:138] [133:  	See J. Glasson, “Thresholds and Standards – Definitions and Dimensions” in M. Schmidt, J. Glasson, L. Emmelin, H. Helbord, (ed.), Standards and Thresholds for Impact Assessment, vol. 3, Springer (2008), 4-18, at 4.]  [134:  	See AI Act, cit. supra, Art. 17-23.]  [135:  	Id., Art. 24.]  [136:  	Id., Art. 26.]  [137:  	Id., Art. 27.]  [138:  	Id., Art. 29.] 

Alternatively, the GDPR neither canvasses a threshold of gravity, nor does it define technical standards to be observed by data controllers and processors. In the context of the above-mentioned DPIA, the controller is required to consult the supervisory authority prior to processing, in instances where they might suspect a high risk.[footnoteRef:139] If that authority is of the opinion that the intended processing would, indeed, infringe the GDPR, it is required to provide written advice to the controller and, if applicable, the processor.[footnoteRef:140] The analysis of the AI Act and the GDPR through the prism of Glasson’s threshold/standard definition warrants the conclusion that the former is risk-regulating, after all: unconventional, different from the comparable EU legislation, but risk-regulating nonetheless. By contrast, the GDPR is a rights-conferring instrument because - again - its primary purpose is not to define a ‘baseline’ security level for the right to data protection.  [139:  	Regulation n° 2016/679, GDPR, cit. supra, Art. 36(1).]  [140:  	Id., Art. 36(2). The period referred to in this Article is up to eight weeks of receipt of the request for consultation.] 

Scholars have tackled the seemingly hybrid risk/rights-based nature of the GDPR and the AI Act. De Gregorio and Dunn seminally characterized the GDPR as ‘bottom-up’ meaning that the evaluation of risk and the mitigation thereof is left to the discretion of data controllers and processors.[footnoteRef:141] The AI Act establishes a more rigid top-down structure, because it “imposes differentiated duties depending on the risk scores of regulated AI systems (and) does not leave the task of evaluating such risk scores to the targets of regulation: in fact, it is the AI Act itself that, on a top-down basis, identifies the various categories of risk.”[footnoteRef:142] The distinguishing factor between the two would then be the discretion left to their addressesthe persons and entities habilitated to monitor human rights violations.[footnoteRef:143] De Gregorio’s and Dunn’s observations are, of course, pertinent. It remains however that the distinction between the acts considered is due to the fact that both are - as mentioned earlier - instrumentally opposed, that is, the normative means (subjective rights/risks) through which they particularize their foundational values are drawn from different ‘families’ of regulation.  [141:  	G. De Gregorio, P. Dunn, “The European Risk-Based Approaches: Connecting Constitutional Dots in the Digital Age,” CLMLRev., vol. 59, n° 2 (2022), 473-500, at 476.]  [142:  	Id., at 477.]  [143:  	Id., at 477-478.] 

The final open question is a rather delicate one: who is the AI Act really for? The answer - Anderson argues - may be, directly or indirectly, business interests, which may not be a serious issue if it remains within the legal realm. It becomes a ‘serious’ issue from the perspective of the ethics/law interrelationship because it seems to suggest a “false sense of ethical responsibility in terms of the public good.”[footnoteRef:144]  Market efficiency requires that a certain level of risk be tolerated: for there to be a viable market of any product labelled as risky, economic operators and users need to accept that the risk associated with that product might materialize. The problem with the so-called high risk AI systems is that their deployment and use presuppose a level of acceptance of human rights violations which is unorthodox, to say the least. Hence the need for a ‘stronger’ trust-building market narrative, especially targeted at AI users. 	Comment by Márton Varju: My assessment is that since the AI regulatory policy of the EU is influenced by the Commission’s notion of techno sovereignty and that this concept seems to believe that we can have the cake and eat it too (control the technology strictly but also to have it widely available in the market), it was easy (and quite logical) to settle for a regulatory framework that will primarily put the mind of business developers and users to rest. All the policy talk about minimum necessary and proportionate regulatory burden, and a “balanced approach” to regulation suggests to me that the AI Act is just like any other old school EU product safety legislation. Mind you, it is pretty difficult to convince the individual Member States that the available legal base (Article 114 TFEU) is available to be used for other, more ambitious purposes. A genuinely dignity focussed measure may sink in the political negotiations in the Council, or may be challenged by the unhappy national governments right after its adoption.	Comment by Grozdanovski Ljupcho: I agree, however for the sake of brevity, let’s leave it at the ‘trust-building’ narrative :) [144:  	M. M. Anderson, “Some Ethical Reflections on the EU AI Act. IALL 2022: 1st International Workshop on Imagining the AI Landscape After the AI Act (2022), Amsterdam, available on: http://iail2022.isti.cnr.it (last accessed on 10 May 2023) at 6.] 

The ethical market narrative has been in vogue for some time now and can be correlated with what Laux et al. have called the conflating of trust and trustworthiness, especially when it comes to the acceptability of risks.[footnoteRef:145] However, ‘conflating of trust’ runs the risk of blurring the distinction between “acceptability judgments made by domain experts and the trustworthiness of AI systems implemented in society.”[footnoteRef:146] Others have criticized that the AI Act outsources decisions about which risks are ‘acceptable’ to AI providers with an economic interest to market the AI system.[footnoteRef:147] But the performance/excellence-driven AI race provides a context in which policymakers have a strong incentive to - as Laux et al. put it - “engineer trust.”[footnoteRef:148]  [145:  	J. Laux, S. Wachter, B. Mittelstadt, “Trustworthy artificial intelligence and the European Union AI act: On the conflation of trustworthiness and acceptability of risk,” Regulation & Governance, (2023), 1-30.]  [146:  	Id., at 2.]  [147:  	Ibid. ]  [148:  	Ibid.] 

Ultimately, is the AI Act a market-oriented, risk-regulating instrument ‘coated’ with seductive (because persuasive and ‘noble’) discourse on values and rights? If so, does the AI Act truly succeed in achieving the level of fundamental rights protection it pledges to achieve? The answer seems to be a (relatively thin) ‘yes.’ While they do seem to be primarily turned toward markets, the technical requirements in the AI Act (transparency, human oversight etc.) are precisely meant to ‘infuse’ values into the design of AI systems released in the market. The ambition is that the design, especially of high risk AI, be ‘value-sensitive’ throughout a system’s life cycle. But scholars such as Flanagan et al. rightly point out that achieving a design “that soundly incorporates values requires not only competence in the technical arts and sciences, but also a reflective understanding of the relevant values and how these values function in the lives of people and possibly groups affected by the systems in question.”[footnoteRef:149] Brey made a similar observation. For him, technical ‘value-sensitivity’ is not an issue of slavish, to-the-letter compliance with the AI Act’s provisions, but a multi-layered process of investigation. For this author, there is, first, a conceptual investigation aimed at conceptualizing and describing the values implicated in a design, as well as the stakeholders affected by it, “and consider[ing] the appropriate trade-off between implicated values, including both moral and non-moral values.”[footnoteRef:150] There is, second, an empirical investigation, which focuses on the human context in which “the technological artefact is to be situated, so as to better anticipate on this context and to evaluate the success of particular designs.”[footnoteRef:151] These include empirical studies of human behaviour, physiology, attitudes, values and needs of users and other stakeholders, and may also consider the organizational context in which the technology is used. Finally, there are the so-called technical investigations which “study how properties of technological artefacts support or hinder human values and how computer systems and software may be designed proactively in order to support specific values that have been found important in the conceptual investigation.”[footnoteRef:152]  [149:  	M. Flanagan, D. C. Howe, H. Nissenbaum, “Embodying Values in Technology. Theory and Practice,” in J. Van Den Hoven, J. Weckert, Information Technology and Moral Philosophy, CUP (2009), 322-353, at 324.]  [150:  	Ph. Brey, “Values in technology and disclosive computer ethics,” cit. supra, at 55.]  [151:  	Ibid.]  [152:  	Id., at 56.] 

It is too early to tell how the values-turned-to-standards in the AI Act - still under discussion by the EU Legislature - will be practically understood and applied by the stakeholders. At this stage, it may suffice to stress that the AI Act is a typical risk-regulating instrument because it seeks to regulate specific conducts in the market; it is atypical of such an instrument because, in its normative design, fundamental rights safeguards are ‘standardised’, taking the form of “side-constraints that bound the moral space in which corporations may legitimately pursue economic ends.”[footnoteRef:153]  [153:  	D. G. Arnold, “Corporations and Human Rights Obligations,” Business & Human Rights J., vol. 1, n° 2 (2016), 255-275, at 264.] 

[bookmark: _Toc136241001]Concluding remarks
It follows from the above that the GDPR arguably provided the template for subsequent legislation on data-protection and data processing (and data processing technologies). This is not to say that this legislation is populated by ‘clones’ of the GDPR, that is, instruments that particularize the right to data protection and are invariably rights-based (and rights-conferring). On the contrary, they differ in their normative designs, though they do seem to subscribe to the ‘human-centric’ approach discussed in this Chapter. Indeed, said instruments are consistent with the GDPR in two important ways. First, they complement its provisions by establishing additional, specific frameworks on, say, the re-use of data by public authorities and, more generally, the principles governing the processing of both personal and non-personal data. Second, those instruments carry the imprint of human-centrism, insofar as they are rooted in the human dignity postulate and particularize the foundational principles (fairness, transparency, accuracy, autonomy etc) associated with it.
For instance, the Digital Markets Act (DMA)[footnoteRef:154] sets out a series of obligations for platforms labelled as gatekeepers[footnoteRef:155] (the aim of which is clearly to prevent abuse of dominance by creating entry barriers) with the purpose of contributing to the proper functioning of the internal market. To do so, the DMA seeks to ensure for all businesses, “contestable and fair markets in the digital sector across the Union where gatekeepers are present, to the benefit of business users and end users.”[footnoteRef:156] The DMA’s wording is illustrative of - what may be viewed as - a ‘woke’ approach to regulating markets, since profit-driven and monopoly-aspiring big-tech companies are now constrained in their conduct by humancentric values such as fairness (which, seems to be omnipresent, weaving through the GDPR and the AI Act). The Data Act[footnoteRef:157] follows the rights-giving approach of the GDPR as it seeks to ensure a high level of consumer protection through the “new right to access user data in situations previously not covered by Union law.”[footnoteRef:158] In a similar vein, the Data Governance Act (DGA),[footnoteRef:159] regulating the re-use of personal data by public authorities, draws inspiration from many of the GDPR’s principles in defining commercial and statistical confidentiality,[footnoteRef:160] the protection of intellectual property rights of third parties[footnoteRef:161] and the protection of personal data.[footnoteRef:162] The conditions for re-use of data are framed by the (standard) principles of non-discrimination, proportionality, objectivity[footnoteRef:163] and (the GDPR-inspired) principles of anonymization or pseudonymisation of personal data.[footnoteRef:164]	Comment by Márton Varju: I think we will need to add eventually a cross-reference to the Chapter by Papp in this volume. But let’s wait until I see how that chapter works.	Comment by Grozdanovski Ljupcho: Ok. I’ll let you be the judge of the opportunity to insert a cross reference here [154:  	Regulation n° 2022/1925, of the European Parliament and of the Council, of 14 September 2022 on contestable and fair markets in the digital sector, OJ L n° 265, 12.10.2022, p. 1.]  [155:  	Id., Art. 3(1) defines gatekeepers as undertakings that have a significant impact on the internal market, provide a core platform service which is an important gateway for business users to reach end users, and enjoy, or are likely to enjoy, an entrenched and durable position in their operations. The remainder of Art. 3 particularizes these conditions into more specific requirements.]  [156:  	Id., Preamble, pt 7, emphasis added.]  [157:  	COM(2022) 68 final.]  [158:  	Ibid (emphasis added).]  [159:  	European Commission, Proposal for a Regulation of the European Parliament and of the Council on European Data Governance (Data Governance Act), COM52020) 767 final.]  [160:  	Id., Art. 3 (1)(a-b).]  [161:  	Id. Art. 3(1)(c).]  [162:  	Id., Art. 3(1)(d).]  [163:  	Id., Art. 5(2).]  [164:   Id., Art. 5(3).] 

Our comparative study of the AI Act and the GDPR (as a basis for possible subsequent studies of the recent legislation mentioned above) reveals a level of what we have called[footnoteRef:165] axiological congruence, understood as the fit between “the preferences of the citizens and the committed policy positions of their representatives.”[footnoteRef:166] Human-centrism seems to be the locus where the ‘fit’ is found between the EU’s ambition for economic gains and excellence (namely through increased innovation) and the citizens’ need for increased trust in the various types of data processing and data processing technologies (like AI). This concomitant pursuit of the excellence/trust objectives showcases the EU’s regulatory striving toward ‘having the cake and eating it too,’ since the regulation of digital markets and market operators is meant to deliver technological and economic progress while at the same time ‘engineering’ trust through normative means that uphold a high standard of fundamental rights protection. In the USA, the 2019 Executive Order on AI[footnoteRef:167] is in a way much simpler in that it very clearly commits to the American win in the AI race, human rights protection being mentioned but certainly not in the forefront of the policy priorities for AI regulation.  [165:  	L. Grozdanovski, J. De Cooman, “Forget the Facts, Aim for the Rights! On the obsolescence of empirical knowledge in defining the risk/rights-based approach to AI Regulation in the European Union,” cit. supra.]  [166:  	G. Bingham Powell Jr., “Representation in Context: Election Laws and Ideological Congruence Between Citizens and Governments,” Pers. Pol. Vol. 11, n° 1 (2013), 9-21, at 10.]  [167:  	Executive Order 13859, 11 February 2019, Federal Register, vol. 84, n° 31, 3967-3972.] 

In the EU, what Brey called value-sensitive design does not seem to only apply to the technical standardisation which frames the ‘manufacturing,’ use and deployment of new technologies (like AI), but it also seems to apply to the normative design of the instruments that regulate various aspects of data processing and protection. The assumption seems to the following: values-prescribing regulation yields value-conform technology. It remains to be seen if and how this assumption will be challenged in practice. We can reasonably anticipate disputes stemming from differences between the ways in which the AI Act prescribes values and the ways in which market operators understand and apply them. For example, transparency (combined with human oversight) is, without question, an important principle (and standard) to apply, but its technical feasibility (i.e. actually programming AI systems where human oversight is possible throughout their life cycles) might not be as feasible as the AI Act seems to assume it will be. The caselaw that will develop under the future AI Liability Directive[footnoteRef:168] will reveal if, through the AI Act, the EU legislature has translated the foundational, ethical AI-related values into appropriate binding (and practically enforceable) legal obligations. [168:   	European Commission, Proposal for a Directive of the European Parliament and of the Council on adapting non-contractual civil liability rules to artificial intelligence (AI Liability Directive), COM(2022) 496 final.	] 

