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Abstract

We presenta reflector servicethat seeksto maintainapplication-le@el connectiity in the presenceof network-level
multicastfailures. The serviceis basedn thedynamicdeploymentof autonomouseflectorshasedon mobile code,on
top of an active network infrastructure.lt is ableto repairmulticasttreefailuresby building a self-omganisingtree of
reflectorswhichwill beconnectedo eachothervia unicast.We focusonthebasicdecisioormechanismselatedto code
mobility duringthetree constructioranddestructiorphasesnamely: cloning, migration,meiging andtermination.To
assistwith the decisionsa marlket-basednechanisiris emplg/ed. We shav somepreliminary simulationresultsthat
confirmtheviability of theapproactandsettledirectionsfor furtherresearch.

1 Intr oduction

The demandfor multimedia group communicationis
growing, and multicastis widely recognisedas an im-
portantserviceto enableefficient groupcommunication.
However, multicastprotocolsare still not widely avail-
able,andthe experimentaMulticast Backbong(MBone)
is slow to take off. The network conditionsareunstable,
it is difficult to monitortraffic andto detectpointsof fail-
ure, etc. Theresultis poor quality for the users.Besides
that, someusershave no MBone accesst all, providers
arereluctantto allow IP Multicastin their networks, and
firewalls canblock multicasttraffic.
MBonesessiongrequentlyfail dueto multicastprob-
lemsin somesectionof thenetwork. It is verydifficult to
diagnosea failure andeliminateit duringthe lifetime of
thesessionAs afallbacksolution,MBone contenttirans-
mitters often establishmulticastreflectorsto sene users
thathave no multicastaccess Experienceshaws thatre-
flectorsarestill akey elemenfor asuccessfuMBoneses-
siontransmissionA reflectoris a userlevel gatavay ap-
plicationthatactsasa proxy betweera multicast-enabled
network anda setof unicastusers. It forwardspaclets
from the multicastgroupto all unicastclients,andfrom
every unicastclientto the multicastgroupandto all other
unicastclients. This guaranteethatconnectity is main-
tainedwithin the sessionjn spite of the fact that some
participantshave no accesgo IP multicast,or in the pres-
enceof failuresin the multicasttree.
Existingreflectorsoftwaremusttypically beinstalled
manually sothat the location of a reflectorandits con-
figuration must be decidedbeforehandand informedto
all sessiorparticipants.Therefore establishingeflectors
representin extra burdenfor the sessiororganisersand
alsoan extra burdenfor the usersthat needto manually
chosewhento switchfrom multicastto thereflector Be-
sidesthat, the sessiorusersseldomhave enoughknowl-

edgeaboutthe currentnetwork conditionsin orderto be
ableto choosean optimumlocationfor areflector What
happenghenis thatreflectorsaretypically placedclose
to themainsessiorsource andall multicastdisabledpar
ticipantsmustconnectto it asclients. This generatesn
amountof redundantraffic which is proportionalto the
numberof reflectorclients,andthereforecbviously does
notscaleto largesessionsvherepotentiallylargeportions
of thenetwork might needunicast.

It would be interestingto be ableto dynamicallyin-
stall reflectorswhenthereareconnectvity failuresor ad-
ministrative restrictionsto multicasttraffic. Thelocation
of reflectorsshouldbe automaticallydeterminedaccord-
ing to thenetwork conditionsobsenedduringthesession,
andthereflectorsoftwareshouldbe dynamicallyinstalled
and startedat the chosenlocations. At the client side,
software agentsacting on behalf of one or more group
participantsshouldbe ableto detectwhentheir multicast
feedis down, andreactby installinga suitablereflectoror
connectingo anexisting one.

We have designedan autonomouseflectorbasedon
mobile codethatrunson top of anactive network execu-
tion environment.Thecandidatdocationsfor suchreflec-
tor agentsare active network (AN) (Tennenhouset al.,
1997)or active sener (AS) nodes(Amir, 1998; Fry and
Ghosh,1999). Thesenodesunanexecutionenvironment
(EE) capableof downloadingandexecutingthereflectors
code,andof discardingt whenthe sessioris finished.

Our reflectorsare autonomousand decidewhen to
migrateto other nodes,clonein orderto copewith in-
creasingdemand,meige with otherreflectors,or disap-
pearwhen no longer needed. The decisionsare based
solelyonlocalknowledgeavailableattheterminalsor ac-
tive nodeswherethey run. This guaranteethatreflector
codeis deployed only whereneededand when needed,
and that after the sessionfinishesall the reflectorswill
be automaticallyeliminated. The ideais that reflectors
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progressiely move from the recevers towardsthe ses-
sion’s main source,until failure points are successfully
bypassedAdditionally, reflectorsthatdo notreceve suf-

ficient demanddie out, and thosewhich are overloaded
spawn othersto lessloadednodes.Using sucha scheme,
alooselyconnectedhetwork of reflectoreemegesasare-

sultof failure detectionanddisappearsyy itself whenthe

failureis repaired.

It shouldbe noticedthat althoughour reflectorswill
tendto clusteraroundfailure pointsin orderto bypass
them, they are obviously not ableto diagnosenor repair
them.Theirobjectiveis only to maintainapplication-leel
connectvity in the presenceof network-level multicast
failures.Network managemennechanismso detectand
repairsuchfailuresare orthogonaland outsidethe scope
of thiswork.

2 Background

Several commercialand non-commercialreflector sys-
temsare available, e.g. Highfield; Live Networks, Inc.;

Kirstein and Bennett(2000) (morereference®n p.27 of

Kon et al. (2000)). Thesesystemsaretypically software
packageshat mustbe manuallyinstalledat the sitesthat
will provide the reflectorservice. Thereforethe location
of reflectorsitesmust be decidedbeforehandand can-
not be easilychangediuringthe lifetime of the multime-
diasessionChangesn reflectorlocationor configuration
generallyleadto temporaryservicedisruption.

A multicastreflector hasbeenmentionedas an ex-
ampleapplicationover the ALAN ervironment(Fry and
Ghosh,1999). It hasbeenusedto transmitMBone ses-
sionsvia unicastto sitesnotconnectedo the MBone,and
hasthe potentialto move acrossALAN nodes.However,
dynamicreflectorplacemengalgorithmsseemnot to have
beenproposedn this context yet.

Kon etal. (2000) proposea distributed framework to
managea network of reflectors,basedon dynamiccode
distribution and (re)configuration.Reflectorsare usedto
supportnetwork andterminalheterogeneity Within this
framawork, it is possibleto managenetworks containing
a large numberof reflectors.Eachreflectorhasa limited
degreeof autonomysuchasreconfiguringthe neighbour
nodesto bypassareflectorthatfailed. For mostotherop-
erations however, thereflectorelementseedto beman-
agedby aprivilegeduser thereflectoradministratorwho
decideswhereto install new reflectorsor to remove re-
flectorsfrom the network. To take suchdecisions,the
administratomeedgo have a globalview of the network
topologyandcharacteristicayhichis nottrivial to obtain
from the wide-arealnternetor the MBone. Anotherdif-
ficulty is to copewith recevversdynamicallyjoining and
leaving the sessionandthe correspondingeflectortree
reconfigurationn orderto maintaina treewhich always
tracksthe optimum. Kon et al. (2000) reportthatin one
experimentthey wereforcedto dery approximatelyone

million connectiorrequestglueto lack of bandwidthon
thereflectorsites.This could have beenavoidedif reflec-
torswereableto automaticallyclonethemselesto other
sitesin orderto copewith the additionaldemand.

In thecontext of agentsandactive networking,anum-
ber of proposalsfor self-deplying serviceshave been
made. Shehoryet al. (1998) proposea frameawork in
whichagentslealwith overloadby cloning, passingasks
to others, meming, or dying. Agentsdecidewhen to
cloneaccordingo theloadsof thedifferentresourceshey
use,suchasmemory processingagndcommunicatiorre-
sourcesThepossibledecisionghattheagentcantakeare
describedy adecisiontree,andthe optimumdecisionis
calculatedvia dynamicprogramming.Tschudin(1999a)
implementedan electionservicebasedn active paclets,
thatdeploysitselfto everyreachablaode.In alaterwork
(Tschudin,1999b)the sameauthoraddressethe security
issuesinvolvedwith a necessargelf-destructingnecha-
nismfor suchkind of services.

Najafi (2001) has proposeda cost model for active
networksthattakesinto accountthe costof processing
flow in theactive nodesaswell asthetransmissiorcosts.
He includesan algorithmthat corvergesto the minimum
costfor a flow thatmay be transformedn several active
nodesbeforereachingits destination. He hasalso pro-
posedan agentpositioningalgorithmin which an agent
candecideto repositionitself in the network in orderto
reducethe sessiorcost.

Roadknightand Marshall(2000)addresghe issueof
quality of servicedifferentiationby using a distributed
geneticalgorithminspiredby the behaiour of bacteria.
They shav that the amountof seners and their loca-
tion in the network evolve accordingto the userdemand
for a giventype of serviceanda requestedrade-of be-
tweenlateng and paclet loss. The potentialof genetic
techniquesuchasthe onesproposedy Roadknightand
Marshall (2000) is the increasedvariability to find new
solutionsand adaptto new situationsnot ervisagedat
the beginning. However, in anenvironmentwherenodes
andlinks areheterogeneougropagatinguccessfutules
(“genes”)to neighbouringhodesmight notnecessariljpe
a goodidea, sincea rule that is successfuin one node
might fail completelyin anothemodedueto differentre-
sourceconstraints.In the context of self-oiganisingsys-
tems, biologically-inspiredand market-basedechniques
seemcomplementaryand an interestingresearchchal-
lengewould beto combinethe bestof bothworldsto ob-
tain new adaptatiormechanisms.

3 AutonomousReflectors

In this section we describeour autonomousreflector
scheme.Sincethis is work in progresspnly part of the
mechanismsescribetherehave beenmplementedatthe
time of this writing. Sections4, 5, and 6 provide more
detailson the implementednechanismaswell assome
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initial simulationresults.

Two assumptionareessentiafor this schemeo work
properly Firstof all, we assumehat somebasicdefault
unicastrouting serviceinterconnectingll active nodesis
available,suchthatatany momentit is possiblefor anac-
tive applicationto obtainthe next hopto a givendestina-
tion. This servicecanbe eitherprovidedby the EE itself,
or installedasactive extensioncodewith a well-defined
interfaceexportedto the active applicationsthat needit.
By defaultit cansimply mapdirectly to IP routing, but
more sophisticatedechniquessuch as application-layer
routing(Ghoshetal.,2000)couldalsobeavailableto pro-
vide optimisedpathsaccordingto specificcriteria.

The secondassumptioris thatthereis only onemain
sourceof contentin the session(e.g. the lecturers site),
althoughall sessionparticipantscan potentially gener
ate datato the session,asit is generallythe casewith
RTP sessiongSchulzrinneet al., 1996), that nowadays
are widespreadon the MBone. The reflectorsstart at
the recever nodesand then progressiely move, clone
and meme with other reflectorsalong their respectie
unicast pathstowards the main source. This recever-
initiated approachis similar to filter placemenschemes
basedon RSVR suchasthe AMNet prototypedescribed
by (Wittmannetal., 1998).

For thetime being,thereflectorswe proposeareonly
ableto repairmulticasttreesusingunicast:multicasttree
failureswill causeatreeof reflectorso beformed,which
will be connectedo eachothervia unicast. Sincemulti-
castrouting andactive network unicastrouting areinde-
pendentthe unicasttree of reflectorsmight not coincide
with the correspondingnulticastsubtreefor a given set
of recevvers.Onecanimaginethatit would beinteresting
to useunicastonly to bypass’broken” segmentsof atree,
usingmulticasteverywhereelse.We leave this possibility
openfor future study

We distinguishtwo typesof reflectors:terminaland
intermediate. Terminal reflectorsare placedat the re-
ceiversideanddonotmove,while intermediateeflectors
areplacedonotheractive nodesn thenetwork, andmight
move from onenodeto anotheraccordingto the network
conditions.

A terminalreflectorideally senesonelocalclientrun-
ning at the samemachine,which is the userapplication
that handlesthe correspondingnedia(typically MBone
toolssuchasvi ¢ orrat ). A terminalreflectormustbe
installedat eachrecever hostthat wishesto make useof
autonomouseflectors Alternatively it canbeinstalledas
closeaspossibleto the recever host(or setof hosts)to
be sened. The terminalreflectorworks as a proxy be-
tweentheactualmulticastgroupandtheuserapplication,
sothatthedirectuseof multicastor theuseof reflectords
hiddenfrom theapplication.This allowstheuseof reflec-
tors basedon mobile codewithout requiringary change
to the existing mediatools. Terminalreflectorsareinter-
mediatereflectorghathavetheirmigrationrulesdisabled.
They mustbe fixed becausehe existing mediatools are

notableto detectmoving peers.

Thetreeof reflectorsorganisestself in aclient-sener
hierarchy Each intermediatereflector senes a num-
ber of downstreamreflectors(clients). Here the sener
will sometimede called parentreflector andthe clients
child reflectors.Most intermediateeflectorswill beboth
senersfor anumberof clientsandclientsof anupstream
reflector excepta reflectorthat succeeddypassingthe
failure point. This becomeghe root of its reflectortree,
andthereforeplaysonly therole of sener. Actually not
only onetreebut severalonesmightarisein responséo a
failure,in casemultiple reflectorscrossa failure point at
differentnodes.This canhappenfor example,if thefail-
ure“point” is not a singlelink but a whole network with
multicastcapabilitiesdisabledfor somereason.

When multicastfailure is detected the terminal re-
flector sendsanotherreflectorto the next active hop to-
wardsthe mainsource.This operationis calledupsteam
cloning Theclonereflectorspavnedin thiswayis notan
exactcopy of the original reflector but hasthe samegoal
of repairingthe multicastfailure by finding the main ses-
sionsource.lt is anintermediateeflector sinceit actsas
a proxy betweernthe multicastgroupandtheterminalre-
flector Theintermediateeflectorlistensto the multicast
groupfor awhile, andif no multicastactuity is detected
it migratesto the next active hoptowardsthe mainsource
(upsteammigration). This processcontinuesuntil the
reflectorreaches nodewheredatafrom the mainsource
is received (eithervia multicastor via anothemreflector).
It theninforms the downstreamreflector (which in this
caseis the terminal reflectorthat originally spavned it)
aboutits currentlocationaddress.The terminalreflector
then startslistening to unicastpackets coming from the
new upstreamaddress.A simple local selectorensures
thatno duplicatepaclketsareforwardeddownstreamand
that paclets coming from downstreamare forwardedto
theselectecchanneleithermulticastor parentreflector).

When two reflectorsbelongingto the samesession
meetat the sameactive node, they merge into a single
reflector A reflectorthathasmorethanoneclient might
decideto clone upstreaminsteadof migrating, therefore
addingone more hierarchylevel to the tree. A reflector
might decideto memewith anupstreanreflectorwhenit
is servingonly oneclient andthe upstreanconnectionis
unicast,becauseén this caseit is moreinterestingto es-
tablish shortcutsbypassinghe nodewherethe reflector
currentlyis. This ensureghatmostof thetime reflectors
will only be presentat branchpointsin thereflectortree.
Finally, a reflectorthat runs out of clients automatically
terminatestself.

When multicast connectvity is restored,reflectors
startreceving datafrom themainsourcevia the multicast
channel,and disconnectfrom their upstreamreflectors.
Thelatterwill eventuallydie outdueto lack of clients.

In orderto improve reactiontime, soft-statevariables
canbeleft in the active nodes. Considera reflectorthat
decidesto migrate after having unsuccessfulllistened
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to the multicastgroup. Before migrating, it can leave
a “message”(in the form of soft-state)in the node, to
inform future new-comingreflectors,and avoid themto
repeatthe unsuccessfuéxperience. Sincenetwork con-
ditions change the reliability of suchmessagenustde-
cay with time. Suchan indirect communicationmech-
anism amongreflectorsresembleghe stigmegy mech-
anismusedin ant algorithms(Dorigo and Gambardella,
1997).

We arecurrentlyworking onthedecisionmechanisms
to either clone, meme, migrate or terminatereflectors.
Thesedecisionsaredriven by market-basednechanisms
(Clearvater 1996), andthe currentstateof our research
onthisissueis summarisedh Sectiond, with someinitial
resultsshavn in Section5.

4 Mark et-basedreflector decisions

Reflectorsanuseresourceontrolbasecbnmarketmech-
anisms(Clearwater 1996) to make decisionsto either
clone, memge, migrate or terminatethemseles. Such
mechanismgan also be usedto dynamicallydecideon

the maximumnumberof clientsto acceptat a givenma-

chine,in ordernot to causelink or CPU overload. An-

otherusagds to make downstreancloningdecisionsfor

example,in the caseof anoverloadedeflector anumber
of clonescan be sentdownstreamto handlepart of the
clients.

In this paperwe concentrateon the basic decision
mechanismselatedto codemobility duringtreeconstruc-
tion anddestructionthatis, cloning, migrating, merging
andterminating. We are currently working on the addi-
tional mechanismselatedto treereshapingandload con-
trol.

Eachreflectorhascostsassociatedvith its consump-
tion of nodeandnetwork resourcesThetreeof reflectors
is organisedn a client-serer hierarchy suchthatsener
reflectorssell sessiondatato their clients, and buy data
from their sener reflector A reflectorusesthe revenues
thatcomefrom its clientsto payfor resourcausagen the
active nodesandfor theservicef theupstreanreflector

4.1 Resourceusagecosts

Each reflector has associatedixed costs and variable
costsfor the useof noderesources.The fixed costsdo
not vary with the numberof clientsthat a reflectorhas,
andcorrespondo the costsof usingthe mobile codeplat-
form. They representhe minimum processinglus stor
agecostthatthemobileagentncurs,evenwhennoclients
areconnected Note however thatthe fixed costsare not
constanin generalasthey mayvary asafunctionof the
loadlevel of theresourcan question(CPU,memory).
Thevariablecostsincreasavith thenumberof clients,
andcorrespondo thelink transmissiortostgo all clients,
plustheprocessingostsfor all paclets. Thesecostsmay

alsovary accordingto the total load of the corresponding
resourcglink bandwidthor processing).

From the costpoint of view, having mary clientsis
good for a reflector becausehe fixed costsare shared
amongall theclients,but if thenumberof clientsbecomes
too large, the demandfor one or more resourcesnight
exceedthesupply(congestiorsituation) leadingto anin-
creasen processingndlink prices,with possiblepaclet
lossesand consequentlegradationin quality for the end
user

Every time a new reflectoris addedto thetree,there
is anincreasen costscorrespondindo theresourceshat
the new reflectorneeds.However, this increasemight be
compensatethy a decreasen costsfor otherreflectors,
e.g.becauseheirloadis alleviated.

Thecostof processingtanactive nodeis alsorelated
to the delay penaltyimposedto the end userdueto the
useof atreeof reflectors. The delay penaltyis the ratio
betweerthe actualdelayexperiencecby anenduserand
the delaythatwould be experiencedf therecever could
connectdirectly to the multicastsessiorwithout the help
of reflectors. If the processingoower were infinite, the
extra delayimposedby a reflectorwould be null. Onthe
otherhand,a very low processingoower would incur a
high additionaldelay The sameis valid for a machine
with high processingpowerbut whichis overloadedsuch
thattheprocessingime availableto areflectoris verylow.
Thereforaf areflectortriesto choosenodeghathave low
processingostsit is likely to bemoving towardsalower
delaypenaltyfor its users.

4.2 Definitions

We beagin by providing somedefinitionsof termsthatwill
beusedlaterin this section:

n;: areflectorthatrunsatagivennodei

nc: numberof clientsof reflectorn;

r;,;. reflectory, the j-th client of reflectorn;, for j =
1l.nc

R; ; = datasendingrateof reflectorr; ; ton;

nk: numberof terminalreflectorsin session
S datasendingrateof themainsource

SR: total rateof the sessior(sessiorbandwidth)

SR=S+ Y Ry 1)

1<k<nk

for all terminalreflectorsr;, with sendingrate Ry.

cf;: fixedcostsat noden;: coststhatdon't vary with the
numberof clientsof reflectorn;.

cv;(nc): variablecostsat noden;: coststhatvary with
thenumberof clients(nc) atnoden;.
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cup;(ne): processingcostsat n;, dependon the amount
of datatreatedpersecond.

cvl;(nc): total link costsat n;: representhe costsas-
sociatedwith the total amountof bandwidthemittedby
reflectorn; to eachlink thatleadsto clientsof n;, andto
the parentreflectorif ary.

ct;(nc): total costatnoden; whennc clientsarepresent:
the sumof fixedplusvariablecosts,asfollows:

cti(ne) = cf; + cvi(ne) :
= cf; + cupi(ne) + cvli(ne) @

4.3 Estimating costs

In orderto make a decisionto eithercloneor to migrate,
areflectorfirst needso estimatethe coststhatwould re-
sultfrom choosingeitheroption. A simpledecisionstrat-
egy would thenbe just to choosethe configurationwith
the lowestcost. However, therearea numberof difficul-
tiesin obtainingsuchestimation.Actually this is a typi-
cal problemof makingdecisionsn the presencef risks,
anddecisionanalysiscould be appliedhereasin Shehory
etal. (1998). In this sectionwe presenta first simplified
approacho the problem.Furtherresearchs necessarin
orderto extendit to amoregenerakase.

Oneof the main difficultiesis that, at the beginning,
whenthereflectorstill hasnt reachedhemainsource(di-
rectly via multicastor via anothersener reflector),it is
notableto measurehe actualresourceconsumptiorthat
will resultwhenit reachest. Whenthathappensit goes
into full operationmode,but atthis momentit is too late
to reviseits previousdecisionsoncerningcloning or mi-
grating.Especiallyif thereflectorsunderestimatéhe ag-
gregatesendingratesof all the sessiormemberdeyond
themulticastfailure point while building thetree,several
pointsof congestiommight appearmssoonasthetreebe-
comesfully operational.

A solutionto this problemwould beto rely on anesti-
mationof thetotalrateof thesessior{sessiorbandwidth),
thatmustbe availablesomehav beforethe sessiorstarts.
In practiceit is possibleto obtain suchinformation by
looking atthe mediatypesin the SDR sessiorannounce-
ments. Additionally, if RTCPis used(Schulzrinneetal.,
1996),andassuminghatonly alimited numberof session
memberssendsignificantamountsof datato the group,
the sessiorbandwidthgrows very little with thetotal ses-
sionsize.

Using suchan upperbound, resourcesould be re-
senedattheactive nodesalongthe pathin orderto guar
anteethatenoughresourcesreavailablewhenthereflec-
tors reachthe main source. However, resourceresena-
tion might not be available at all nodes,andmostof the
nodesmight not even be active. Besidesthat, if the ses-
sion bandwidthis overestimatedtoo mary costsmight

incurwith little extra benefitfor theenduser We adopta
simplesolutionthatrelieson anupperboundon the ses-
sionbandwidthto simplify the costcalculationsput does
notresere resource®nthenodes.

Now we try to quantify eachcostcomponenin our
context. We begin with the processingosts.

4.3.1 Processingcosts

Network paclketsconstitutethe bulk of the datatreatedby

areflector Thereforethe processingostsduringa given
interval increasewith the numberand size of the pack-
etstreated.Every pacletrecevedis reflectedo everyone
else. Thusevery paclet from the upstreamchannel(re-

flector or multicast)is copiedto every client, and every
paclet from a client is copiedto the upstreamchannel
plusall the otherclientsexceptitself. For areflectorthat
hasalreadyreachedhe main source(directly via multi-

castor via anothersener reflector),the total numberof

bits persecondreatedatn; is:

sti(ne) = spi(ne) + sci(ne) (3)

where:

sp;(nc) is the datarate sentfrom the parentto all child
reflectorsof n;

sc;(ne) is thedataratesentfrom all child reflectorsof n;
to all othersandto the parent.

spi(nc) =nc- (SR — Z R;) 4)

1<j<ne

sci(ne) = Z (ne—1)-R; +1-R;)

1<j<ne

5)
=nc- Z R;
1<j<ne
Substitutingequationgt and5 in 3, we have:
sti(nc) =nc- SR (6)

Assumingconstantprices, and processingcoststhat
increasdinearly with the dataratetreatedwe have:

cupi(nc) = pp; - sti(nc)

7
=pp;-nc-SR 0

where:
pp; is the(constantprocessingriceperbit persecondat
noden;.

4.3.2 Link costs

Thelink usagecostsincludethe costsfor bandwidthand
gueueing Herewe considernly the bandwidthcostsfor
simplification. Thereare only costsassociatedvith the
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transmissiorof paclkets,notwith thereceptiorof paclets.
Thusthe link costsare the sumof the coststo reflecta
pacletfrom the parentreflectorto all child reflectorsand
from eachchild to every otherchild plusthe parent.

Assumingconstantink prices,thetotal link costfor
n; canbewritten as:

cvli(ne) = plip - Z R; + Z (pl;,; - (SR — Rj))

1<j<ne 1<j<ne
(8)

where:
pl; ; is the price per unit of bandwidthon the link in n;
thatleadsto theclientr; ;.
pl; p is the price per unit of bandwidthon thelink in n;
that leadsto the parentreflectorof n; (or the candidate
parentin casea decisionto cloneor to migrateis aboutto
bemade).

If thelink priceis thesaméfor all clientsandequalto
pliy, or whenall clientsof n; sharethe samelink {, we
canrewrite thelink costas:

cvli(ne) = plip - Z R; +pli; - (nc- SR — Z Rj)
J J
)

4.3.3 Costof the cloning configuration

If we aregoingto senda clonefrom theorigin noden; to
anupstreandestinatiomoden, the costof theresulting
cloneconfigurationcanbe calculatedas:

cte;q = cti(nc) + ctq(1)
= cf; + cvpi(nc) + cvl;(nc) (10)
+ cfa + cvpa(1) + cvly(1)

Herect;(nc) representshe total costof runningthe
agentat the currentnodewhenthe agentis fully opera-
tional, while ct4(1) is the costof a new agentrunningat
theupstrearmoden, with asinglenode(n;) asaclient.

4.3.4 Costof the migration configuration

Whenmigratingto anupstreamdestinatiomq, areflector
n; carriesits clientlist alongwith it. Assumingsymmet-
ric unicastrouting paths,the traffic will continueto go
throughnodei, thereforeconsuminghe sameamountof
bandwidthresourcesitthelinks leadingto eachclientre-
flector. Sincethereflectoritself will disappeafrom node
n;, therearenofixednorprocessingostsassociateavith
it anymore at this node. Thereforethe costof resulting
configurationaftermigrationcanbe calculatedas:

ctm; g = cvli(nce) + ctq(ne) 1)
= cvl;(nc) + cfq + cvpa(nc) + cvlg(ne)

4.4 Making adecision

We would like to make a decisionto eitherclone or mi-
gratebasedon the total costsof resourcegor eachcon-
figuration.

A simpledecisionstrateyy is to choosehe configura-
tion with thelowestcost:

if ctm; g4 > cte; g thencloneelsemigrate.

In orderto simplify the calculations,we rewrite the
aboverule as:

if ctm; g — cte; ¢ > 0 thencloneelsemigrate.

Thecostsof eachconfiguratioraregivenby equations
11 and10, thereforewe have:

ctmi g — cte; g = copa(ne) — cvpq(1l) — cupi(nc)
+ cvlg(ne) — cvlyg(1) — cf;
(12)

Notethatthefixedcostsatn, aswell asthelink costs
at n; have disappeareasincethey are the samein both
configurationsWith symmetricunicastpathsandnomul-
tipath,all thetraffic fromng4 ton; will gothroughasingle
link. Thus,assumindinear costsfor link resourcesye
can useequation9 to calculatethe termscvly(nc) and
cvlg(1). Assuminglinear costsalso for processinge-
sources,equation? can be usedto calculatecvpg(nc),
cupq(1), andeup;(nc). After theseoperationsve obtain:

ctmiq — ctciq =
SR - ((nc—1)- (ppa + pla;) — nc-pp;) —cfi  (13)
Which canalsobewritten as:

ctm; g — cte;. g = SR -nc - (ppq + plai — pps) — cfi

— SR (ppa + pla,i)
(14)

Thefirst line of theright side of the equationl14 rep-
resentgheincreasen costsassociateavith the migration
configuration,while the last line correspondgo the in-
creaseassociatedvith the cloning configuration. When
nc is high, the migration configurationtendsto become
moreexpensvethanthe cloningconfiguration.Therefore
the cloning configurationwill generallybe preferredfor
highne, unlesshefixedor processingostsatn; arepro-
hibitive.

With thisresultwe obtainaneasywayto make adeci-
sion, by usingequationl3to choosehe cheapestonfig-
uration. As discusseckarlier an estimationon the upper
boundof SR is consideredavailable beforethe session
starts. The numberof clients,nc, is known atn;, aswell
asthelocal costcf; andprice pp;. Consequentlybefore
makinga decision,the agentneedsto obtainthe follow-
ing informationfrom its neighboum:
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ppq: processingrice perunit
pla i link price per unit for the outgoinginterfacefrom
ng ton;.

The informationabove is collectedby a Prospecting
capsulethat is sentto the destinationnode before the
cloningor migrationactionactuallytakesplace.

This is the strateyy adoptedto obtainthe simulation
resultsshavn in this paper Althoughit seemsa bit too
simplistic, this strateyy alreadytakesinto accountanim-
portant criterion which is the delay penalty for the re-
ceiver which is imposedby the use of the reflectorsin-
steadof native IP multicast.As discussecarlier, this de-
lay penaltyis implied within the processingosts.

In classicaimulticastalgorithmssuchdecisiondilem-
mausuallydoesnt apply, becaus@nly link resourcesire
typically taken into account. In this casewe can make
ppa = pp; = cf; = 0, andour calculationgeduceto:

ctmi g — ctciqg = SR -plg; - (nc—1) (15)

In theabove we have:

Fornec > 1: ctm; 4 — ctc; 4 > 0 andwe chooseo clone.
Fornc < 1 : c¢tm;q — ctc;q < 0 andwe chooseto
migrate.

Theseobsenations confirm that when bandwidthis
the only scarceresource,cloning is the default choice
exceptin the trivial case(nc < 1), sincemigrational-
waysimplies duplicatingpacketson the link from ng4 to
n; whenne > 1, andthereforecauseghe total coststo
increase.

4.5 Merging

Whentwo reflectorsbelongingto the samesessiormeet
atthesameactive node they memgeinto asinglereflector
This operationinvolvesthe union of both client lists and
ary othernecessarytherinformation. Sincethis might
resultin resourceoverload,a preliminarynegotiationbe-
tweenbothagentss desirableto achieve favourablecon-
figurations. For instance when sendingthe Prospecting
capsuleto anupstreanmeighbourto find out aboutcosts,
the capsulecould also be programmedto look for the
presenceof anotherreflectorfor the samesession,and
checkits currentresourceconsumption.An outcomeof
the negotiationcould be that sener delegatessomeof its
own clientsto the prospectingeflector in orderto bal-
ancetheloadandreducecosts.

Thisis relatedto thetreereshapingroblem(splitting
operation)thatwe have not addresseget. Currentlythe
agenttakescloning or migrationdecisionandependently
onthefactthatanotherreflectormight alreadybe present
in the upstreanmode,thereforethe merging operationis
alwayscarriedout.

4.6 Terminating

Sincereflectorsmust“pay” for resourceusagen the ac-
tive nodes,and their clients are their sole sourceof in-

come,they will beautomaticallyeliminatedby the active
platformwhentherearenofurtherclients. However, there
is arisk thatsudderchangesn load make pricesincrease
in unpredictablevays,causindgully operationateflectors
to die out prematurely

In our currentimplementatiorthis problemis still not
solved,andin ourview it canonly besolvedwith thehelp
of load control operatingat shortertime scalesthanthe
onesin which the reflectorsoperate. This requiresadap-
tive (elastic)flows or transcodingandherewe areassum-
ing thatthe reflectorsmerelyrepairconnectvity failures,
anddon' interferewith the sessiordatacontents.

5 Simulation results

We have performedsomesimulationexperimentsusing
ns-2,in orderto visualisethe tree constructionand de-
structionmechanismsThe topologyfor the simulations
is illustratedin Figurel1. All links have a fixed capacity
of 10Mbit/sanda propagatiordelayof 10ms.Theroot of

themulticasttreeis nodeS wherethemainsessiorsource
is located. The leavesof the treecontainterminalreflec-
tors that join the sessionat randomtimes from t=0s to

t=10s. All nodesareactive andhave the samepricesfor

resourcespp = 1, pl = 1, andef = 1-8 - C where
C is thesizeof themobile codein bytes,andis currently
setto 50000,which is the currentapproximatesizeof the

bytecodein our Java prototype.

Figurel: Topologyusedin the simulations.

The multicastcommunicatiorvia links L1 andL2 is
interruptedatt=20s.As aresulttwo reflectortreesappear
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Bothtreesstartsataroundt=24s,but thetreeontheupper
side of the topologyis readyat t=29s,while the second
oneis only readyat t=37s. After this constructionphase
all terminalreflectorsaffectedby failuresare sened by
anintermediateeflector Theresultingtreesareshavnin
Figure?2.

Figure2: Two samplereflectortrees.Top: treethatresults
from the failure of L1, rootedat N1. Bottom: treethat
resultsfrom thefailureof L2, rootedat N5.

At t=70sthe multicastcommunicatiorvia L1 andL2

is restored Mostreflectorsdetecthis a coupleof seconds

later, and disconnectfrom their parentreflectors,which
die outbetweern=77sandt=80s.

Figure 3 shavs the aggreyate sessiondata rate re-
ceived by three samplesessionparticipants: A, B, and
C, whoselocationin the tree canbe obsenedin Figure
1. The main sourcerateis 500kbpswhile all the other
sessiormembersendaroundl10kbpseach.

ParticipantA happenedo join the group at around
t=10s,while B joinedright at the beginningt=0s. During
the failure period, althoughthe multicastfeedto nodeA
is up andrunning, it recevveslessaggreatetraffic until
thereflectortreeis fully operationalsinceduringthis pe-
riod it doesnt receve the multicastpacketscomingfrom
the participantsthat have stayedon the otherside of the
failure point. ReceversB andC suffer from the failures
until aboutt=30sandt=38s,respectiely. After that, their
respectie level of receptionbecomesaboutthe sameas
theoneof A, asif they werealsounafectedby thefailure.
Whenthemulticastfeedis restoredsuddemeaksof traf-
fic arrive at B and C, dueto duplicatepacketssentonce
via multicastand againvia the reflector Thesepaclets
areeliminatedby theterminalreflectorsbeforebeingsent
to the applications.We canverify this by looking at the
sequenceumbersreceived by the decoderconnectedo
C,onFigure4.

20+06 ‘ ‘ ‘ ‘ ‘ " receiver A —— |
)
—~ 1.5e+06 - 1
3
=
2 1le+06 | 1
5]
14
500000 1
0 1 1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100
Time (s)
20+06 receiver B —— |
—~ 1.5e+06 -
3
=
2 1le+06 |
5]
14
500000
0 1 1 1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100
Time (s)
20+06 receiver C —— |
—~ 1.5e+06 - 1
3
=
2 1le+06 | 1
5]
14
500000 1

0 L L L L L L L L
0O 10 20 30 40 50 60 70 80 90 100
Time (s)

Figure3: Datarateof threesampleparticipants A: unaf-
fectedby multicastfailure. B andC: affectedby failures
of L1 andL2 respectiely.

14000 . T T —
decoder of receiver C
12000 R

10000 B
8000 r b
6000 b
4000 r b

2000 / b

0 L L
0O 10 20 30 40 50 60 70 80 90 100
Time (s)

Sequence number

Figure4: Sequencewumbersreceived by the decoderof
participantC.

In orderto visualisethe dynamicsof the mobile code
operationsof migrating, moving, meming andterminat-
ing, we describethemin Figure5 for the upperreflector
treeonthetopology For compactnessye numberevents
in time with integernumbersstartingfrom 1, followedby
thecodeof theoperationperformed.Fromt=24sto t=26s
all terminalreflectorsspavn upstreanclones. Sincethe



Lidia YamamotoGuy Leduc

AutonomoudMulticast Reflectorsover Active Networks

orderin which eachterminalreflectorsendsa clonewon’t

have ary influenceon the subsequenbperationswe as-
signeventnumberl toall. Thisisindicatedas“1C” in the

figure. The next eventis event2, andit’s a cloning oper

ationfrom nodeN4 towardsits upstreammeighbour This

is indicatedas“2C". By following the sequencef events
in this way, it is possibleto track the main actionsthat

leadto the tree configurationshown in Figure 2, andto

its subsequendlestruction(“T” operation).Althoughthe

melging operationgarenotindicated they canbededuced
aswell, sincethey occurwheneverareflectorarrivesata

nodewhereanothemneis alreadypresent.

Figure5: Dynamicsof mobilecodeoperationsTheevent
numbersareshavn besidethe arrovs or the nodenames,
followedby the codeof the operation:C (clone),M (mi-

grate),T (terminate).

The resultsabove areintendedto illustrate the basic
behaiour of our autonomougeflectorsin ideal condi-
tions. They arenotintendedo show arealisticpictureof a
realnetwork. Thenetwork hereis unloadedall nodesare
active, the delaysare shortandthe pathsfor unicastand
multicasttraffic coincide.In our simulationswe have no-
ticedlittle impactof increasedetwork latenciesor mod-
erateloadontheresults evenwhenthepropagatiordelay
on eachlink is increasedo the order hundredsof mil-
liseconds However, we have often obsenedmuchlarger
latenciedor joining live MBone sessionsaswell asvari-
able loss patterns. Thus we can expect higher reaction
timesfor ourreflectorsin sucha situation.

6 Implementation

We are currently implementingthe mobile reflectorsin
Javausinganarchitecturehatallowsthecodeto beeasily
portedto arny EE thatsupportsactive extensionswith mi-
nor modifications. The architectures organisedn three
planes:dataplane, monitoring plane,and control plane.
This structureroughlyfollows the onesuggestedby Blair
etal. (1999),althoughno computationateflectioncapa-
bilities areincludedyet.

The dataplaneis responsibleor the blind forward-
ing of multicastand unicastdata. Its coreis inspiredby
the Mug reflector(Highfield): in Mug, a nodethatsends
a UDP paclet to the reflectoris addedto its client list;
a client that staysidle (i.e. sendsno more paclets)for
sometime is removed from the client list. A selectoris
attachedo the Mug-like corein orderto switch between
the multicastandthe unicastupstreanthannels.The se-
lectoris controlledby the control plane. The monitoring
planekeepstrack of the currentresourceusageand per
formanceparametersf thedataplane.The controlplane
usesthe dataavailablein the monitoring planeto make
decisionslts coreis a statemachinewith transitiongrig-
geredby eventsgeneratedtthe monitoringplane.

This architectureallows new stratejiesto be easily
addedto the control plane without affecting the other
planes. It also maps naturally to the Bond platform
(Béloni and Marinescu,1999), which opensup future
possibilitiesfor dynamic updatesto the state machine
through“agentsugery” (Boloni and Marinescu,1999).
The communicatiormechanismamongneighbouringre-
flectors takes the form of capsulessuch asin ANTS
(Wetherallet al., 1998). Alternatively, the communica-
tion could be madevia an existing agentmessageass-
ing mechanism(e.g. Bond, seeBoloni and Marinescu
(1999)).Both offer extraflexibility for enhancemenisnd
precludethe needto specifyapplication-specifiecnessage
formatsanddevelopthecorrespondingarsers.

7 Conclusionsand Futur e Work

We have describeda decentralisedchemebasedon mo-
bile code, to build a loosely connectedhetwork of au-
tonomousreflectorsthat seeksto maintainsessioncon-
nectvity in the presenceof multicastfailures. The self-
organisingnatureof the schemeensurests robustness,
scalabilityandautonomyproperties which make it suit-
ablefor session®f ary size,while minimisingthe neces-
saryamountof humanintervention.

For the momenteachreflectortreatsonly one media
stream(e.g. eitheraudio, or video, or whiteboard). In
orderto dealwith severalmedia,we planto groupmulti-
ple physicalreflectorgeachtreatingonemediatype)into
a singlelogical reflectorfor cloning and migration pur-
poses.In a nearfuture, experimentsover the MBone can
be ervisagedin the framework of the EuropeanCOST
Action 264, andwith the help of existing active network
overlayssuchasthe ABONE.

The work presentedn this paperis part of a larger
effort on the use of active networks for adaptve appli-
cations. We plan to integrateit with previous work on
congestiorcontrol(YamamotcandLeduc,2000b,a)such
that reflectorsalso performapplication-orientediltering
and/ortranscodingof datain the presencef congestion,
in anetwork whichis likely to beonly sparselypopulated
by active nodes.
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