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ABSTRACT Based on popular past studies on P2P networks [9, 10], we present

Blockchains are typically managed by peer-to-peer (P2P) networks,
which provide the support and substrate to the so-called distributed
ledger (DLT), a replicated, shared, and synchronized data structure,
geographically spread across multiple nodes. The Bitcoin (BTC)
blockchain is by far the most well-known DLT, used to record
transactions among peers, based on the BTC digital currency. In
this paper we focus on the network side of blockchain P2P net-
works, characterizing their topology and main properties from a
purely network measurements-based approach. We present a BTC
crawler able to discover and track all the active nodes of the BTC
P2P network through active measurements, and use it to analyze
its main properties. We additionally discuss a passive measurements-
based approach to reconstruct the topology of a blockchain P2P
network, which can unveil the most important nodes of the blockchain,
namely the miners.
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1 INTRODUCTION

The Bitcoin (BTC) blockchain [3] is built on the top of a decentral-
ized peer-to-peer (P2P) network, used to propagate relevant infor-
mation such as transactions between BTC entities or blockchain
updates. Given its relevance and popularity, many studies have
characterized the BTC blockchain from multiple different perspec-
tives, mainly in terms of executed transactions, through the analy-
sis of the publicly available distributed ledger (DLT). For example,
papers such as [4, 6] focus on the BTC transactions as observed at
the BTC DLT, [11] studies the security of the BTC P2P network,
[1] analyzes the temporal generation of BTC blocks, etc. In this
paper we focus on the network side of the BTC P2P network, char-
acterizing its topology and main properties from a purely network
measurements-based approach. Understanding the underlying P2P
network characteristics of the BTC blockchain can be highly use-
ful for multiple relevant use cases, including security, performance
and anomaly detection, as well as relevant nodes discovery. Other
papers try also to infer the P2P network topology and characteris-
tics of BTC and other blockchains [5, 7, 8]. However, the continu-
ous evolution of DLT technology and the potential security issues
linked to unveiled P2P topologies [9, 10] result in constant updates
of the underlying protocols, turning some of the previous propos-
als [7] no longer applicable.

two different techniques targeting the characterization and discov-
ery of blockchain P2P networks. In Sec. 2, we present a BTC client
that can be used to crawl the full set of nodes composing the BTC
P2P network, and gather information regarding those nodes which
are active in the network. Using this crawler, we take a full snap-
shot of the BTC P2P network and describe relevant findings re-
garding its active nodes. In Sec. 3 we briefly describe our ongoing
work on passive topology discovery for blockchain P2P networks,
which not only allows to identify active links between the active
BTC nodes discovered by the crawler, but also unveils highly rele-
vant nodes such as the so-called miners. Note that while this paper
focuses on the BTC P2P network, the techniques herein described
are applicable to many other Blockchain P2P networks with simi-
lar functioning as the BTC one, including Litecoin, Ethereum, and
the like.

2 BLOCKCHAIN CRAWLING

The BTC crawler is a customized Bitcoin software client which can
recursively query all the BTC peers, discovered by asking other
nodes for the underlying IP addresses. In the start-up phase, the
crawler obtains a set of seed or well-known IP addresses, by query-
ing a list of predefined DNS servers. Then it starts the crawling
process, by requesting to each of these seed nodes their internal
list of known peers, using a simple getaddr message. In BTC, each
node keeps a list of up to 2500 peer addresses of tried and new
connections to its neighbors [3]. When the crawler successfully
connects to a node, it marks it as active and requests additional
meta-data such as the provided services, the software version of
the client and the P2P protocol version used by the BTC node. The
services provided by a BTC node [3] can be useful to understand
which type of nodes it is, for example, to understand if it has the
minimum capabilities to be a miner or other important role, such
as a full node. Once the crawling of the full P2P is completed, a set
of both active and inactive BTC P2P peers is provided, along with
their corresponding IP address, the meta-data and several network
stats such as the latency to the node. As we show next, these mea-
surements can be used to characterize the blockchain P2P network.
The crawler heavily relies on multi-threading and multi-core plat-
forms to improve crawling speed, currently taking about an hour
to complete a full BTC snapshot from scratch.

2.1 Crawling the BTC P2P Network

We describe a single snapshot of the BTC P2P network produced
by the aforementioned crawler on September the 10th, 2018. The
crawler discovers more than 200.000 BTC IPs, with a total of 9673
active nodes. Fig. 1 presents several stats regarding these active


https://doi.org/10.1145/nnnnnnn.nnnnnnn

ACM CoNEXT 2018 Student Workshop, December 4, 2018, Crete, Greece

I Pv4 EIPv6 [ Jother

lus IoE [ ]FR IICN ERINL [EFIN/A ] cA [ GB [TRU [ 1sG I other

I AS24940 I AS16509 [_]AS16276 IIAS14061 [L]1AS7922 Il other ‘

T
70015 170012 [l 70014 [ other \

Protocol Version

Il china Il Czech Republic [ Junknown [l other ‘

Mined Blocks
0% 25 % 50 % 75 %

100 %

Figure 1: BTC nodes and network stats.

nodes. In terms of IP addresses, about 83% correspond to IPv4 ad-
dresses, 13% to IPv6, and the remaining 4% to nodes connecting to
the BTC network through anonymous connections, e.g., using Tor
- we rely on the public TorDNSEL service and the list of Tor exit
nodes to identify these nodes. Fingerprinting the type of hardware
hosting these nodes [12] is part of our ongoing work.

Using IP-geo-localization databases (such as MaxMind and Team
Cymru), we geo-locate the IPv4 and IPv6 addresses by country, and
obtain the ASes hosting them. Most of the BTC active nodes are
located in the US (23.7%) and EU - Germany (19%), France (6.8%),
Netherlands (4.9%), whereas a smaller share are located in China
(6.7%) and other Asian countries (Singapore, Japan, South Korea,
etc.). This is additionally confirmed by the propagation latency
(min RTT) to the corresponding IPs, from our vantage point in Vi-
enna, Austria [2]: Fig. 2 shows that about 50% of the IPs reside
within EU (min RTT < 50 ms), 30% within North-America (100ms
< min RTT < 200 ms) and about 10% at very far locations, such as
eastern Asia (e.g., Japan, Korea, Hong Kong, etc.). Regarding the
hosting ASes, a big share of nodes are hosted by major cloud/data-
center providers such as Hetzner (AS24940), Amazon (AS16509)
and OVH (AS16276). Despite such an occidental concentration of
active nodes, it is impressive to see that the far majority of BTC
mining activity actually occurs in China. We use the information
provided by the miners when producing a new block to identify
the origin mining pools (see https://btc.com/stats), and observe that
more than 70% of the BTC blocks are mined in China. The number
of blocks mined by unknown or hidden miners is non-negligible,
close to 10%.

Finally, in terms of node services, the biggest majority of the
BTC nodes keep a full copy of the full BTC DLT (93.6%), and can
therefore perform full validation of transactions and blocks; regard-
ing P2P protocol version, while 93.8% of the nodes use the latest
version of the BTC P2P communications protocol, there are at least
2.6% of the nodes using a very outdated protocol, from late 2015,
which can potentially result in security or performance issues.
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Figure 2: min RTT to active BTC nodes.

3 PASSIVE TOPOLOGY DISCOVERY

We use the snapshots of the BTC active nodes as starting points
to infer the P2P topology of the BTC network. The approach can
be applied both to discover active links between nodes, as well as
to unveil hidden (unknown) mining nodes. In a nutshell, follow-
ing previous work [9, 10], we rely on the broadcasting process
of mined blocks and confirmed transactions over the entire list
of active nodes to estimate the most probable node having broad-
casted the corresponding block, based on a set of estimated laten-
cies among nodes. By passively listening to such broadcast mes-
sages, and assuming the propagation delays between the vantage
point and the BTC nodes are known (c.f. Fig. 2), the topology dis-
covery technique can reconstruct the minimum spanning tree rep-
resenting the path followed by the broadcasted message from the
inferred source to the vantage point. Preliminary results under sim-
ulated controlled scenarios show that it is feasible to properly re-
construct the topology, if a sufficiently large number of brodcasted
messages are listened by the vantage point, by merging individual
spanning trees. Implementing and testing this topology discovery
technique is part of our ongoing work.
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