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Abstract

The management of patron information within Alma is primarily reliant
on two systems — the creation and updating of patron information by an
external system such as student management or HR systems or
internally within Alma itself. A recent survey of the Alma community
indicated the majority of institutions utilize a mixture of these external
and internal processes. In addition to providing access to affiliated staff
and students more than 89% of institutions responded that they
provided user accounts to non-affiliated users such as the general
public, members of other academic institutions, alumni, etc. Providing
authenticated access to library services for the latter group relies
heavily on Alma for password management. This presentation will
outline the processes in place at the University of Otago and at the
University of Liege for managing and authenticating non-institutional
users and the possible effect of Ex Libris' proposed changes to internal
authentication.
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At the University of Otago Library
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University of Otago

* Founded in 1869 — New Zealand’s first University i

* Four academic divisions: Humanities, Sciences, Health Sciences and
Business

* 20,814 students (18,547 EFTS)
* 3,862 (FTE) staff
® More than 185 undergraduate and postgraduate programmes.

* Campuses located in

Invercargill

Dunedin (Main campus)
Christchurch
Wellington _..ﬁj'_"[ =
Auckland

Christchurch
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University of Otago Library

Dunedin campus

* 6 libraries and 2 storage buildings. One includes the bindery
® Education Library is a joint library with the Otago Polytechnic
Libraries at

* Southland campus

® Christchurch Medical campus + 2 branch libraries at the District Health Board
* Wellington Medical campus

Library systems
* 1988 Dynix

® 2003 Voyager + Serials Solutions products including Summon
* 2013 Alma + Primo + Primo Central
Library services to

* University staff and students,

* (QOtago Polytechnic

* 2 district health boards

* Public

o
Managing and authenticating non-institutional users in Alma: two experiences
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Otago’s user community

Non institutional
55%



Institutional Users - External

Student management
system
34%

sity username

\

Non institutional
55%

Human resources systems
11%
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Non Institutional Users - External

SIS Load (University)
* Match ID type: University username

Other .
1% ¢ Twice.a ds

o all

nal

AUTHDB
17%

Institutional
45%

SIS Load (Polytec
e Match ID type:
* Once a day

Otago Polytechnic
24%
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Non Institutional Users - Internal

Library staff Other
1% 5%
Interloan °

7%

Hocken
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Authenticating

UNIVERSITY

PR OTAGO | i1 ..

1 ! Fe Whare Wamenga ¢ Otiige
L F NEW ZEALAND

Library Search | Ketu

Library Sign-In

Select a Sign-in option:

University of Otago staff,
students and graduates J

Other registered Library
users: Hocken Collections,
Hospital staff, Otago
Polytechnic staff and
students, ULANZ
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Other registered users

UNIVERSITY

OTAGO

Tee Whare Wilnarga o Onlpo

NEW IEBEALAND

Login

You are logging into Library Search | Ketu.

Username: ||

Password:

=
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Library staff authenticating to Alma

exLibris
Alma

Alma September 2017 Release

The Soul of Alma
Institutional Value
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Moving from Alma internal authentication
The easy solution
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Moving from Alma internal authentication

Otago’s “wish list”
* Integration of workflows

* Preference that is done from within Alma and can be initiated by all library
staff

* Alma expiry dates to be utilised

* No requirement for the user to complete the registration
° Authentication immediacy
® Maintain separate logins for library staff.

* This includes the continued use of generic logins

* Automated process to transition existing internal usernames and
passwords to the new authentication system
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At the University of Liege Library
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University of Liege (ULiege)

Founded in 1817 by William | of the Netherlands
10 Faculties and 1 School

More than 20,000 students
3,300 lecturers and researchers

38 bachelor and 193 master degrees

® Brussels

Gemblouxm

4 campuses:

» Liege Sart-Tilman (main campus)
» Liege City centre

» Gembloux

» Arlon

+ Library services to the University Hospital

Managing and authenticating non-institutional users in Aln.
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University of Liege Library

Infrastructure

® 5 Main Libraries
« > 15 library branches spread on the 4 campuses
e Registration everywhere...

Public we serve...

6% ® Faculty and Staff (Univ, Hospital, Library)
[SIS Load]

Graduates / PhD Students

31% [SIS load]

Undergraduates
[SIS Load]

Hm External patrons [n=2,000-2,500]
--> SIS Load not possible

29%
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Authentication

*  Front end tools:
* Primo: SAML
* Library website (Drupal): CAS

°  What we wanted:

1)  Users only sign in once

*  Drupal and Primo interconnected with SSO = automatic sign-in when already signed in on the
other platform

2)  Only one Sign-in page for all users (whatever their status/group)

University of Liege | ILL | Mylibrary | Signin | Jobs |

# Guest

Universite de Liege

° Back end tool (Library staff only)
* Alma: SAML
° Institution Id used
° 1 person =1 access (no generic accounts)
* No Alma Internal accounts

Identification Intranet

i |
]

Entrer
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Si wous ne dinpodes pas de votre identifiant, coniultez cotte page.
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User Management

__ SIS Load
* Students Match ID Type: Internal key
* Faculty Every day at 02:00
. . | Synchronization Type: Swap All
* University Staff Uier XSD Version \;p :
* Hospital Staff
* Library Staff _

* Two integration profiles
* 1 profile for the “Library Staff” (Record type = Staff)
* 1 profile for the all other users (Record type = Public)

What about the 2,000-2,500 external patrons?
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External patrons
- what we did with Aleph (2006-2015)

* Patron records locally created in Aleph at the Circulation Desk
° Oracle trigger that:
* Sent the barcode and the password to the LDAP
* Replaced the password in Aleph by CHECK AGAINST LDAP (privacy)

1. Global Patron Details i 2. Global Blocks and Notss |

Open Date: l 05/09/17 Update Date: l 05/09/17

Patron ID: | 1D4sE1807 Pincode: | Pas27e44

Barcode: | Bo25032 Barcode Verffication: | CHECK_AGAINST_LDAF
Name: | Do, Jchn El
Salutation: | El .
Tithe: | |ﬂ Date of Birth: | o1/02/15%0 |ﬂ

- External patrons added to the LDAP. Access granted to:
*  Primo MyAccount
° Library computers
°  Wifi on the campus

* With Alma, working with an Oracle trigger not possible anymore

Managing and authenticating non-institutional users in Alma: two experiences

* - Need for a new and easy workflow
* No additional interface!
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External patrons Plugin Alma.
- what we do with Alma (2015-....)

* Use of the Alma plugin, a bookmarklet developed to add new features
to the current Alma screen.

* Concretely, a bookmark placed on the bookmark bar of the browser acts as a
button on which to click to launch new services.

* Technically, the URL of the bookmark is a JavaScript code that retrieves the
data stored in fields of the Alma page (form fields, MARC fields) and sends
them to a Perl CGl script. This one analyzes the context in which the user is
located and according to it, performs an action and/or displays a menu of
actions in a new window. The data can be processed by the script, sent to
other systems (e.g.. LDAP), or reintroduced in Alma via API.

* All computers at circulation desks must have the Alma plugin placed in
the bookmark bar of their browser (drag and drop of the button from
http://mydelivery.lib.ulg.ac.be/alma).

° If an update of the JavaScript code is required (e.g.. when the Alma Ul
changes), a similar re-installation procedure is proposed.
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Scenario

Click on "Register New User"

Primary identifier field already filled in (AIma Configuration > User
Management > General > User ID Generation)

Operator fills the necessary fields in

Click YES for "Patron has institutional record" and select appropriate

Owning system (dummy Integration profile)
* --> External patrons have an External Account Type!
User Management Information

Patron has institutional (®Yes (Mo Owning system  Public externe (Users B et BX) ud
record

Force password change Match ID Type Primary Identifier
on next login

°* When all fields have been filled in, the operator
* does not click on "Update User"
* clicks on the Alma Plugin in the Bookmarks
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° The Alma window closes (like the operator had clicked on Update User)

° Data are stored in Alma, Purge date is added (Expiry date + 4 years)

* A new popup window opens and:
Confirms that the user has been added to the LDAP
Confirms that a registration notification was sent by email to the user

Provides a password for the user

Allows the operator to print a library card for the patron

Quick User Management

@ Mise & jour du LDAP terminée avec SUcceés

Le mot de passe a été envoyé par mail a cedric.dupont1995@maboitemail.com

Firstname Cédric
Lastname Dupont
Gender Male
Expiration date 31/10/2017
Primary identifier B0O34108
Password TVHR999R

|r. Imprimer la carte de lecteur

[ Alma Expiry date = Expiry date in the LDAP!

| Fermer |

Managing and authenticating non-institutional

23




Imprimer

Total @ 1 feuille de papier

Lt | Annuler

Destnation [ Xerox WorkCentre 6605...

| Maodifier... |
Pages s Tous
Copies 1
r;li;ien Portrait tod
Couleur Couleur =
Options [] Recto verso

<  Plus de paramétres

Imprimer via la boite de dialogue du systeme...
(Ctrl+Shift+P)

1 Carte de lecteur
- 3171012017

B034108

Carke s¥riciermnent personnelle el incessible |

vizitez liboulg.ac.be pow efiectusr des
rechercheas dans les aoll ULg, rouver des
ressources, connaline nos haraires &l senices. ..

Mom: Dupont

Prénom: Cédric

idenifiant: BO34108

Groupe :  Extérieur - Eludiant, persannel RON ULg

supdrieur af n'Bmporier Avec Ous GUE voire carke de fecleur (partie supéneure).

Régles de bonne conduite a ULg Library

L'usage des biblishéques el des ressources de faires (Imprimées ou Elecironigues) mises 4 disposition suppase avant laule
chose le respect du parsonnel el des aulres usagers, ainsi qus adoplion de quelques régles de bonne conduite.

Du bon usage des aspaces
Il sl demandé au leckeur :

= de loujours 22 munir de sa carte daccés pour entrer dans les locaux des bibliothégues. L'accks pourra dine refusé aux
lecheurs ne pauvani présenier lewr cares ;

= dutiliser |es casiors prévus & lenrée de |a bibliohéeque B ol ils existent pour déposer les effets personnels, les sacs,
zachets, malleties, sacoches d'ardinateurs portables ef assimilés, Ceus-a sor en efiel interdits dans Menceinge de la
bibliothéque, si des casiers sont prévues. La bibliothéque dédine laule responsabilité en cas de perle, de vol ou dénaralion
des effets persormels des lecieurs

« de respecter le silence des lieux, hormis dans les locaux résenés au iravail en groupe, b, en particulier, ne pas utiliser son
tl&phone portable, ni son crdinaleur cu le malésel de la biblothégue & des fins de divertissement (vision bruyante d'une
widéo, sl

= de me pas boire (hormis de Feau) ni manger dans kes [ocaux aulres que ceux réservés i o=t efisl |

= derespecter le makniel mis 3 disposiSon.

Du bon usage des ressources

L'usage des ressources supposs | respect de documents consullés e de leur organisation. || est demandé au leckur

« de respectsr intbgrits des documents etne pasy porler dindicafions; les leckurs ne peuvent répansr sux-mémes les
datuments ﬂ'.l'is Aurdient ddtEmands |

« dans |es biliotheques en libre acces, saufindication cantraine, le lecteur &5t pri& de ne pas ranger les ouvrages uilisss
rmais de les déposer aux endmils prévies & cet efed, au pire de bes lasssr sur los ables ©

+ de respectsr [es consignes de manipulation spécifique des ouvrages anciens =t ne pas les scanner ni les pholooopier. Un
sarvice de reproducion st & vote disposition.

Limitations légales

L'usage des ressourcss en formal papier est soumis au respect des droits de proprigté intellechuelie, en paiculier be drait d"auteur.
Ansi, les reproducions ne sont sutorisdes, sans ke consentement des fulaires de droits, que dans le cadre des excepSons prévwes
par |2 bai du 30 juin 1954 relative au droi d'autewr &) aux droits vaisins. A ce §re, seules les reproductions pour un usage privé ou
# des fins de recherche scientifique ou dillustration de Fenseignement sont permises pour autant que les canditions prévues
par celles-ci soien! respeckes, Par silleurs, il @st interdit de reproduine un owvrage dans son intégralité. Toute autre ulilisafion est
constitutive de cantrefagon et pourra dorner 2w 4 des poursuites conformément aux lois en vigueur.

L'usage des bases de données dlecironigues et réglementé par les condilions contractuelles condues aves les éditeurs. D'une
maniére gérgrake, il esi permis de consulter, télécharger et imprimer des articles dans des proportions raisonnables et pour un
usage personnel ou 4 des fins de recherche ou d'enseignement. Paur des ulilisaons plus spécifiques (communicaion de copies
& un tiers, insertion de copies sur un site de cours, distribution de copies aux udiants, etc ), il convient de =& reporer sux clauses

= lles spéafiques rdgissant les candilions dulilisation des bases de données. En cas de doule, n'hésiler pas 4 inlermoger
volre bisliothéque,

Plus dinfarmations sur : hilp:Mib.ulg.ac befiisenice siregles-de-honne-conduile

Mal de passe : TTHR999R Ce motl de passe est strictement personnel et incessible. Ne laissez pas la partie
inférieure avec votre mot de passe attachée & votre carte de lectewr.
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Updates or Renewals?

Open For Update

* Warning message is out of scope (not really externally owned)

Open For Update

* QOperator has to open the record for update

User information is externally owned and will be overridden by next synchronization.

The following fields may be protected from being overridden — {Title, PIN number, Job category, User group,
Campus, Preferred language, Resource sharing libraries, Cataloger level, Selected patron letters).

Would you like to prevent these fields from being overridden?

Cancel N

* QOperators update and correct the record (notably Expiry date)

* And just activate the Alma plugin again:
* LDAP updated Alma ‘Renew’
* New password generated button not used!
* New library card can be printed

Alma @ ULg — Users : création et

25

[ Alma Expiry date = Expiry date in the LDAP! ]




Some last words

* Not very logic to use the External Account type for external patrons,
deprecated Internal with external authentication would have been better

* Alma Plugin very easy for the Library staff...
* Everythingis done in Alma (like before with Aleph)
° ... and comfortable for patrons:
* Direct and real-time process (no need to wait)
* Candirectly start using library services and network
° Library card is cheap to generate
* No Issue Library Card fee or Library Card Replacement fee
* Also used with Self-Registration
* Patrons are created in Alma with Inactive status

* Operators change status to Active and use the plugin to finalize the registration
process

* Plugin will have to adapted with Alma New Ul

* Would be better if the Update User button could connect with an
Integration Profile that would do the same action as the plugin
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helen.brownlie@otago.ac.nz

r.degroof@ulg.ac.be

francois.renaville@ulg.ac.be
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